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Introduction to this Guide

This chapter provides information about what is contained in the vFoglight
Administration and Configuration Guide. It also provides information about the
vFoglight documentation suite and Vizioncore.

This chapter contains the following sections:
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About vFoglight

vFoglight helps I T organizations understand the virtual infrastructure by managing the
rel ationships and interaction between all the components in the environment, including
data centers, data stores, clusters, resource pools, hosts and virtual machines. With
vFoglight, administrators can quickly determine the root-cause of an incident or
problem, track virtual machine (VM) movements and understand their impact, and
identify contention for resources between virtual machines.

About this Guide

This Administration and Configuration Guide provides conceptual information about
vFoglight administration components, configuration instructions, and instructions on
how to use the dashboards in the Administration module.

Thisguideisintended for vFoglight System Administrators to administer and configure
vFoglight.

The Administration and Configuration Guide is organized as follows:

Chapter 1, About the Administration M odule—Discusses core vFoglight concepts,
introduces the Administration module (a getting started approach), and lists common
administration tasks. It also lists the nodes that appear in the Administration module and
describes the type of tasks you can perform using the dashboards that appear under each
node: Agents, Cartridges, Data, Rules & Notifications, Schedules, Setup & Support,
Tooling, and Users & Security. Read this chapter to learn about vFoglight models and
scope, access the vFoglight Administration module, and find out what type of
administration tasks you can perform in vFoglight.

Chapter 2, Setting Up vFoglight—Includes information about vFoglight licenses and
support bundles, audit logs, and configuration items, and how to use them. Read this
chapter to find out how to gather vFoglight diagnostic data during run-time, view port
numbers that are used by vFoglight, or manage and install vFoglight licenses or support
bundles using the Setup & Support dashboards.

Chapter 3, Managing Users and Security—Explains the security concepts and their
entities used in vFoglight such as users, groups, and roles. It contains step-by-step
instructions on how to use these entities in order to effectively manage security in
vFoglight using the Users & Security dashboards.

Chapter 4, Managing Cartridges—Contains information on how to install and
manage cartridges, and download agent packages. Use this chapter to learn about
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cartridge-related concepts in viFoglight and to find out how to install and manage
cartridges using the Cartridges dashboards.

Chapter 5, Managing Agents—Includes conceptual and hands-on information about
collection agents and explains their purpose in vFoglight. It contains instructions on
how to edit agent properties when required using the Agents dashboards.

Chapter 6, Working with Rules and Registry—Discusses the concepts of rules and
registry variables and their relations with the topology model in vFoglight. It includes
step-by-step instructions on how to efficiently create, edit, and manage vFoglight rules
and registry variables using the Rules & Registry dashboards. It also contains several
real-life examples that can help you understand their usage.

Chapter 7, Using Schedules—Explains the concept of schedulesin vFoglight and their
usage in rules, agent blackouts, and derived metrics. It contains instructions on how to
create and manage schedules to their best potential using the Schedul es dashboards.

Chapter 8, Working with Data—Provides conceptua information about the topology
model, collected metrics, and their data types. Additionally, it instructs you how to add
custom data types to the topology model, create derived metrics, assign threshold levels
to metrics, and manage the periods of time in which vFoglight samples or purges data,
using the Data dashboards.

Chapter 9, Building Script Agents—Providesinsight into advanced administration
tasks such as building custom agents or using queries to retrieving data from the data
model. It contains detailed instructions on how to upload agent scripts, build and deploy
and script agents, and to drill through topology to retrieve data using the vFoglight
query language, al using the Tooling dashboards.

Chapter 10, Using the Query L anguage—Discusses the vFoglight query language
contains instructions on how to useit. vFoglight uses a query language to set the scope
for rules and derived metrics, to create rule conditions and expressions, to reference
expressions in messages, and to create derived metric expressions.

Appendix A, vFoglight Client Reference—Contains examples of dashboards and
command-line output in environments that use the vFoglight Client for agent
communication and management.
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vFoglight Documentation Suite

The vFoglight documentation suite is made up of the core documentation set, plus the

documentation set for each vFoglight cartridge that you deploy. Documentation is
provided in a combination of online help, PDF and HTML.

* Online Help: You can open the online help by selecting the Help tab from
vFoglight’s action panel.

2 foghghe | G SignCue

I Wekome to Foghatt 5.2.4

i@ Liser Guide
'\} Ao bration sl Corl igur slion Guids
Q Command-Line Reference Guids
@ Web Componen, Guids
\;J_l- Web Componéent Tutdrial
3 .;:3 ‘Weh Crenponent Aeferende

» PDF: The Getting Sarted Guide, What's New Guide, System Requirements and
Platform Support Guide, Installation and Setup Guide set, Administration and
Configuration Guide, vFoglight User Guide, Command-Line Reference Guide,
Web Component Guide, and Web Component Tutorial, are provided as PDF files.
The PDF guides are included in the zip file downloaded from Vizioncore.
Adobe® Reader® is required.

e HTML: Release Notes are provided in HTML.

Core Documentation Set
The core documentation set consists of the following files:
* Release Notes (HTML)
e Getting Sarted Guide (PDF)
» What's New Guide (PDF)
» System Requirements and Platform Support Guide (PDF)
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» Installation and Setup Guide set (all in PDF format):

* Ingtalation and Setup Guide—Installing on Windows with an Embedded
MySQL Database

e Ingtalation and Setup Guide—Installing on Windows with an External
MySQL Database

e Ingtalation and Setup Guide—Installing on Windows with an External Oracle
Database

« Administration and Configuration Guide (PDF and online help)
» VFoglight User Guide (PDF and online help)
» Advanced Configuration Guide set

¢ Command-Line Reference Guide (PDF and online help)

« \eb Component Guide (PDF and online help)

* &b Component Tutorial (PDF and online help)

« \eb Component Reference (online help)

Cartridge Documentation Sets

When you deploy a cartridge, the documentation set for the cartridge isinstaled. The
online help for the cartridge is integrated automatically with the core viFoglight help.
When you open the help, the name of the cartridgeis displayed in atop level entry
within the table of contents.

Some cartridges include additional PDF guides, which may be one or more of the
following: a Getting Sarted Guide, an Installation Guide, a User Guide, and a
Reference Guide.

Feedback on the Documentation

We areinterested in receiving feedback from you about our documentation. For
example, did you notice any errorsin the documentation? Were any features
undocumented? Do you have any suggestions on how we can improve the
documentation? All comments are welcome. Please submit your feedback to the
following email address:

info@vizioncore.com

Please do not submit Technical Support related issuesto this email address.


mailto:info@vizioncore.com
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Text Conventions

The following table summarizes how text styles are used in this guide:

Convention Description

Code M onospace text represents code, code objects, and command-
line input. Thisincludes:

« Javalanguage source code and examples of file contents

« Classes, objects, methods, properties, constants, and events
* HTML documents, tags, and attributes

Vari abl es Monospace-plus-italic text represents variable code or
command-line objects that are replaced by an actual value or
parameter.

Interface Bold text is used for interface options that you select (such as

menu items) as well as keyboard commands.

Files, components, | Italic text isused to highlight the following items:
and documents « Pathnames, file names, and programs
» The names of other documents referenced in this guide

About Vizioncore Inc.

Vizioncore was formed in July 2002 as a consulting and software-devel opment
company with the mission to create easy-to-use software solutions that performed
reliable and repeatabl e automation of datacenter functions specifically for the Citrix
platform. A main corporate goal was to enable business partners to offer solutions that
targeted real-world I T issues and provided the best possible installation and automation
for their clients' systems.

Vizioncore's solutions have proved successful in organizations from small to mid-sized
businesses to large enterprises, in awide variety of vertical industries, including
Financial Services, Government, Healthcare, Manufacturing, and High Tech.
Vizioncore, Inc. can be found in offices around the globe and at www.vizioncore.com.


http://www.vizioncore.com
http://www.vizioncore.com
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Contacting Dell

Note: If you do not have an active Internet connection, you can find contact information on your purchase invoice,

packing slip, bill, or Dell product catalog.

Dell provides several online and telephone-based support and service options. Availability varies by country and
product, and some services may not be available in your area. To contact Dell for sales, technical support, or customer

Service issues:

1 Visit http://support.dell.com.

2 Verify your country or region in the Choose A Country/Region drop-down menu at the bottom of the page.

3 Click Contact Us on the left side of the page.Note: Toll-free numbers are for use within the country for which

they arelisted.
4 Select the appropriate service or support link based on your need.
5 Choose the method of contacting Dell that is convenient for you.

Country (City) Service Type Area Codes,

International Access Local Numbers, and

Code Toll-Free Numbers

Country Code Web and E-Mail Addresses

City Code

Anguilla Web Address www.Dell.com/ai
E-Mail Address la-techsupport@dell.com

Technical Support., Customer Service, Sales

toll-free: 800-335-0031

Antigua and Barbuda ~ VWeb Address

www.Dell.com.ag

E-Mail Address la-techsupport@dell.com
Technical Support., Customer Service, Sales 1-800-805-5924
Aomen Technical Support

Dell ™ Dimension™, Dell Inspirion™", Dell
Optiplex™", Dell Lattitude™, and Dell
Precision' Servers and Storage

0800-105

0800-105

Argentina (Buenos Aires) Web Address

International Access E-Mail Address for Desktop/ Portable Computers

Code: 00 E-Mail Address for Servers and EMC® Storage
Country Code: 54 Products
City Code: 11 Customer Service

Technical Support
Technical Support Services

www.dell.com.ar
la-techsupport@dell.com
la_enterprise@dell.com
toll-free: 0-800-444-0730

toll-free: 0-800-444-0733
toll-free: 0-800-444-0724

Sales 0-800-444-3355

Aruba Web Address www.Dell.com/aw
E-Mail Address la-techsupport@dell.com

Technical Support., Customer Service, Sales toll-free: 800-1578

Australia (Sydney) Web Address support.ap.dell.com
: Contact Dell Web Address support.ap.dell.com/contactus
g‘;jgaé'oolnla' ACCESS 1 chnical Support., Customer Service, Sales 13DELL-133355

Country Code: 61
City Code: 2
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Austria (Vienna)
International Access

Web Address
E-Mail Address

SUpport.euro.dell.com

Tech support_central _europe@dell.com

Code: 900 Home/Small Bus@ ness Sales 0820 240 530 00
Country Code: 43 Home/Small Bus! ness Fax _ 0820 240 530 49
City Code: 1 Home/Small Bus! ness Customer Service 0820 240 530 14
Home/Small Business Support 0820 240 530 17
Preferred Accounts/Corporate Customer 0820 240 530 16
Service Preferred Accounts/Corporate Customer 0820 240 530 17
Switchboard 0820 240 530 00
Bahamas Web Address www.dell.com/bs
E-Mail Address la-techsupport@dell.com
Technical Support., Customer Service, Sales toll-free: 1-866-874-3038
Barbados Web Address www.dell.com/bb

E-Mail Address
Technical Support., Customer Service, Sales

la-techsupport@dell.com
1-800-534-3142

Belgium (Brussels)

Web Address

SUpport.euro.dell.com

General Support 02 481 92 88
General Support Fax 02 481 92 95
Customer Service 027131565
Corporate Sales 02 481 91 00
Fax 0248191 99
Switchboard 02 481 91 00
Bolivia Web Address www.dell.com/bo
E-Mail Address la_techsupport@dell.com
Technical Support., Customer Service, Sales toll-free: 800-10-0238
Brazil Web Address www.dell.com/br

International Access

E-Mail Address

BR_TechSupport@dell.com

Code: 00 Customer Service and Tech Support 0800 970 3355
Country Code: 55 Technical Support Fax 51 2104 5470
City Code: 51 Customer Service Fax 51 2104 5480
Sales 0800 722 3498

British Virgin Islands ~ Teéchnical Support, Customer Service, Sales toll-free; 1-866-278-6820
Brunei Technical Support (Penang, Malaysia) 604 633 4966
. Customer Service (Penang, Malaysia) 604 633 4888

Country Code: 673 Transaction Sales (Penang, Malaysia) 604 633 4955

Canada (North York,
Ontario)

International Access
Code: 011

Online Order Status Web Address

AutoTech (automated Hardware and Warranty
Support)

Customer Service

Home/Home Office

Small Business

Medium/Large Business, Government, Education

Hardware Warranty Phone Support

Computers for Home/Home Office

Computers for Small/Medium/Large Business

Government

Printers, Projectors, Televisions, Handheld,
Digital

Jukebox, and Wireless Sales

Home and Home Office Sales

www.dell.ca/ostatus

support.ca.dell.com
toll-free:1-800-247-9362
toll-free:1-800-847-4096
toll-free:1-800-906-3355
toll-free:1-800-387-5757

toll-free:1-800-847-4096
toll-free:1-800-387-5757

1-877-335-5767

toll-free;1-800-999-3355
toll-free:1-800-387-5752

Small Business toll-free:1-800-387-5755
Medium/L arge Business, Government 1 866 440 3355
Spare Parts and Extended Service

Cayman Islands E-Mall Address la-techsupport@dell.com

Technical Support, Customer Service, Sales

1-877-262-5415
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Chile (Santiago)

Country Code: 56
City Code: 2

Web Address
E-Mail Address
Sales and Customer Support

www.dell.com/cl

la-techsupport@dell.com

toll-free: 1230-020-4823

China (Xiamen)

Country Code: 86
City Code: 592

Technical Support Web Address

Technical Support E-Mail Address

Customer Service E-Mail Address

Technical Support Fax

Technical Support — Dimension and Inspiron

Technical Support — OptiPlex, Lattitude and Dell
Precision

Technical Support — Servers and Storage

Technical Support — Projectors, PDAS, Switches,
Routers, etc

Technical Support — Printers

Customer Service

Customer Service Fax

Home and Small Business

Preferred Accounts Division

Large Corporate Accounts GCP

Large Corporate Accounts Key Accounts

Large Corporate Accounts North

Large Corporate Accounts North Government and
Education

Large Corporate Accounts East

Large Corporate Accounts East Government and
Education

Large Corporate Accounts Queue Team

Large Corporate Accounts South

Large Corporate Accounts West

Large Corporate Accounts Spare Parts

support.dell.com.cn

support.dell.com.cn/email
customer_cn@dell.com

592 818 14350
toll-free: 800 858 2969
toll-free: 800 858 0950

toll-free: 800 858 0960
toll-free: 800 858 2920

toll-free: 800 858 2311
toll-free: 800 858 2060

592 818 1308
toll-free: 800 858 2222
toll-free: 800 858 2557
toll-free: 800 858 2055
toll-free: 800 858 2628
toll-free: 800 858 2999
toll-free: 800 858 2955

toll-free: 800 858 2020
toll-free: 800 858 2669

toll-free: 800 858 2572
toll-free: 800 858 2355
toll-free: 800 858 2811
toll-free: 800 858 2621

Columbia Web Address www.dell.com/co
E-Mail Address la-techsupport@dell.com
Technical Support, Customer Service, Sales 01-800-915-4755
Costa Rica Web Address www.dell.com/cr

E-Mail Address
Technical Support, Customer Service, Sales

la-techsupport@dell.com

0800-012-0231

Czech Republic (Prague)
International Access

Web Address
E-Mail Address

SUpport.euro.dell.com
czech_dell@dell.com

Coieoy T sy
. ustomer Service

Country Code: 420 Fox 99537 2714
Technical Fax 22537 2728

Switchboard 22537 2711

Denmark (Copenhagen) Web Address SJpport.euro.del [.com
; Technical Support 7023 0182

Ig(’;zrg a(t)loonal Access Customer Servicg — Relational ' 7023 0184
Country Code: 45 Home/Small Business Customer Service 3287 5505
Switchboard — Relational 3287 1200

Switchboard Fax — Relational 3287 1201

Switchboard — Home/Small Business 3287 5000

Switchboard Fax — Home/Small Business 3287 5001

Dominica

Web Address
E-Mail Address
Technical Support, Customer Service, Sales

www.dell.com/dm

la-techsupport@dell.com

toll-free: 1-866-278-6821
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Dominican Republic

Web Address
E-Mail Address
Technical Support, Customer Service, Sales

www.dell.com/do
la-techsupport@dell.com
1-800-156-1588

Ecuador Web Address www.dell.com/ec
E-Mail Address la-techsupport@dell.com
Technical Support, Customer Service, Sales
(Calling from Quito) toll-free: 999-119-877-655-3355
Technical Support, Customer Service, Sales
(Calling from Guayaquil) toll-free: 1800-999-119-877-655-3355
El Salvador Web Address www.dell.com/sv
E-Mail Address la-techsupport@dell.com

Technical Support, Customer Service, Sales

800-6132

Finland (Helsinki)
International Access

Web Address
E-Mail Address

support@euro.dell.com
fi_support@dell.com

. Technical Support 0207 533 555
Code: 990
Cgu(ra]try Code: 358 Customer Service 0207 533 538
City Code: 9 ' Switchboard 0207 533 533
' Sales under 500 employees 0207 533 540
Fax 0207 533 530
Sales over 500 employees 0207 533 533
Fax 0207 533 530
France (Paris) Web Address Support.euro.dell.com
(Montpellier) Home and Small Business
International ACCesS  Technical Support 0825 387 270
Country Code: 33 Switchboard 0825 004 700
City Codes: (1) (4 switchboard (calls from outside of France) 035295705 020788
Sales
Fax 0825 004 701
Fax (calls from outside of France) 0499 754001
corporate 0825004 719
Technical Support
. 0825 338 339
Customer Service
Switchboard 55947100
Sales 0155947100
Germany (Frankfurt) Web Address support.euro.dell.com

International Access
Code: 00

Country Code: 49

E-mail Address

Technical Support

Home/Small Business Customer Service
Global Segment Customer Service

tech _support_central _europe@dell.com
069 9792-7200
0180-5-224400
069 9792-7320

City Code: 69 Preferred Accounts Customer Service 069 9792-7320
Large Accounts Customer Service 069 9792-7320
Public Accounts Customer Service 069 9792-7320
Switchboard 069 9792-7000
Greece Web Address Support.euro.dell.com

International Access
Code: 00

Technical Support
Gold Service Technical Support

00800-44 14 95 18
00800-44 14 00 83

Switchboard 2108129810
Country Code: 49 Gold Service Switchboard 2108129811
Sales 2108129800
Fax 2108129812
Grenada Web Address www.dell.com/gd
E-Mail Address la-techsuppo@dell.com

Technical Support, Customer Service, Sales

toll-free: 1-866-540-3355
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Guatemala Web Address www.dell.com/gt

E-Mail Address la-techsupport@dell.com

Technical Support, Customer Service, Sales 1-800-999-0136

Guyana E-Mall Address la-techsupport@dell.com
Technical Support, Customer Service, Sales

toll-free: 1-877-270-4609

Hong Kong Web Address support.ap.dell.com

International Access
Code: 001
Country Code: 852

Technical Support E-mail Address

Technical Support - Dimension and Inspiron
Technical Support - OptiPlex, Latitude, and Dell
Precision

Technical Support - Servers and Storage
Technical Support - Projectors, PDAS, Switches,
Routers, etc .

Customer Service

Large Corporate Accounts

Global Customer Programs

Medium Business Division

Home and Small Business Division

support.dell.com.cn/email
00852-2969 3188
00852-2969 3191

00852-2969 3196
00852-3416 0906

00852-3416 0910
00852-3416 0907
00852-3416 0908
00852-3416 0912
00852-2969 3105

India

Dell Support Website

Portable and Desktop Support
Desktop Support E-mail Address
Portable Support E-mail Address
Phone Numbers

Server Support
E-mail Address
Phone Numbers

Gold Support Only
E-mail Address
Phone Numbers

Customer Service
Home and Small Business

Large Corporate Accounts

Sales
Large Corporate Accounts
Home and Small Business

Support.ap.dell.com

india_support_desktop@dell.com
india_support_notebook@dell.com
080-25068032 or 080-25068034 or
your city STD code + 60003355 or
toll-free: 1-800-425-8045

india_support Server@dell.com
080-25068032 or 080-25068034 or
your city STD code + 60003355 or

toll-free: 1-800-425-8045

eec_ap@dell.com

080-25068033 or your city STD code +
60003355 or

toll-free: 1-800-425-9045

India_care_HSB@dell.com
toll-free : 1800-4254051

India_care REL@dell.com
toll free : 1800-4252067

1600 33 8044
1600 33 8046
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Ireland (Cherrywood)

International Access
Code: 00
Country Code: 353

Web Address

Technical Support
E-mail Address

SUpport.euro.dell.com

dell_direct_support@dell.com

; . Business computers 1850 543 543
City Code: 1 Home computers 1850 543 543
At Home Support 1850 200 889
Sales
Home 1850 333 200
Small Business 1850 664 656
Medium Business 1850 200 646
Large Business 1850 200 646
E-mail Address Dell_IRL_Outlet@dell.com
Customer Service
Home and Small Business 204 4014
Business (greater than 200 employees) 1850 200 982
General
Fax/Sales fax 204 0103
Switchboard 204 4444
U.K. Customer Service (dealing with U.K.only) 0870 906 0010
Corporate Customer Service (dia within U.K. 0870 907 4499
only)
U.K. Sales (dial within U.K. only) 0870 907 4000
Italy (Milan) Web Address Support.euro.dell.com

International Access

Home and Small Business

Code: 00 Technical Support 02 577 826 90
Country Code: 39 Customer Service 02 696 821 14
City Code: 02 Fa>§ 02696 821 13
Switchboard 02 696 821 12
Corporate
Technical Support 02 577 826 90
Customer Service 02 577 825 55
Fax 02 575 035 30
Switchboard 02 577 821
Jamaica E-mal Address [a-fechsupport@dell.com
Technical Support, Customer Service, Sales 1-800-440-920

(dial from within Jamaica only)
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Japan (Kawasaki)

International Access

Code: 001

Country Code: 81

City Code: 44

Web Address

Technical Support - Dimension and Inspiron
Technical Support outside of Japan - Dimension
and Inspiron

Technical Support - Dell Precision, OptiPlex, and
Latitude

Technical Support outside of Japan - Dell
Precision, OptiPlex, and Latitude

Technical Support - Dell PowerApp™, Dell
PowerEdge™, Dell PowerConnect™, and Dell
PowerVault™,

Technical Support outside of Japan - PowerApp,
PowerEdge, PowerConnect, and PowerVault
Technical Support - Projectors, PDAS, Printers,
Routers

Technical Support outside of Japan - Projectors,
PDASs, Printers, Routers

Support.jp.dell.com
toll-free: 0120-198-26
81-44-520-1435
toll-free: 0120-198-433
81-44-556-3894

toll-free: 0120-198-498

81-44-556-4162
toll-free: 0120-981-690

81-44-556-3468

Faxbox Service 044-556-3490
24-Hour Automated Order Status Service 044-556-3801
Customer Service 044-556-4240
Business Sales Division - up to 400 employees 044-556-1465
Preferred Accounts Division Sales - over 400 044-556-3433
employees
Public Sales - government agencies, educational 044-556-5963
institutions, and medical institutions
Global Segment Japan 044-556-3469
Individual User 044-556-1657
Individual User Online Sales 044-556-2203
Individual User Real Site Sales 044-556-4649
Switchboard 044-556-4300
Korea (Seoul) Web Address Support.ap.dell.com

International Access

Code: 001

Country Code: 82

City Code: 2

Technical Support, Customer Service

Technical Support - Dimension, PDA, Electronics,
and Accessories

Sales

Fax

Switchboard

toll-free: 080-200-3800
toll-free: 080-200-3801

toll-free: 080-200-3600
2194-6202
2194-6000

Latin America

Customer Technical Support (Austin, Texas,
USA)

Customer Service (Austin, Texas, U.S.A.)

Fax (Technical Support and Customer Service)
(Austin, Texas, U.S.A.)

Sales (Austin, Texas, U.S.A.)

SalesFax (Austin, Texas, U.S.A.)

512 728-4093

512 728-3619
512 728-3883

512 728-4397
512 728-4600 or 512 728-3772

Luxemborg Web Address Support.euro.dell.com
: Support 3420808075
International Access .

Code: OIO Home/Small Business Sales +32(0)2 713 15 96
Country Code: 352~ Corporate Sales 26257781
Customer Service +32(0)248191 19
Fax 262577 82
Macao Technical Support toll-free: 0800 105
. Customer Service (Xiamen, China) 34 160 910

Country Code: 83 ; . T
y Transaction Sales (Xiamen, China) 29 693 115




Malaysia (Penang)

International Access
Code: 00
Country Code: 60

Web Address

Technical Support - Dell Precision, OptiPlex, and

Latitude
Technical Support - Dimension, Inspiron, and
Electronics and Accessories

Support.ap.dell.com
toll-free: 1800 880 193

toll-free: 1800 881 306

City Code: 4 Technical Support - PowerApp, PowerEdge, toll-free: 1800 881 386
PowerConnect, and PowerVault
Customer Service toll-free: 1800 881 306 (option 6)
Transaction Sales toll-free: 1800 888 202
Corporate Sales toll-free: 1800 888 213
Mexico Web Address www.dell.com/mx

International Access
Code: 00
Country Code: 52

E-mail Address

Customer Technical Support
Sales

Customer Service

Main

la-techsupport@dell.com
001-877-384-8979 or 001-877-269-3383
50-81-8800 or 01-800-888-3355
001-877-384-8979 or 001-877-269-3383
50-81-8800 or 01-800-888-3355

Montserrat

E-mall Address
Technical Support, Customer Service, Sales

la-techsupport@dell.com

Toll-free: 1-866-278-6822

Netherlands

E-mall Address
Web Address

la-techsupport@dell.com
support.euro.dell.com

Qgﬁﬂ'e?ands Technical Support 020 674 45 00
(Amsterdam) Technical Support Fax _ 020 674 47 66
International Access Home/Small Business Customer Service 020 674 42 00
Code: 00 Relational Customer Service 020 674 43 25
Country Code: 31 Hom(_e/SmaII Business Sdles 020 674 5500
City Code: 20 Relational Sales 020 674 50 00
Home/Small Business Sales Fax 020674 47 75
Relational Sales Fax 020 674 47 50
Switchboard 020 674 50 00
Switchboard Fax 020 674 47 50
New Zealand Web Address Support.ap.dell.com

International Access
Code: 00
Country Code: 64

E-mail Address
Technical Support, Customer Service, Sales

Support.ap.dell.com/contactus
0800 441 567

Nicaragua

Web Address
E-mail Address
Technical Support, Customer Service, Sales

www.dell.com/ni

la-techsupport@dell.com
001-800-220-1377

Norway (Lysaker)

Web Address

SUpport.euro.dell.com

. Technical Support 671 16882
g‘;jgaé'oona' ACCESS o lational Customer Service | 671 17575
Country Code: 47 Home/Small Business Customer Service 231 62298

Switchboard 671 16800
Fax Switchboard 671 16865
Panama Web Address www.dell.com/pa
E-mail Address la-techsupport@dell.com
Technical Support, Customer Service, Sales 011-800-507-1264
Peru Web Address www.dell.com/pe

E-mail Address
Technical Support, Customer Service, Sales

la-techsupport@dell.com
0800-50-669
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Poland (Warsaw)
International Access

Web Address
E-mail Address

SUpport.euro.dell.com
pl_support_tech@dell.com

. Customer Service Phone 57 95 700
Code: 011 . Customer Service 57 95 999
Country Code: 48
City Code: 22 Sales 5795999

Customer Service Fax 57 95 806
Reception Desk Fax 57 95998
Switchboard 57 95 999
Portugal Web Address Support.euro.dell.com
: Technical Support 707200149

| A
ntemational ACCESS - omer Service 800 300 413

Code: 00

. Sales 800-300-410 or 800-300 -411 or

Country Code: 351 800-300-412 or 21-422-07-10
Fax 21-424-01-12

Puerto Rico Web Address WWW.de||.C0m/pl'
E-mail Address la-techsupport@dell.com

Technical Support, Customer Service, Sales

1-877-537-3355

St. Kitts and Nevis

Web Address
E-mail Address
Technical Support, Customer Service, Sales

www.dell.com/kn
la-techsupport@dell.com
toll-free: 1-866-540-3355

St. Lucia

Web Address
E-mail Address
Technical Support, Customer Service, Sales

www.dell.com/Ic
la-techsupport@dell.com
toll-free: 1-866-464-4352

St. Vincent and the

Web Address

www.dell.com/vc

Grenadines E-mail Address la-techsupport@dell.com
Technical Support, Customer Service, Sales toll-free: 1-866-464-4353
Singapore NOTE: The phone numbers in this section should

International Access
Code: 005
Country Code: 65

be called from within Singapore or Malaysia only.

Web Address

Technical Support - Dimension, Inspiron, and
Electronics and Accessories

Technical Support - OptiPlex, Latitude,

and Dell Precision

Technical Support - PowerApp, PowerEdge,
PowerConnect, and PowerVault

Customer Service

Transaction Sales

Corporate Sales

support.ap.dell.com
toll-free: 1 800 394 7430

toll-free: 1 800 394 7488
toll-free: 1 800 394 7478
toll-free: 1 800 394 7430 (option 6)

toll-free: 1 800 394 7412
toll-free: 1 800 394 7419

Slovakia (Prague)

International Access

Web Address
E-mail Address

support.euro.dell.com
czech dell@dell.com

cuop " Tl Sone R
. ustomer Service

Country Code: 421 Fox 02 5441 8328

Tech Fax 02 5441 8328

Switchboard (Sales) 02 5441 8328

02 5441 7585

South Africa Web Address support.euro.dell.com

(Johannesburg) E-mail Address dell za suppor@dell.com

. Gold Queue 011 709 7713

Ig(’;zrg a(t)g;ggllAcceﬁs Technical Support 011 709 7710

Country Code: 27 Customer Service 011 709 7707

Sales 011 709 7700

City Code: 11
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Spain (Madrid)
International Access

Web Address
Home and Small Business

SUpPOrt.euro.com

Code: 00 Technical Support 902 100 130
Country Code: 34 Customer Service 902 118 540
City Code: 91 Sdes 902 118 541
Switchboard 902 118541
Fax 902 118 539

Corporate
Technical Support 902 100 130
Customer Service 902 115 236
Switchboard 91 722 92 00
Fax 91 722 95 83
Sweden (Upplands Web Address support.euro.dell.com
Vasby) Technical Support 08 590 05 199
: Relational Customer Service 08 590 05 642
I(g’;ﬁrg a(;loonal Access Home/Small Business Customer Service 08 587 70 527
Country Code: 46 Empl oyee Purchase Program (EPP) Support 020 140 14 44
Technical Support Fax 08 590 05 594

City Code: 8

Switzerland (Geneva)

International Access
Code: 00

Web Address
E-mail Address

Support.euro.dell.com

Tech_support_central_Europe@dell.com

. Technical Support — Home and Small Business 0844 811 411
gi(;;nggd(éogg. 4 Technical Support — Corporate 0844 822 844
Customer Service — Home and Small Business 0848 802 202

Customer Service — Corporate 0848 821 721

Fax 022 799 01 90

Switchboard 022 799 01 01

Taiwan Web Address Support.ap.dell.com

International Access
Code: 002
Country Code: 886

E-mail Address

Technical Support - OptiPlex, Latitude, Inspiron,
Dimension, and Electronics and Accessories
Technical Support - Servers and Storage
Customer Service

Transaction Sales

support.dell.com.cn/email
toll-free: 0080 186 1011

toll-free: 0080 160 1256
toll-free: 0080 160 1250 (option 5)
toll-free: 0080 165 1228

Corporate Sales toll-free: 0080 165 1227
Thailand Web Address Support.ap.dell.com
International Access Tech.n?cal Support (OptiPlex, Latitude, and Dell toll-free: 1800 0060 07
Code: 001 Precision)

Country Code: 66

Technical Support (PowerApp, PowerEdge,
PowerConnect, and PowerVault)
Customer Service

toll-free: 1800 0600 09

toll-free: 1800 006 007 (option 7)

Corporate Sales toll-free: 1800 006 009
Transaction Sales toll-free: 1800 006 006
Trinidad/Tobago Web Address www.dell.com/tt

E-mail Address
Technical Support, Customer Service, Sales

la-techsupport@dell.com
toll-free: 1-888-799-5908

Turks and Caicos Islands

Web Address
E-mail Address
Technical Support, Customer Service, Sales

www.dell.com/tc
la-techsupport@dell.com
toll-free: 1-877-441-4735
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U.K.(Bracknell)

International Access

Code: 00

Web Address
E-mail Address
Customer Service Website

upport.euro.deil.com
dell direct support@dell.com

support.euro.dell.com/uk/en/ECare/

Country Code: 44 Sales form/home. asp
City Code: 1344 | e and Small Business Sales 0870 907 4000
Corporate/Public Sector Sales 01344 860 456
Customer Service
Home and Small Business 0870 906 0010
Corporate 01344 373 185
Preferred Accounts (500-5000 employees) 0870 906 0010
Global Accounts 01344 373 186
Central Government 01344 373 196
Local Government & Education 01344 373 199
Health 01344 373 194
Technical Support
Corporate/Preferred Accounts/PCA (1000+ 0870 908 0500
employees)
Other Dell Products 0870 353 0800
General
Home and Small Business Fax 0870 907 4006
Uruguay Web Address www.dell.com/uy

E-mail Address
Technical Support, Customer Service, Sales

la-techsupport@dell.com

toll-free: 000-413-598-2521
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International Access

Code: 011
Country Code: 1

Automated Order-Status Service
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Hardware and Warranty Support (Dell TV,
Printers, and Projectors) for Relationship
customers

Consumer (Home and Home Office) Support for
Dell products

Customer Service

Employee Purchase Program (EPP) Customers
Financial Services Web Address
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Financia Services (Dell Preferred Accounts
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Customer Service

Employee Purchase Program (EPP)
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Customer Service and Support
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Dell Outlet Store (Dell refurbished computers)
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Spare Parts Sales

Extended Service and Warranty Sales

Fax

Dell Services for the Deaf, Hard-of-Hearing, or
Speech-Impaired

toll-free’ 1-800-433-9014
toll-free: 1-800-247-9362
toll-free: 1-877-459-7298
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toll-free; 1-877-577-3355
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toll-free: 1-800-695-8133
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About the Administration Module

The Administration module allows you to manage vFoglight in away that best
implements your business logic. It offers a set of dashboards that allow you to manage
vFoglight cartridges, agents, data, rules, and security.

This chapter contains the following section:

About Models and Scope iIN VFOGIGNL ........vcveieriercrce e 30
Getting Started with the Administration MOQUIE ............cuirieiriniiirrieresece e 32
Viewing the Administration Dashboard............cccoevierrriinncnnc s 39

Looking at AdMINISEIAtioN TASKS .......c.eurreeriieririeieiieiine ettt 50
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About Models and Scope in vFoglight

A model isaprinciple for organizing monitoring data that vFoglight gathers from host
systems. vFoglight models have atree-like structure that contains nodes. Each node in
the model can have properties, metrics, alarms and other nodes associated with it.
vFoglight adds these entities to the nodesin the data model asit collects them.

vFoglight can create different types of models. Collection models include raw data.
Virtual models are built on top of other models. There are two types of virtual models:
aggregate models, that do not require any additional configuration, and user models,
that require user-based configuration. Depending on your monitoring needs and the type
and range of vFoglight cartridges that you use for gathering data, your system includes
one or more collection models. An example of a collection model is the Host Model
illustrated above that collects information about host machines.

The following diagram illustrates a simplified version of the Host Model that vFoglight
buildsin atypical business scenario.

(Utilization) (Paging rate)
|
|

CPU (Mémory} - (Alarm C)
AlarmB)

- (Memory} (Alarm F)

(Utilization) (Paging rate)

Legend
(ModelD) ( Node ) (Property) (_Metric ) (CAlarm )
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vFoglight makes use of atopology model to describe the logical and physical

rel ationships between data nodes. Hierarchy in topology models provides the context
for metrics and properties. vFoglight stores context information only once. The
relationship between nodes, metrics, properties, and other nodes propagates the context
across multiple data elements.

vFoglight stores metrics and properties next to one another. Unlike properties, that
describe nodes and are typically static in nature, metrics change over time as vFoglight
collects them. For example, in ahost model, CPU ID isaproperty that describes a CPU
node while CPU Utilization isametric that can change between sampling periods. If the
CPU ID changes, vFoglight adds a new node to the collection model with the new CPU
ID and associates any collected metrics such as CPU Utilization with the newly-created
node.

In vFoglight, the Data dashboards illustrate the collection model and the data nodes that
vFoglight creates as it collects performance metrics from monitored hosts. The Data
dashboard shows how nodes are organized and helps you identify paths to underlying
objectsthat you can use in vFoglight queries and dashboards. Similar to directory paths,
apath in the topology model traverses the collection model through a series of nodes,
properties, metrics, and events that are separated by forward slashes'/'. For example, a
path that retrieves the current average CPU utilization for a host can look like the
following:

HostModel/hosts/< host_name>/cpus/processor s/< processor>/utilization/current/
average

For complete information about the Data dashboard, see the viFoglight User Guide. For
details on how to create dashboards, see the WWeb Component Tutorial.

vFoglight allows you to create rules and apply them to the data that you collect from
multiple sources in your monitoring environment. Rules are scope-specific which
means that they are associated with one or more topology types against which they run.

vFoglight uses cartridges to collect data from your virtual environment. It creates a
dynamic data model while collecting data and uses that data to populate views and
dashboards. The Administration Module allows you to manage vFoglight data
collectors, topology and rules that implement your business logic. It also letsyou
manage security by granting user permissions to various vFoglight entities.
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Getting Started with the Administration Module

Each vFoglight module contains a set of dashboards that you can configure and use to
monitor your environment in real time.You can access them from the navigation pane

on the left of the display area.

+ Dashboards 4

2 Adrministration
alarms
3 Applications
Foglight
'Hosks
| Cperating Swskems
Reporks
Services
3 iZonfiguration

The Administration module includes a set of dashboards that allow you to manage
agents, cartridges, users, and other entities. You can find them in the navigation panel

under Dashboards > Administration.

Adrminiskration
Adrinistration
Agenks
Cartridges
Data
Rules & Maotifications
Schedules

4 Seftup & Suppoark
Tooling
Users & Security

The following table lists the nodes that appear in the Administration module, common
tasks that are associated with each node, and references to other chaptersin this manual

that contain information about each node or task.

Node Task

See

Administration View entry pointsto the
Administration module

Chapter 1, “Viewing the
Administration
Dashboard” on page 39
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Task

See

Agents

Cartridges

Data

Rules & Notifications

Schedules

Setup & Support

Tooling

Users & Security

Manage agents and hosts

Manage cartridges and download
agent packages

Work with topology types, metrics,
thresholds, and retention policies

Create and manage rules and
registry variables

Create and manage schedules

Manage vFoglight licenses and
support bundles, and view audit
and configuration items

Build script agents

Manage users, groups, and roles

Chapter 5, “Managing
Agents’ on page 165

Chapter 4, “Managing
Cartridges’ on page 147

Chapter 7, “Working
with Data” on page 327

Chapter 6, “Working
with vFoglight Rules
and Registry” on
page 183

Chapter 8, “Using
Schedules’ on page 395

Chapter 2, “ Setting Up
vFoglight” on page 53

Chapter 9, “Working
with vFoglight Tooling”
on page 447

Chapter 3, “Managing
Users and Security” on
page 105

For acomplete list of administration tasks and the dashboards that you can use to carry
out each task, see “Looking at Administration Tasks” on page 50

Before you get started with the Administration module, you need to ensure that your
vFoglight Management Server is up and running, adjust browser settings, and log into
vFoglight, as described below.

To get started with the Administration module;

Note

In order to complete this procedure, your user account must belong to a group with the

Administrator role. For more information about users, groups, and roles, see “Managing
Users and Security” on page 105.
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Ensure that your vFoglight Management Server is running.

For example, on Windows platforms, you can start the vFoglight Management
Server by choosing Start > Programs > Vizioncore > vFoglight 5.2.4 > Sart
vFoglight.

For more information, refer to the Installation and Setup Guide.
Obtain your vFoglight user name and password.

To obtain full accessto the Administration module, ensure that your user account
belongs to a group with the Administrator and Security roles. For more
information, see “Managing Users and Security” on page 105.

Ensure that your Web browser has the JavaScript functionality enabled.

Note vFoglight displays dynamic data that is regularly updated. For this reason it is
recommended that you do not use your browser’s Back and Forward buttons, as this
may cause cached views to be displayed or result in an error message.

Start the browser interface.

You can start the browser interface by opening a Web browser instance and
navigating to the following URL:

http://1 ocal host: 8080/ consol e

Note The above URL assumes the default HTTP port number, 8080. For more information
about default port assignments, see “Default port assignments” on page 65.

Where localhost is the name of the machine that is running the vFoglight
Management Server.

The vFoglight login page appears in the Web browser.
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6 vizioncore’

User

Pagsword

Change Pazsword

5 Provide the user name and password you obtained in step 2.

35

a InthevFoglight login page, in the User box, type your vFoglight user name.

b

c

Depending on the availability of avalid vFoglight license and your user

In the Passwor d box, type your vFoglight password.

Click Login.

permissions, one of the following pages appearsin the display area:

If your vFoglight Management Server has avalid license, the Welcome page

appears in the Web browser.
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Wolcunm va vFaglight

vFoglight Resources

Gettng Srated Trs

- pamks

wses. The vmiEseplarer providzs Informancn and erts

vy Home Page from the adicn penel

el Documentation

Navigation panel Display area Action panel

The Welcome page contains the following elements:

« Navigation panel shows the dashboards that the current user can access.
For more information about users and security in vFoglight, see
Chapter 3, “Managing Users and Security”.

« Display area contains the current dashboard. When you log into
vFoglight the Welcome to vFoglight page appears in the display area.
Once you select adashboard in the navigation panel, the display area
refreshes to show the selected dashboard.

« Action panel includes any actions that you can perform in the selected
dashboard.

For complete information about this page, see the viFoglight User Guide.

If your vFoglight server does not have avalid license, one of the following
views appearsin the display area, depending on your user permissions.For
more information about user permissions and security in vFoglight, see
Chapter 3, “Managing Users and Security” on page 105.
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Unlicense Server Yiew Ock 22, 2008 11:32:25 AM EDT

The server is unlicensed.
Do You Want ko, ..

s Install a Licence
+ Continue without Installing a Licence

Users whose account includes the Administration role

Server Licensing Error Ock 21, 2008 10:49:07 AM EDT

Server Licensing Error. Please contact your Administrator.

Users whose account does not include the Administration role

If your user account includes the Administration role, in the Unlicensed
Server View, click Install License. In the Manage Licenses dashboard that
appears, install the license for the vFoglight Management Server. For
instructions on how to add alicense, see Chapter 2, “Installing Licenses’ on
page 70.

If your user account does not include the Administration role, contact your
vFoglight administrator, asindicated in the Server Licensing Error view.

6 On the navigation panel, under Dashboards, expand the Administration
module.

A set of nodes appears under the Administration module.
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| Adrministration
Administrakion
L Agents
I Cartridges
2 Data
1 Rules & Motifications
3 Schedules
2 Setup & Suppork
& Tooling
2 zers & Security

7 Select adashboard and look at its contentsin the display area.

For example, to look at the Cartridge Inventory dashboard that allows you to
manage vFoglight cartridges, on the navigation panel, under Dashboar ds, choose
Administration > Cartridges > Cartridge I nventory.

The Cartridge Inventory dashboard appears in the display area.

Cartridge Inventory Dec i, 2008 22236 PM ST
Install Cartridge @
& File on Local Computer | Browse... I
 File on Server I
M Enable on install

Install Cartridge I

Showing 1 - 1 of 1 Cartridges as of Dec 31, 2008 14:23:06

Refresh &

Filter by Cartridge Hame I Version [ Core Type | Instaled Cartridges 7
Clear Filters I
Status  Cartridge Mame = Version
%] Virtusl Vilware 5.2.3
ErEEEE | sle Selected|Seloet All Select None

You have successfully logged into vFoglight and located the dashboards that are
available in the Administration module. From here, you can proceed to “Viewing the
Administration Dashboard” on page 39.



About the Administration Module 39
Viewing the Administration Dashboard

Viewing the Administration Dashboard

The Administration dashboard contains links to administration dashboards that are
grouped in alogical way, along with some high-level information about your
environment. That information includes the number of cartridges, rules, and users, alist
of licensed capabilities that reflect the features defined in your vFoglight license, and a
list of audit activities such aslogin entries or agent-related operations. You can use this
dashboard as a central point for al of your administration tasks. From here, you can
navigate to any of the dashboards that come with the Administration module.

The Administration dashboard contains the following views:

* Navigation. Containslinks to Administration dashboards.

Entry Dashboard Useitto
or View
Explore
Cartridges
Inventory Cartridge Install, list, and manage cartridges.
Inventory For more information, see “Installing and
Managing Cartridges’ on page 149.
Component Components  List and download agent installers.
Download for Download  For more information, see “Downloading
Agent Components’ on page 161.
Data
Data Data View the vFoglight topology.
Management Management
Derived Manage List, edit or delete derived metrics.
Metrics Derived For moreinformation, see “Managing Derived
Metrics Metrics” on page 333.
Retention Manage List, edit or delete retention policies.
Policies Retention For more information, see “Editing Retention
Policies Policies’ on page 386.
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Entry Dashboard Useitto
or View
Thresholds Manage List, add, edit, or delete thresholds.
Thresholds For more information, see “Managing
Thresholds’ on page 353.
Topology Add Topology Add topology types.
Types Type For more information, see “ Adding Topology

Rules and Notifications

Registry
Variables

Rules

Setup and Support

Audit
Information

Connection
Status

vFoglight
Configuration

Licenses

Support
Bundles

Manage
Registry
Variables

Manage Rules

View Audit
Information

Connection
Status

vFoglight
Configuration

Manage
Licenses

Manage
Support
Bundles

Types’ on page 329.

List, edit, or delete registry variables.
For more information, see “Managing
Registry Variables’ on page 185.

List, edit, or delete rules.
For more information, see “Managing Rules’
on page 225.

View audit log entries.
For more information, see “Viewing Audit
Information” on page 82.

Check connection status.
For more information, see “Viewing
Connection Status” on page 54.

View vFoglight configuration items.
For moreinformation, see“Viewing vFoglight
Configuration” on page 56.

List, add, or delete licenses.
For more information, see “Managing
Licenses’ on page 69.

List, add, or delete support bundles.
For more information, see “Managing Support
Bundles’ on page 75.
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Entry Dashboard Useitto
or View
Schedules
Schedule Manage List, edit, or delete schedules.
Management  Schedules For more information, see “Using Schedules”
on page 395.

Tooling and Diagnostics

Server Log Overview Lists server log entries.

Overview

Server Overview Contains a series of tabs, each containing a
Performance dashboard about the performance of a
Overview monitoring component.

Script Agent Build Script Upload scripts for building agents.
Builder Agent For more information, see “Building Script
Agents’ on page 448.

Script Editor Script Editor Allows you to query the vFoglight database.
For more information, see “Retrieving Data
with Queries and Scripts’ on page 467.

Users and Security

Groups Manage List, add, edit, or delete groups.
Groups For more information, see “Managing
Groups’ on page 118.

Roles Manage Roles ~ List, add, edit, or delete roles.
For more information, see “Managing Roles’
on page 127.

Users Manage Users ~ List, add, edit, or delete users.
For more information, see “Managing Users’
on page 107.

Tasks

Create
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Entry Dashboard Useitto
or View
Topology Add Topology ~Add topology types.
Type Type For more information, see “ Adding Topology
Types’ on page 329.
Derived Metric ~ Create Add derived metrics.

Threshold

Registry

Variable

Rule

Schedule

Support
Bundle

Alert

Derived Metric

Create
Threshold

Create
Registry
Variable

Create Rule

Create
Schedule

Manage
Support
Bundles

Successfully Created Support Bundle!
| Please click the Following link to go ko Suppart Bundle Page, o dick on the close icon ko stay in Administration Home
o ko Manage Support Bundle dashboard

Configure

For more information, see “Creating Derived
Metrics’ on page 342.

Add thresholds.
For more information, see “ Creating
Thresholds” on page 361.

Add registry variables.
For more information, see “ Creating Registry
Variables” on page 195.

Add rules.
For moreinformation, see“ Creating Rules’ on
page 246.

Add schedules.
For more information, see “ Creating
Schedules” on page 407.

Create a server support bundle. When you
click Support Bundle, a message box appears,
indicating that a server support bundleis
created, asillustrated below.

For more information, see “Managing Support
Bundles’ on page 75.

X
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Entry Dashboard Useitto

or View

Directory Configure View or edit directory services.

Services Directory For more information, see “Configuring
Services Directory Services’ on page 139.

Password Configure View or edit password settings.

Settings Password For more information, see “Configuring
Services Password Settings” on page 135.

» Current Satistics. Contains information about the installed cartridges, active
agents, rules, users, and the vFoglight Management Server configuration.

» Currently Licensed Capabilities. Lists available licenses and their status (enabled
or disabled).

* License Information. Contains information about one or more installed licenses.
» Federation. Contains information about the server federation.

« Audited Activities. Lists the operations that are invoked on the vFoglight
Management Server.

To view the Administration dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration >
Administration.

The Administration dashboard appearsin the display area.
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3 Inthe Administration dashboard, observe the Navigation view.

The Navigation view contains links to Administration dashboards, grouped into
task-specific categories.

Drill down to another dashboard in the Administration module using alink in the
Navigation view. For example, to drill down to the Agent Hosts dashboard, under
Explore > Agents, click Properties by Type.

The Agent Properties dashboard appearsin the display area.
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To return to the Administration dashboard, click Administration in the
breadcrumb trail.

In the Administration dashboard, observe the Current Satistics view.

The Current Satistic view shows the number of cartridges, rules, and usersin
your monitoring environment, and shows the version of the vFoglight
Management Server and its OS version.

« To find out more about the agents that are collecting data from monitored
hostsin your environment, in the Current Statistic view, click Active Agents.

The Agent Status dashboard appears in the display area.

P e L
agent Status O thowing 1 - 2 af 2 apets ad of Jul 16, 2008 11:13:18 [
IBar by Hesems | r— [r—
Tae versss | =T T
I Sl by iy IS Filliey
Was B 0 Heulnams Agerd Mo Mamnpace  Typs ¥rivian Build Tags
2 B 0 toeoiz¥e.pred 0 ) sPietwork  5.2.3 52 3F0HT6
7 toe0 239 prod Mlgent 5 Wiadows_Syste 5.2.3 2 3F0HITE x
Daploy Agent Package | | Iu,..,.“ i
Craata Agent | | | | Setect tione

To return to the Administration dashboard, click Administration in the
breadcrumb trail.

« To find out more about the cartridges that are installed on the vFoglight
Management Server, in the Current Statistic view, click Installed
Cartridges.

The Cartridge Inventory dashboard appearsin the display area.



46 vFoglight
Administration and Configuration Guide

s s - L arrigs Ievsatiry Il 16, 2008 L9 P DT

restall Cartridge O

& File am Local Computer | [Browse |

© Fils gm Server [

¥ Enable an irotal

Fatell Catrdge

showing 1 - 10 af 11 Cartridged ai af Jul 16, 2008 v0:84: 24 [
erer— | | Emetge Fotdod Catdger

Gl Fillees
Stabui  Caatridge Hame o Warikan
O R 523 =
[ g Mtine 8,23
[} Cri-Connon 5.2.3
[+ 5.2.3
a3 823
[F] 5.2.3
a3 5.2.3
a 52
[+ 533
[+] 5.2.3 =

Sebect AN Select Hone

For complete information about the Cartridge Inventory dashboard, see
Chapter 4, “Installing and Managing Cartridges’” on page 149.

To return to the Administration dashboard, click Administration in the
breadcrumb trail.

« Tofind out more about therulesthat exist in your environment, inthe Current
Satistic view, click Rules.

The Manage Rules dashboard appears in the display area.
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For complete information about the Manage Rules dashboard, see Chapter 6,

“Managing Rules’ on page 225.

To return to the Administration dashboard, click Administration in the

breadcrumb trail.

To find out more about the server configuration, that exist in your
environment, in the Current Statistic view, click Server Version or Server

OS.

The vFoglight Configuration dashboard appearsin the display area.
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To return to the Administration dashboard, click Administration in the
breadcrumb trail.

In the Administration dashboard, observe the Currently Licensed Capabilities
view.

The Currently Licensed Capabilities view lists license-related features,
indicating which features are included in your license. An icon appearsto the
right of each capability, indicating if the capability is licensed or not.

In the Administration dashboard, observe the L icense | nfor mation view.

The License Information view liststhe numbers of installed and expired licenses
and the licenses that are to expire within the next 30 days.

To find out more about your vFoglight licenses, click an entry in the License
Information view.

The Manage Licenses dashboard appearsin the display area.
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To return to the Administration dashboard, click Administration in the
breadcrumb trail.

In the Administration dashboard, observe the Feder ation view.

The Federation view shows the federation mode of the vFoglight Management
Server and the number of its children in the topology model.

To find out more about the federation configuration, click an entry in the
Federation view.

The vFoglight Server Topology view appearsin the display area.
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To return to the Administration dashboard, click Administration in the
breadcrumb trail.

8 Inthe Administration dashboard, observe the Audited Activities view.

The Audited Activities view listslog entries that show information about
operations performed on the vFoglight Management Server. For example, thislist
includes information about agent activation, agent package deployment, user
authentication, and other types of tasks.

From here, you can proceed to configuring vFoglight as required by your business
needs. To find out about the features that are offered by the Administration module, see
“Looking at Administration Tasks” on page 50.

Looking at Administration Tasks

If you have the required roles, you can use the vFoglight Administration module to
carry out any of the tasks listed in the table below.

Note For more information about roles and security in vFoglight, see Chapter 3, “Managing Users
and Security” on page 105.

Task See

Install, list, and manage cartridges “Installing and Managing Cartridges’ on
page 149
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Task See

Add topology types “Adding Topology Types’ on page 329

Add derived metrics “Working with Derived Metrics’ on
page 332

Add thresholds “Working with Thresholds’ on page 353

List, edit or delete derived metrics

List, edit or delete retention policies
List, add, edit, or delete thresholds
Add registry variables

Add rules

List, edit, or delete registry variables

List, edit, or delete rules
Add schedules

List, edit, or delete schedules
Check connection status

View port assignments

List, add, or delete licenses

List, add, or delete support bundles
View audit information

Upload scripts for building agents

Edit and run queries and scripts

View or edit directory services

“Working with Derived Metrics’ on
page 332

“Managing Retention Policies’ on page 372
“Working with Thresholds’ on page 353
“Creating Registry Variables’ on page 195
“Creating Rules’ on page 246

“Managing Registry Variables’ on page 185
“Managing Rules’ on page 225

“Creating Schedules’ on page 407
“Managing Schedules’ on page 397
“Viewing Connection Status’ on page 54

“Viewing vFoglight Configuration” on
page 56

“Managing Licenses’ on page 69
“Managing Support Bundles’ on page 75
“Viewing Audit Information” on page 82
“Building Script Agents’ on page 448

“Retrieving Data with Queries and Scripts’
on page 467

“Configuring Directory Services’ on
page 139
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Task

See

View or edit password settings
List, add, edit, or delete groups
List, add, edit, or delete roles
List, add, edit, or delete users

“Managing Groups’ on page 118
“Managing Groups’ on page 118
“Managing Roles’ on page 127
“Managing Users’ on page 107
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Once you get started with the Administration module, you can use the Setup & Support
dashboards to administer viFoglight.

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

This chapter contains the following sections:

ADOUL VFOGIGNT SEIUD w.vvviie e 54
VIeWING CONNECHION STAIUS. ... vveveeerreieeeiscreisiee ettt 54
Viewing VFOglight CONfIQUIALION .......cceuriie e 56
MANAGING LICENSES. ...vvvveiererieieisiseieeseeess sttt asss sttt eb sttt ss e 69
Managing SUPPOI BUNGIES .......cvcvviieeeccsssr e 75
Viewing AUdit INFOMMALION.........cvreerce e 82

Backing Up, Upgrading, and Restoring VFOGIGNt..........ccceeeriicccccsssrreee s 89
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About vFoglight Setup

The Administration module includes a number of features that allow you to gather data
about vFoglight whileit is running, such as audit logs and diagnostic data that can be
sent to Vizioncore Support. Additionally, it includes aset of dashboards that you can use
to view vFoglight connection status, port numbers, database properties, or manage
licenses and server support bundles.

Viewing Connection Status

The Connection Status dashboard provides alist of vFoglight Agent Manager instances
connected to the vFoglight Management Server. It displays the host’s | P address, login
time, request name, and request time following information for each vFoglight Agent
Manager.

To view the connection status:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Setup &
Support > Connection Satus.

The Connection Status dashboard appears in the display area, showing alist of
vFoglight Agent Manager instances connected to the vFoglight Management
Server.
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Viewing vFoglight Configuration

The vFoglight Configuration dashboard provides information about vFoglight
configuration items.

The configuration settings that appear in this dashboard reflect the settings that you
specify at or after the installation while others can be set at run-time. For example, the
database settings whose values appear in the vFoglight Configuration dashboard are
typically set after theinstallation in the file <vfoglight_home>/config/foglight.config.
Any changesto the parametersin thisfile take effect only after arestart of the vFoglight
Management Server. Other types of settings reflect the version, and in some cases, the
patch level of the components that come with vFoglight, such as the vFoglight
Management Server, WCF, VM, or refer to the OS of the computer on which the
vFoglight Management Server isinstalled, and its patch level. These settings cannot be
changed unless you choose to upgrade to a higher version of vFoglight, if oneis
available. There are al'so some settings that can be defined using vFoglight registry
variables. For example, the valuesthat reflect global mail settings, which vFoglight uses
for sending emails, as required, are specified in the viFoglight registry. Changes to these
settings do not require a system restart.

The vFoglight Configuration dashboard contains the following views:
* Federation
* Server
» Federation Configuration
+ Database
« WM
+ OS
« WCF
* Mail (Global Settings)
* Ports

Federation

vFoglight federation allowsfor partitioning amonitoring environment into logical units,
where each unit is served by a separate instance of the vFoglight Management Server
(federated server), while the operation of those servers is managed by a central
vFoglight Management Server (federation server). The federated servers can be used to
collect data from different types of environments, while the federation server can access
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the data from one or more federated servers. For information on how to set up a
federated environment, see the Installation and Setup Guide.

The Federation view displays the following settings:

» Federation Mode. The Federation Mode setting indicates if the vFoglight
Management Server whose configuration items you are viewing runsin
federation mode.

e Number of Children. The number of children of the viFoglight Management

Server whose configuration items you are viewing. If the server does not runin
federation mode, or has no children, the number iszero ‘0’.

Federation
(l:]) Federation Mode Child/standalone
= Mumber of Children 0

For information on how to view the information on the vFoglight Configuration
dashboard, see “ Accessing the vFoglight Configuration Dashboard” on page 67.

From the Federation view, you can drill down to the vFoglight Server Topology view
by clicking Federation M ode or Number of Children to see additional details about
the federation status.

#drainistration Horne = Foglight Server Topology

tor012991  prod.guest.corp -
Type hild/atandalone
Skatus 4pronnected
Wersion 5.2
Lask Discannect Time nfa
HTTF Link, http: i ftar012991, prod, quest, corp: 8030
HTTPs Link, https:/ftor012991, prod, quest, corp: 5443

Server

The Server view displays the following settings:
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Version. The version number of the vFoglight Management Server whose
configuration items you are viewing.

Build. The build version of the vFoglight Management Server whose
configuration items you are viewing.

vFoglight Home. Theinstallation directory of the viFoglight Management Server
on the computer on which it isinstalled.

JBoss Server Directory. The installation directory of the JBoss application
server that is running vFoglight Management Server, on the computer on which
the vFoglight Management Server isinstalled.

Server

Wersion 5.2.3

Build 523-20080811-0040

Faglight Home Ci\Quest_Software\Foalight

JBoss Server Directory i\ Quest_Softwaret\Foglightserverdefault

For information on how to view the information on the vFoglight Configuration
dashboard, see “ Accessing the vFoglight Configuration Dashboard” on page 67.

Federation Configuration

This view contains information about federation settings. The federation settings are
defined in the file <vfoglight_home>/config/federation.config. For more information
about thisfile, see the Installation and Setup Guide.

The Federation Configuration view displays the following settings:

Connection URLs. The INDI-provider URL s for federated servers. These URLs
should use the INDI JNP port (see “Ports’ on page 63), as configured in
<vfoglight_home>/config/foglight.config on the corresponding federated server.
This setting is defined by the Jndi URLs parameter in the file <vfoglight _home>/
config/federation.config.

Max Alarm Update Delay (millis). The maximal delay in millisecondsthat is
alowed for the federation server to check all federated serversfor alarm changes.
This setting is defined by the MaxAl ar mpdat eDel ay parameter.

Max System Time Difference (millis). The maximal acceptable differencein
system time between federated servers and the federation server, in milliseconds.
This setting is defined by the MaxSyst enli neDi f f er ence parameter.
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Topology Queries. A list of one or more topology queries that identify topology
objects that are be merged with the federated topology model. This setting is
defined by the Topol ogyQuer i es parameter.

Topology Refresh Period (millis). The number of milliseconds between major
topology refresh operations. A major topology refresh operation involves re-
fetching all relevant topology objects from al federated servers and merging
them into the local topology model. This setting is defined by the

Topol ogyRef reshPeri od parameter.

Federation Configuration

Connection URLs nja

Maz Alarm Update Delay (millis) 50,000

Maz Swstem Time Difference (millis) £0,000
Topology Queries ITopalogyObject
Topalogy Refresh Period (millis) 1,800,000

For information on how to view the information on the viFoglight Configuration
dashboard, see “ Accessing the vFoglight Configuration Dashboard” on page 67

Database

This view contains information about database settings. The database settings are
defined in the file <vfoglight_home>/config/foglight.config. For more information
about thisfile, see the Installation and Setup Guide.

The Database view displays the following settings:

* Host. The name of the database host. This setting is defined by the
fogli ght. dat abase. host parameter.

¢ Port. The port number used by the database. This setting is defined by the
fogli ght. dat abase. port parameter.

« Type. Thetype of the database. Possible values are nysql or or acl e. This
setting isdefined by the f ogl i ght . dat abase. t ype parameter.

» Hibernate Dialect. The name of the component that defines the database
hibernate dialect.

» Database Name. The name of the database. This setting is defined by the
fogl i ght. dat abase. nane parameter.
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» User. The database user name. This setting is defined by the
foglight.database. user parameter.

» Location. Indicatesif the database is embedded or external. This setting is
defined by thef ogl i ght . dat abase. enmbedded parameter.

Database

Huosk localhost

Part 13306

Type mysal

Hibernate Dialect com, quest, nitro. hibernate  MySCLDialect
Database Mame faglight

Lser Foglight

Location Embedded

For information on how to view the information on the vFoglight Configuration
dashboard, see “Accessing the vFoglight Configuration Dashboard” on page 67.

JVM
The JVM view displays the following settings:

* Name. The name of the Java Virtual Machine (JVM) of the computer in which
the vFoglight Management Server is running.

* Version. The version number of the VM.
* Vendor. The name of the VM vendor.

e Architecture (bit). The bit architecture of the VM.

J¥M

Iarme Java HotSpok{TM) Server Y
Wersion 1.6.0_04{10.0-b19)

Wendor Sun Microsystems Inc,
Architeckure (hit) 32-hit

For information on how to view the information on the vFoglight Configuration
dashboard, see “Accessing the vFoglight Configuration Dashboard” on page 67.
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0S
The OS view displays the following settings:

» Type. The name and version of the operating system on which the vFoglight
Management Server is running.

» Patch. The patch level of the operating system on which the vFoglight
Management Server is running.

os
Type Windows ¥P %56 5.1, ia32
Patch Service Pack 2

For information on how to view the information on the vFoglight Configuration
dashboard, see “ Accessing the vFoglight Configuration Dashboard” on page 67.

WCF

The WCF view displays the following settings:

» Version. The version number of the Web Component Framework (WCF) that is
included with vFoglight.

« Build. The build version of the Web Component Framework (WCF) that is
included with vFoglight.

WCF
Wersion 2.8.0
Biuild 280-20080810-2330

For information on how to view the information on the vFoglight Configuration
dashboard, see “ Accessing the vFoglight Configuration Dashboard” on page 67.

Mail (Global Settings)

Thisview contains email settings that are used by vFoglight when sending messages to
specified recipients. For example, you can configure vFoglight to generate and sent
reports to a specified mail recipient, or email warning messages to vFoglight
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administrators when certain thresholds are reached. For more information, see
“Viewing email settings and configuring email actions’ on page 279.

Important In some situations you need to create or receive email alerts that contain a URL to the

browser interface. To ensure the URL points to the computer on which the vFoglight
Management Server is running, ensure that the CATALYST_URL registry variable
contains the correct computer name and port number.

For example: http://MyHost.MyDomain.com:8080/

For information on how to look up vFoglight registry variables, see Chapter 6, “Managing
Registry Variables” on page 185.

The Mail (Global Settings) view displays the following settings:

Connection Timeout. The default connection timeout for sending emails to
specified email recipients.

From. The default email address used by vFoglight from which emails are sent
when required. This setting is defined by the global value of themai | . from
vFoglight registry variable.

SMTP Host. The default email host name used by vFoglight from which emails
are sent when required. This setting is defined by the global value of the
mai | . host vFoglight registry variable.

SMTP Port. The default port number of the email server used by vFoglight from
which emails are sent when required. This setting is defined by the global value
of themai | . port vFoglight registry variable.

Recipient. The default email address used by vFoglight to which emails are sent
when required. This setting is defined by the global value of the
mai | . reci pi ent vFoglight registry variable.

Socket Timeout. The default socket timeout for sending emailsto specified email
recipients.

User. The default user name for logging into the email server that is used by
vFoglight to which emails are sent when required. This setting is defined by the
global value of themai | . user VvFoglight registry variable.
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For information on how to view the information on the vFoglight Configuration
dashboard, see “Accessing the vFoglight Configuration Dashboard” on page 67.

Ports

This view contains information about port settings. The port settings are defined in the

file <vfoglight_home>/config/foglight.config. For more information about thisfile, see
the Installation and Setup Guide. For details on default port assignments, see “ Default

port assignments’ on page 65.

The Ports view displays the following settings:

Cluster Mcast Port. Cluster Multi-cast port, used when vFoglight is running in
High Availability (HA) mode. This setting is defined by the
foglight.cluster.ntast_port parameter.

HA JNDI RMI Port. Port for the Remote Method Invocation (RMI) naming
service when vFoglight is running in HA mode. It can be used to observe the
network traffic between the vFoglight Management Server and other computers
on the same network. If it finds another JBoss server, it checks the partition name
to seeif the JBoss server is aprimary or a secondary server. This setting is
defined by thef ogl i ght . ha. j ndi . rmi. port parameter.

HA JNDI JNP Port. Port for the bootstrap JNP service when vFoglight is
running in HA mode. This setting is defined by the
foglight.ha.jndi.jnp.port parameter. For more information about High
Availability mode, see the Installation and Setup Guide.

HA JRMP Invoker Port. Port for the RMI/JRMP invoker when vFoglight is
running in HA mode. This setting is defined by the
foglight.ha.jrnp.invoker. port parameter.
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HA Pooled Invoker Port. Pooled invoker port when vFoglight isrunning in HA
mode. This setting is defined by the f ogl i ght . ha. pool ed. i nvoker. port
parameter.

HA JNDI UDPGroup Port. Port for the UDP group when vFoglight is running
in HA mode. This setting is defined by the
foglight.ha.jndi.udpgroup. port parameter.

HTTP Port. HTTP/1.1 connector used for HTTP connections. This setting is
defined by thef ogl i ght . htt p. port parameter.

HTTPSSSL Port. HTTP/1.1 connector used for HTTPS connections. This

setting isdefined by thef ogl i ght . ht t ps. port parameter.

Note The vFoglight Management Server uses the HTTP port for local access even if you
are accessing the browser interface through an HTTPS connection. If that is the
case, both ports are open: the HTTPS port for external requests coming from the
browser interface and the HTTP port for local requests. For example, the reporting
service accesses the vFoglight Management Server through the HTTP port while
external requests use HTTPS.

JNDI RMI Port. Port for the Remote Method Invocation (RMI) naming service.
This setting is defined by thef ogl i ght. j ndi . rm . port parameter.

JNDI NP Port. Port for the bootstrap JNP service. This setting is defined by the
foglight.jndi.jnp.port parameter.

JRMP INVOKER PORT. Port for the RMI/JRMP invoker. This setting is
defined by thef ogl i ght . j rmp. i nvoker . port parameter.

ORB (I10OP) Port. Corba ORB port used by the Agent Adapter. This setting is
defined by thef ogl i ght . or b. port parameter.

ORB (I10P) SSL Port. Corba ORB SSL port used by the Agent Adapter. This
setting isdefined by thef ogl i ght . or b. ssl . port parameter.
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JavaEE-Cartridge is not installed
or disabled

45566
1101
1100
4447
4446
1102
B0E0
B443
1098
1059
4444
3528
3529

For information on how to view the information on the viFoglight Configuration
dashboard, see “ Accessing the vFoglight Configuration Dashboard” on page 67.

Default port assignments

The following table shows the default port assignments. The port numbers are defined
in the file <vfoglight _home>/vFoglight/config/foglight.config. Their default values
appear during installation. For information about changing port assignments at
installation time, see the Installation and Setup Guide.

Some of these port numbers can be seen in the Ports view of the vFoglight
Configuration dashboard, and they are described in “Ports’ on page 63.

Port Name Default

Port
Number

Description

Cluster Multi-cast 45566

Port

Database Port 3306

Cluster Multi-cast port. It is used when vFoglight
isrunning in High Availability (HA) mode.

User-defined port for connecting to the database.
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Port Name

Default
Port
Number

Description

HA INDI INP Port

HA INDI RMI Port

HA INDI UDP
Group Port

HA JRMP Invoker
Port

HA Pooled Invoker
Port

HTTP Port
HTTPS Port

1100

1101

1102

4447

4446

8080
8443

Port for the bootstrap JNP service when vFoglight
isrunning in HA mode. For more information
about High Availability mode, see the Installation
and Setup Guide.

Port for the Remote Method Invocation (RMI)
naming service when vFoglight is running in HA
mode. It can be used to observe the network traffic
between the vFoglight Management Server and
other computers on the same network. If it finds
another JBoss server, it checks the partition name
to seeif the JBoss server isaprimary or a
secondary server.

Port for the UDP group when vFoglight is running
in HA mode.

Port for the RMI/JRMP invoker when vFoglight is
running in HA mode.

Pooled invoker port when vFoglight is running in
HA mode.

HTTP/1.1 connector used for HTTP connections.
HTTP/1.1 connector used for HTTPS connections.

Note The vFoglight Management Server uses the HTTP port for local access even if you are
accessing the browser interface through an HTTPS connection. If that is the case, both
ports are open: the HTTPS port for external requests coming from the browser interface
and the HTTP port for local requests. For example, the reporting service accesses the
vFoglight Management Server through the HTTP port while external requests use

HTTPS.
JNDI INP Port
JNDI RMI Port

JRMP Invoker Port

1099
1098

4444

Port for the bootstrap JNP service.

Port for the Remote Method Invocation (RMI)
naming service

Port for the RMI/JRMP invoker.
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Port Name Default Description
Port
Number
QP5 Application 8448 Port for the SQL parser.
Port
ORB (I10P) Port 3528 Corba ORB port used by the Agent Adapter.
vFoglight Agent 3529 Corba ORB SSL port used by the Agent Adapter.
Manager
JavaEE Agent 41705 Port for the JavaEE Agent

Accessing the vFoglight Configuration Dashboard
Use the vFoglight Configuration dashboard when you need to find out the configuration

of your monitoring environment.

To access the vFoglight Configuration dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the | eft.

2 On the navigation panel, under Dashboar ds, choose Administration > Setup &
Support > vFoglight Configuration.

The vFoglight Configuration dashboard appears in the display area, showing the
vFoglight configuration items.
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In the vFoglight Configuration dashboard, locate the view that contains
information about a set of configuration items, as required.

For example, to find out what is the name of the database host, scroll down to the
Database view, and inspect the Host setting.

For complete information about each view that appears in the vFoglight
Configuration dashboard, see the following sections:

e “Federation” on page 56

e “Server” on page 57

¢ “Federation Configuration” on page 58

e “Database” on page 59

e “JVM” on page 60
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e “OS’ on page 61

e “WCF’ on page 61

e “Mail (Global Settings)” on page 61
e “Ports’ on page 63

Managing Licenses

You can manage vFoglight licenses using any of the following interfaces:

« Manage Licenses dashboard. Allows you install or delete vFoglight licenses, and
to view licensing capabilities for each license. For details, refer to any of the
following sections as required:

e “Accessing the Manage Licenses Dashboard” on page 69
« ‘“Instaling Licenses’ on page 70
* “Viewing License Capahilities’ on page 72
« “Deleting Licenses’ on page 74
e Command line. The fglcmd interface includes commands for installing, listing, or

removing vFoglight licenses. For compl ete information, see the Command-Line
Reference Guide.

Accessing the Manage Licenses Dashboard

The Manage Licenses dashboard allows you to view, install, and del ete licenses for your
vFoglight Management Server installation. This page consists of three areas:. Install
Licenses, Licensed Capability Summary, and alisting of currently installed licenses.

To access the Manage License dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32
or “Viewing the Administration Dashboard” on page 39.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 On the navigation panel, under Dashboar ds, choose Administration > Setup &
Support > Manage Licenses.
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The Manage Licenses dashboard appearsin the display area, showing the list of
installed licenses.
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3 Tosort thelist by license serial number or expiry date, click Serial Number or
Expiry Date as required.

4 Tofilter thelist of licenses, in the areathat showsthelist of installed licenses, use
the Filter by Serial Number, Expire After, and Expire Before boxes as
required.

To clear thefilters, click Clear Filters.
From here, you can proceed to any of the following procedures:
» “Installing Licenses’ on page 70
* “Viewing License Capabilities’ on page 72
« “Deleting Licenses’ on page 74

Installing Licenses

Thelnstall License areain the Manage Licenses dashboard allows you to install licenses
on the vFoglight Management Server. You can useit to install alicensefile that is
accessible from the local machine or the vFoglight Management Server machine.
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Alternatively, you can install alicense using the command line using the
I'i cense: i nport command that comeswith thef gl cnd interface. For details, see the
Command-Line Reference Guide.

Toinstall alicense:

Note  This procedure continues from “Accessing the Manage Licenses Dashboard” on page 69.

1 To navigateto the license file that you can access with your local machine,
complete one of the following stepsin the I nstall License area of the Manage
License dashboard.

¢ Ensurethat the File on Local Computer box is selected. Then click Browse,
and navigate to the license file in the file browser that appears.

Thefile browser closes and the File on L ocal Computer box refreshes to
show the absolute path and name of the licensefile.

or

¢ SelecttheFileon Local Computer option, and in the box to theright, type the
absolute path and name of the licensefile

Use the back slash character \' as a directory separator on Windows platforms.
Windows example:
C\tenp\foglight.license

2 Tonavigate to the license file that is accessible by the machine on which the
vFoglight Management Server is running, complete the following steps.

a Select the File on Server box.

b IntheFile on Server box, type the path and name of the license file. Use
either an absolute path or a path relative to the installation directory of the
vFoglight Management Server.

Note Use the back slash character \' as a directory separator.
For example, both of the following file paths point to the same licensefile:

C:\ Vi zi oncore\ vFogl i ght\ | i cense\foglight.license
license\foglight.license

3 Click Install License.
A message appears, indicating that the license install ation was successful.
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Install License &

License was successiully installed

Once the vFoglight Management Server reads the licensefile, it storesit internally in
the database and no longer requires the physical file.

Viewing License Capabilities

The Licensed Capability Summary area provides an overview of the licensed
capabilities currently enabled on the vFoglight Management Server. Each capability has
anicon that is associated with it:

@ Cartridge Installation

= Configuration Management

Data Archiving Trending
A High Availability

@ LDAP Integration

1 Performance Calendars
gy

Request Trace Analysis

Additionally, Cartridge License Name in the same area lists the cartridges that are
licensed with your current vFoglight license.

Alternatively, you can review licensing capabilitiesusing thel i cense: | i st command
that comes with the fglemd interface. For details, see the Command-Line Reference
Guide.
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To view license capabilities:

Note

This procedure continues from “Accessing the Manage Licenses Dashboard” on page 69.

1

In the Manage Licenses dashboard, in the areathat listsinstalled licenses, select a
license whose capabilities you want to view.

The Licensed Capability Summary area lists the capabilities of the selected
license and the cartridges that are included in the license.

wand Capabiity Tomemary

£ Canriig nststation g E3 tigh awatiability - . Partarmance Caadars ¥
Canfiguration Mansgement ¥ 1;,,. HLDwp mtepiation L Pagumil Tracs Anabpls o

| & Daia Brchivieg Tranding % 0 I

IE-urII!Mlbr-er-ur AN Cartriigrs wie Do .;l

Licensed cartridges License capabilities

In the Licensed Capability Summary area, an icon appears to the right of each
capability, indicating if the capability is enabled or disabled.

& coanieq | Capability isenabled.

pieabled Capability is disabled.

Cartridge License Name liststhose cartridges that are licensed with the selected
vFoglight license.

Additionaly, in the license list under the Licensed Capability Summary area,
the Capabilities column shows icons of those capabilities for which each license
is enabled:

EEREEsRRE

< Tofind out which vFoglight cartridges are licensed for alicense, point to the
Cartridge Installation icon ([£]).

A tooltip appears, indicating the cartridges that are covered by the selected
license.
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|Cartridge Installation &l |

For information on how to install a cartridge, see Chapter 4, “Managing
Cartridges’ on page 147.

¢ If alicenseincludes alicense for one or more agents, it shows agent icons
(). When you point your mouse over that icon, atooltip appears, showing
the agent name along with the number of licensed agents.

Deleting Licenses
Thelicense list pane allows you to delete any license currently enabled on vFoglight.

Alternatively, you can delete alicense using the | i cense: r embve command that
comes with thef gl cnd interface. For details, see the Command-Line Reference Guide.

To delete a license:

Note  This procedure continues from “Accessing the Manage Licenses Dashboard” on page 69.

1 Inthe Manage Licenses dashboard, inthe areathat listsinstalled licenses, select a
row containing the license that you want to delete.

2 Click Delete Selected.
The License Confirmation dialog box appears.

License Confirmation ¥
Are you sure you wank to delete Following licenses?

J2F-956.7850

[ K ] [ Cancel ]

3 To proceed with license deletion, in the License Confirmation dialog box, click
Yes.
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The License Confirmation dialog box closes. Thelist of installed licenses
refreshes and a message indicating that the delete process was successful appears
abovethelist.

Showing 0 of O licenses as of Apr 07, 2003 15:26:58

i
Refresh =

Filter by Serial Number Ezpire After w Eupire Before
w | Clear Filkers

Serial Number & Expiry Date Capabilities

Managing Support Bundles

vFoglight allows you to gather diagnostic data from the vFoglight Management Server
or the vFoglight Agent Manager. and save it in a support bundle.

There are two types of support bundlesthat you can create in vFoglight:

Server support bundles. Contain a number of files, including a diagnostic
snapshot of the vFoglight Management Server, log files, and alist of cartridges
installed on the vFoglight Management Server computer. vFoglight saves each
server support bundle asa .ZIP file in the <vfoglight_home>/support/
<user_name> directory on the machine hosting the viFoglight Management
Server.

You can create a server support bundle using the Manage Support Bundles
dashboard or the suppor t : bundl e command that comes with thef gl cnd
interface.

For information about managing server support bundles using the Manage
Support Bundles dashboard, see the following sections:

« “Accessing the Manage Support Bundles Dashboard” on page 76
e “Creating Server Support Bundles’ on page 77

* “Retrieving Server Support Bundles’ on page 79

* “Viewing the Content of Server Support Bundles’ on page 80

For information about the suppor t : bundl e command, see the Command-Line
Reference Guide.
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Accessing the Manage Support Bundles Dashboard

Using the Administration module, you can gather diagnostic data from the vFoglight
Management Server and save it in a support bundle for analysis by Vizioncore Support.

To access the Manage Support Bundles dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Setup &
Support > Manage Support Bundles.

The Manage Support Bundles dashboard appearsin the display area, showing the
list of existing support bundles.

Hanage Lepparr Faniles g L1, 30 130 ) B EDT

Crnabe Suppert Bunce

Desoripdion

of Apr 11, 2008 1318112 Helrash =
Creshad Crasiad Ay
Crasted Created Dy
el gr [ 1201 14 EDT 2008 b foghobd Agr 02, 2008 12:01:03 Foghae 3

ThApr 11 130740 COT 2000 by Fogholt  Agr 11, 2000 L1740 foglaht M

Srleat Al Yrleadl Mene

3 To sort thelist by name, description, creation date, or user name, click the Name,
Description, Created, or Created By column headings as required.

4 Tofilter the list of support bundles, in the area that shows the list of installed
licenses, use the Name, Description, Created, or Created By boxes as required.

To clear thefilters, click Clear Filters.

From here, you can proceed to any of the following procedures:
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» “Creating Server Support Bundles’ on page 77
» “Retrieving Server Support Bundles’ on page 79
* “Viewing the Content of Server Support Bundles’ on page 80

Creating Server Support Bundles

A server support bundle contains diagnostic data gathered from the vFoglight
Management Server. viFoglight savesthisdatain a.ZIP file. When you click Create
Bundle on the Manage Support Bundles dashboard, the vFoglight Management Server
createsthe .ZIP file in the <vfoglight_home>/support/<user_name> directory on the
computer hosting the vFoglight Management Server.

Alternatively, you can delete alicense using the suppor t : bundl e command that
comes with thef gl cnd interface. For details, see the Command-Line Reference Guide.

Depending on the type of browser you are running and its settings, you might be able to
retrieve a copy of an existing server support bundle as a file download. For more
information, see “Retrieving Server Support Bundles” on page 79

To create a server support bundle:

Note  This procedure continues from “Accessing the Manage Support Bundles Dashboard” on
page 76.

1 Optional. Specify the description of the support bundle.

In the Manage Support Bundles dashboard, in the Create Support Bundle area,
type the description in the Description box.

For example: My support bundl e.
2 Click Create Bundle.

A status bar appears above the Create Bundle button indicating that the bundle
creation isin progress.

Create Bundle

When vFoglight finishes generating the support bundle, your Web browser
displays adialog box that allows you to open or save the support bundle.
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Opening support_bundle_foglight_2008-04-11_135...
‘You have chosen to open

:__I-J support_bundle_Foglight_2008-04-11_13-57-04.zip
which is a: WinZip File

from: http:/flocalhost: 080

What should Firefox do with this File?

() Open with | WinZip (default)
() Save to Disk

||
[ Do this autamatically for files like this From now on.
oK ] [ Cancel
Note The appearance of the above dialog box may be different, depending on the type
and version of your Web browser.
3 Savethe generated ZIP file to disk.

The newly-generated support bundle appears in the Support Bundle Inventory
view.

Support Bure Tnventory 'O Shoming L - 3 of 3 bundies as of Agr 11, 2008 14:04:0
Tilter by Mame

P ———
Poeurigtian Crested Crested Dy
Clirar Fillrrs
. Deeasriplion Crasted Crasted Uy
fpspecn e _fiosgieght_DOE-0-02 110115 e creatend o Wind Apr 00 12010 14 EDT 008 by Foghoht Apr 03, 3008 13-01:13 foghght 3
muppeort,_aanche fogloht =04 T Bundle cresbed on Fri Apr 11 131790 EDT 2008 by foghoht | Apr 11, 2008 13017
(Fopperes Jusmale_foghghd_Z008-04 11_1-E413 My suppert bunde

740 foghcht | 3
| Bpr 02, 0GB 120103 fedat | B

Lelert ANl Salsch Mans

In addition to the bundle name, the Support Bundle I nventory view shows the
bundle description, the date and time at which it was created, and the name of the
user who created it.
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Retrieving Server Support Bundles

vFoglight stores support bundles in the <vfoglight_home>/support/<user_name>
directory on the computer hosting the vFoglight Management Server. You can retrievea
copy of an existing support bundle as afile download using the Support Bundle
Inventory view immediately after its creation or at alater time.

To retrieve a server support bundle;

Note  This procedure continues from “Accessing the Manage Support Bundles Dashboard” on
page 76.

1 Inthe Manage Support Bundles dashboard, in the Support Bundle Inventory
view, locate the support bundle that you want to retrieve.

2 Click the Name column of the row containing the support bundle.

Your Web browser shows a dialog box that allows you to open or save the support
bundle.

Opening support_bundle_foglight_2008-04-11_13-5...

‘¥ou have chosen to open
;:[J- support_bundle_foglight_2008-04-11_13-57-04.zip

which is a: WinZip File
from: http:fflocalhost: 5050

what should Firefox do with this File?

() Openwith | WinZip {default) |

[] Do this automatically for files like this From now on.

oK, ] [ Cancel

Note The appearance of the above dialog may be different, depending on the type and
version of your Web browser.

3 Savethefileto disk.
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Viewing the Content of Server Support Bundles

Server support bundles contain diagnostic data gathered from the vFoglight
Management Server.

To view the content of a server support bundle:

Note  This procedure continues from “Retrieving Server Support Bundles” on page 79.

1 Locate the server support bundle whose content you want to view by completing
one of the following steps.

« If you have access to the computer that is hosting the viFoglight Management
Server, server support bundles are stored in the <vfoglight_home>/support/
<user_name> directory.

or

« If you do not have access to the computer that is hosting the vFoglight
Management Server, retrieve the support bundle using the Support Bundle
Inventory view.

For instructions, see “ Retrieving Server Support Bundles’ on page 79.

2 Extract the contents of the ZIP file containing the server support bundle to alocal
directory.

3 Observethefile structure.

Each server support bundle consists of a number of files. The following list
illustrates afile collection sample that may appear in a server support bundle.
Note The list below does not include the entire list of files that are contained in server

support bundle. It is a partial listing that illustrates the directory structure and
describes some of the common files that appear in the support bundle.



AuditingLog_*.xml

DiagnosticSnapshot_*.txt

DirectoryListing_*.txt

vFoglight_<version>_InstallLog.log

InstalledCartridges_*.xml

MonitoringPolicies_*.xml

support_bundle_foglight_*.xml
config/

agent-weight.config

foglight.config

log.config

remote_monitor.config

remote_monitor.log.config
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A listing of recent auditable changes to the
vFMSregistry/rules/cartridges/security/etc
It contains information about the before and
after states of a configuration object,
including rules, registry variables, agent
properties, schedules, derived metrics, or
thresholds, for changesthat occur within the
applicable default time range.

A diagnostic snapshot consisting of service
status, agent status, thread dump, etc

A full filelisting for al files under the
VvFMS home directory

VFMS installation log

A listing of al installed cartridges, and their
versions

An export of the Monitoring Policies
(persistent configuration) of the vVFM S

Brief description about this support bundle

Defines the “weight” of attached agents.
Used to help determine vFM S load

Config parameters for the vFM S

Config parameters for the vVFM S logging
capabilities

Various configuration options for running
thevFM S as a service

Various log configuration options for the
VFMS
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restart_monitor.config

server_restarter.log.config
logs/
ManagementServer_*.log
server/
default/
conf/
jacorb.properties
deploy/
nitro-dyn-ds.xml

jbossweb-
tomcatb5.sar/

context.xml

server.xml

VFM Srestart configuration parameters (asa
service)

Logging parameters for the vVFM S

The three most recent VFM S logs

VFMS JacORB configuration parameters

VvFM S data source definition

JBoss application configuration file

JBoss application configuration file

Note The “*” indicates a date/time stamp of the format “YYYY-MM-DD_HH-MM-SS™.

Viewing Audit Information

vFoglight maintains security and change audit logs that you can view using the View
Audit Information dashboard. Audit logs allow you to review information about users
who have been authenticated upon logging in to the Administration Module, changes
made in the Administration Module with regard to user management, or changes made
to configuration items such as rules or registry variables.
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The View Audit Information dashboard allows you to select the time period for which
you want to view administration logs. Each log includes information such as the name
of the user who made the change, the date and time at which the change was made, the
action performed, and (if applicable) the name of the item that was changed (for
example, the name of therule).

For complete information, about viewing audit information, see to the following
sections:

» “Accessing the View Audit Information Dashboard” on page 83
» “Filtering Audit Logs’ on page 87
* “Viewing Log Entries’” on page 88

Accessing the View Audit Information Dashboard

Usethe View Audit Information dashboard to select atime period for which you want to
view security and change audit logs and display logs. It allows you to review security
and change audit logs and to filter the list of logsto show information for a specific span
of time. Optionally, you can show or hide the columns that appear in the audit log table,
or print the table contents to afile as required.

To access the View Audit I nformation dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

2 Onthe navigation panel, under Dashboards, choose Administration > Setup &
Support > View Audit I nformation.

The View Audit Information dashboard appears in the display area, showing the
Zonar and alist of audit logs underneath.
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Yiew Audit Information G+ Tuesday, Oetober 21, 2002 9:26 AM - 126 PM 4.0 haurs =
t t T T T T T T T T T T T T T T T t t t T T T T it
10{21[0& 1:26:48 Am 10i21/08 1iz648 Pm

Tirne Range User Mame  Service Mame Operation Mame (Mame) =5
10/21J05 1:10 PM foglight  SecurityService  authenticate (Logged out)
10/21/05 1:01 PM foglight  SecurityService  authenticate (Login OK)
10/21/08 1:26 PM foglight  SecurityService  authenticate (Login OK)
10f21/05 1:10 PM foglight  SecurityService  httpsession (Session Created)
10/21/05 1;10 PM foglight  SecurityService httpsession {Session Ended)

The Zonar displays the current date, time, and time range, and allows you to
modify the current time range. Thelist below the Zonar displays the audit logs
that the vFoglight Management Server records within the time range specified in
the Zonar. For more information about the Zonar and its functionality, see the
vFoglight User Guide.

3 Optional. Reduce the number of columns that appear in the audit log table.

a Intheaudit logtable, in the Operation Name (Name) column, click the
Show/Hide columns button.

Show/Hide columns

Time Range User Mame  Service Narme Operation Marne (Marme) @
10/21/0& 1:10 PM Foglight  SecurityService authenticate (Logaed ouk)

The Show columns dialog box appears.
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Show columns

[+ Time Range
[¥ User Mame
[ Service Mame

¥ Operation Marme (Marme)

Apply I Cancel I

Ackions

Export as C5W.
Export as PDF...

Since all of the four columns appear in the View Audit Information dashboard
by default, all of the check boxes that correspond to the columns appear
selected.

b To hide a column, in the Show columns dialog box, clear the corresponding
check box.

or
To show a column, clear the corresponding check box.

For example, to display only the time range and the operation name, ensure
that the Time Range and Oper ation Name (Name) check boxes are selected,
and clear the User Name and Ser vice Name check boxes.

¢ Click Apply.
The audit log table refreshes, showing only the selected columns.

Tirme Range Operation Mame (Mame) =5
10/21/03 1:10PM authenticate (Logged ouk)
10/21/03 1:01 PM authenticate (Login Ok
10/21/03 1:26 PM authenticate (Login Ok
10021008 1;10 PM  httpsession (Session Created)
10§21/08 1:10 PM  httpsession (Session Ended)

4 Optional. Print the list of audit logsto afile.
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a Intheaudit log table, in the Operation Name (Name) column, click the
Show/Hide columns button.

Show/Hide columns

Time Range  User Mame Service Name  Operation Marme (Marme) (:::)
10/21/08 1:10 PM Foglight  SecurityService  authenticate (Logged out)

The Show columns dialog box appears.

Show columns

[¥ Time Range
[ User Mame
[# Service Mame

¥ Operation Name (Mare)

Apphy I Cancel I
Ackions

Export as C5Y...
Export as PDF. ..

b Inthe Show Columns dialog box, under Actions, click one of the following
links:

Export as CSV, to export the table contents to a Comma Separated Values
(Csv)file.

Export as PDF, to export the table contents to a PDF file.

Important If you previously show or hide one or more columns in the audit table, this
layout is reflected in the exported file. For example, if you display only the
time range and the operation name, only the Time Range and Operation
Name (Name) columns are exported to a file.

When exporting the table contents to a PDF file, the PDF output appearsin a
new tab or window (depending on the type and version of your Web browser).
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When exporting the table contents to a CSV file, a dialog box appears,
allowing you open the exported file, or to save it to disk.

Dpening w20582457.csv x|

¥ou have chosen ko open

w20582457.csv

which is a: Microsoft Office Excel Comma Separated Yalues File
Fram: http:)flocalhost: 5080

~ What should Firefoe do with this File?

Microsoft Office Excel (default) L!

{~ Save to Disk

[ Do this aukomatically Far Files like this From now on.

oy I Zancel

Note The appearance of the above dialog box may be different, depending on the type
and version of your Web browser.

From here, you can proceed to any of the following procedures:
» “Filtering Audit Logs” on page 87
* “Viewing Log Entries” on page 88

Filtering Audit Logs

When you first access the View Audit Information dashboard, it displayslog entries
from within the past four hours. You can filter the list of log entries to show information
for a specific period of time.

To filter audit logs:

Note This procedure continues from “Accessing the View Audit Information Dashboard” on
page 83.

* Inthe View Audit Information dashboard, use the Zonar to specify the period of
time whose log entries you want to list.
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Yiew Audit Information G+ Tuesday, October 21, 2008 3:26 AM - 1:26 PM 4.0 hours +

10f21/08'1: 26048 AM 1hjz1foE Tize 48 o

To specify the period start and end times, click and drag the edges of the grey area
in the Zonar. For complete information on how to use the Zonar in viFoglight, see
the vFoglight User Guide.

Thelog entries for the selected time period appear in the log table.

Viewing Log Entries

Thelog entries that appear on the View Audit Information dashboard allow you to
review information such as the users who have been authenticated upon logging in to
the vFoglight, changes made in the Administration module with regard to user
management (such as changes to settings for users, groups, and roles), or changes made
to configuration items (such as rules, schedules, or registry variables).

To view an audit log entry:

Note  This procedure continues from “Accessing the View Audit Information Dashboard” on
page 83.

1 Inthe View Audit Information dashboard, locate the row in the log table
containing the entry whose details you want to view.

2 Observe the following columns for the selected entry:
* Time Range: Displaysthe date and time at which the specified action
occurred.

« User Name: Displays the user name for the user who caused the action to be
performed.

» Service Name: Displays the name of the vFoglight service that performed the
action.
¢ Operation Name (Name): Displays the operation that was performed by

vFoglight. If applicable, the name of the item that was changed is also
displayed in this column.
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Backing Up, Upgrading, and Restoring vFoglight

Backup and restore processes are important aspects of database administration. This
section provides suggested end-to-end backup, upgrade, and restore procedures for
vFoglight installations. It includes the following sections:

» “Backing Up vFoglight” on page 89
» “Upgrading vFoglight” on page 101
« “Restoring vFoglight” on page 102

Backing Up vFoglight

The term “backing up” refersto making copies of datathat can be used to restore your
system after adataloss event. For details of the vFoglight recovery procedure, see
“Restoring vFoglight” on page 102.

This section outlines the vFoglight backup process, which includes:
¢ Archiving the vFoglight configuration file, scripts, and installed cartridges.

e Backing up the entire database (MySQL or Oracle).

« Verifying the settings of environment variables (Oracle).
Saving the archive in a safe location separate from the original. The following table
shows the possible ways of backing up vFoglight, some of which include the backup of

the file system, and in some cases the system registry. Each option shows a sequence of
actions that can be performed to back up vFoglight.

vFoglight Single Tier
vFoglight Management Server on Windows with embedded MySQL

Option1  « Stop the vFoglight Management Server.
* Perform afull system backup, including the file system and
the Windows Registry.
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Option 2

Option 3

vFoglight Two Tier

* Issue anysql dunp command to export the MySQL
database.

Alternatively, use the InnoDB HotBackup tool to back up
the embedded MySQL database.

Tip

To restore the database after backing it up with the mysq|
command, use MySQL. To restore the database after backing it
up with InnoDB HotBackup and applying the logs, shut down the
vFoglight Management Server, copy the backup files to
<vfoglight_home>/mysql/data, and start the vFoglight
Management Server

* Perform afull system backup, including the file system and
the Windows Registry, but excluding the MySQL data and
transaction logs.

* Issue anysql dunp command to export the MySQL
database to aremote drive or a backup tape.

Tip

This option does not require backing up the vFoglight installation
directory. To restore vFoglight after choosing this backup
method, you need to complete the following actions:

1. Install the vFoglight Management Server and any cartridges
that existed in the previous installation.

2. Shut down vFoglight.

3. Delete the MySQL data files.

4. Start MySQL and import the exported dump file.

5. Shut down MySQL.

6. Start vFoglight.

Alternatively, instead of steps 3 through 6, use the InnoDB
HotBackup tool to back up the embedded MySQL database.

vFoglight Management Server on Windows with MySQL on a remote computer

Option 1

* Issue anysql dunp command to export the MySQL

database.

Tip  To restore the database after choosing this backup method, use

MySQL.

» Stop the vFoglight Management Server.
* Use backup tools from your Windows environment to back

up the vFoglight installation directory.
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vFoglight Management Server on Windows with Oracle on a remote computer

Option1  « Use Oracletoolsto back up the database.

Tip To restore the database after choosing this backup method, use
Oracle tools.

* Stop the vFoglight Management Server.
* Use backup tools from your Windows environment to back
up the vFoglight installation directory.

The procedures below contain detailed information on how to back up the vFoglight
installation directory and the database, without backing up the file system or the
Windows registry.

To back up vFoglight on a Windows system:

1 Select Sop vFoglight from the Start menu to shut down the vFoglight
Management Server.

If you are running vFoglight as a Windows service, stop the service by choosing
Sart > Programs > Administrative Tools > Services, and stopping the
vFoglight Management Server service.

Important If you are using an external database and intend to upgrade vFoglight after
backing it up, you should leave the database running. Doing so allows the installer to
successfully upgrade the database.

Note Failing to shut down the vFoglight Management Server correctly may result in errors.
2 Verify that the vFoglight Management Server is stopped.
a PressCtrl + Alt + Delete on your keyboard, then click Task Manager.
The Windows Task Manager opens.

b Select the Processes tab to inspect the list of processes running on your
system.

If thef ms. exe processis not running, the vFoglight Management Server is
stopped.

3 Back up the entire vFoglight installation directory. For detailed instructions, see
“To back up the vFoglight installation directory:” on page 92.

4 Back up the entire database used by the vFoglight Management Server:
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e If your system uses an Oracle database, refer to “To back up an Oracle
database used by the vFoglight Management Server” on page 92 for
instructions.

e If your system uses aMySQL database, refer to “To back up aMySQL
database using MySQL commands:” on page 94 for instructions.

The vFoglight backup on a Windows system is now complete.
To back up the vFoglight installation directory:

1 Browse tothedirectory one level above the vFoglight installation directory,
usualy thisisC:\ Program Fil es\vi zi oncore.

2 Right-click the vFoglight installation directory. Select Send To Compr essed.

A zip archive of the vFoglight installation directory will be created. This may
take several minutes.

Note The archive must include the ./config, ./cartridge, ./support, ./licence, and ./scripts
directories and all their content.

3 MovethevFoglight.zip fileto the desired location.
The backup of the vFoglight installation directory is now compl ete.
To back up an Oracle database used by the vFoglight Management Server
1 Log in to the Oracle server machine.
2 Ensurethat PATHand LD LI BRARY_PATH & ORACLE_HOVME are all set correctly.
On Windows systems:
a Open aWindows Explorer window, and right-click on My Computer.
b Select Properties.
The System Properties window is displayed.
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¢ Click the Advanced tab and click Environment Variables.
The Environment Variables window is displayed.

93
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d Visually inspect the values associated with the PATHand LD_LI BRARY_PATH
& ORACLE_HOME variables.

3 Export the Oracle database. Use the following syntax in the Oracle command
shell:

cd $ORACLE_HOVE/ bi n

exp <db_usr>/<db_pwd>@ORACLE_SI D>
fil e=<export_fil ename>. dbdunp

A .dbdump fileis created.
The backup of the Oracle database is now complete.
To back up a MySQL database using MySQL commands:
1 Logintothe MySQL server machine.

2 Export the MySQL database. Use the following syntax in the MySQL command
shell:

nmysql dunp -u [database_nane] -p
- P[ dat abase_port _number] FOGLI GHT
> [ backupfil e_nane]. sql

Where
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* dat abase_nane isthe database name, as configured by the
fogl i ght . dat abase. nanme parameter in <vfoglight_home>/config/
foglight.config.

e database_port_nunber isthe database port number, as configured by the
fogl i ght. dat abase. port parameter in <vfoglight _home>/config/
foglight.config.

¢ backupfil e_nane isthe name of the backup SQL file.

3 After the backup SQL fileis created, stop the MySQL database by issuing the
shut downDb. bat command from the <vfoglight_home>/bin directory.

4 Verify that the database is down by verifying that the database process,
nysqgl d. exe, isno longer running using the Task Manager.

The backup of the MySQL database is now complete.

Note vFoglight Management Server ships with the InnoDB Hot Backup® tool. You can use
this tool to back up an embedded MySQL database as an alternative to the above
procedure. For information on how to use this tool, see “To back up an embedded
MySQL database using the InnoDB Hot Backup tool:” on page 95.

To back up an embedded MySQL database using the InnoDB Hot Backup tool:
1 Create adirectory structure that will contain the backup files.

You can create amaster directory with two subdirectories: one that stores
configuration files that will be used by the InnoDB Hot Backup tool, and another
one, that stores the backup files. For example:

« <vfoglight_home>/backup/config
» <vfoglight_home>/backup/data

Where vfoglight_home contains the path to the vFoglight installation directory.
For example, its default location on Windows is C:\Vizioncore\vFoglight.

2 Create two configuration files for the InnoDB Hot Backup tool, each containing
the information about

¢ thedatathat isto be backed up: ny. cnf
« the backup location: backup. cnf

Open atext editor and create the two configuration files using the following
syntax.

my.cnf

dat adi r =" vf ogl i ght _home/ nysql / dat a"
i nnodb_dat a_hone_di r ="vf ogl i ght _home/ nysql / dat a"
i nnodb_dat a_fil e_pat h=i bdat al: 10M aut oext end
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i nnodb_I| og_group_hone_di r="vfogl i ght _hone/ nysql / dat a"
set-vari abl e=i nnodb_l og_fil es_i n_group=2
set-variabl e=i nnodb_l og_fil e_si ze=64

backup.cnf

dat adi r ="pat h_t o_backup_dat a"

i nnodb_dat a_hone_di r="pat h_t o_backup_dat a"

i nnodb_data_fil e_pat h=i bdat al: 10M aut oext end

i nnodb_| og_group_home_di r =" pat h_t o_backup_dat a"
set -vari abl e=i nnodb_l og_fil es_in_group=2

set -vari abl e=i nnodb_l og_fil e_si ze=64

Where:

« Vfoglight_home contains the path to the vFoglight installation directory.

e path_to _backup_data contains the path to the directory that isto contain the
backup files, as defined in step 1.

For example, C:\Vizioncore\vFoglight\backup\data.
Important Use the back slash character ‘" as a directory separator on Windows platforms.

When you are done, save thefilesin the config directory that you have created in
step 1.

3 Open aCommand Prompt window and navigate to the directory in which
vFoglight stores the MySQL executable files, <vfoglight_home>/vFoglight/

mysal/bin.

4 Complete one of the following steps, depending on the type of backup you want
to create.

¢ To create an uncompressed backup, issue the following command:

C:\ Vi zi oncor e\ vFogl i ght\ nysql \ bi n>i bbackup
..\. .\ backup\ confi g\ ny. cnf
..\. .\ backup\ confi g\ backup. cnf
I nnoDB Hot Backup version 3.0.0; Copyright 2002-2005
I nnobase Oy
Li cense A11983 is granted to Vizioncore, Inc.

This programis legally licensed to Vizioncore
to be used in connection with a product of
Vi zi oncore only.

Type i bbackup --license for detailed |icense ternms,
--help for help
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Contents of ..\..\backup\config\ny.cnf:
i nnodb_dat a_hone_dir got val ue

Contents of ..\..\backup\config\backup.cnf:
i nnodb_dat a_hone_di r got val ue

i bbackup: Found checkpoint at |Isn 0 282033535
i bbackup: Starting log scan fromlsn 0 282033152

i bbackup: Progress in MB: 100 200
080922 15:29: 54 i bbackup: Full backup conpl et ed!

To create a compressed backup, issue the following command:

C:\ Vi zi oncor e\ vFogl i ght\ nysql \ bi n>i bbackup
--conpress ..\..\backup\config\ny.cnf
..\. .\ backup\ confi g\ backup. cnf
I nnoDB Hot Backup version 3.0.0; Copyright 2002-2005
I nnobase Oy
Li cense A11983 is granted to Vizioncore, Inc.

This programis legally licensed to Vizioncore
to be used in connection with a product of
Vi zi oncore only.

Type i bbackup --license for detailed license terns,
--help for help

Contents of ..\..\backup\config\ny.cnf:
i nnodb_dat a_hone_dir got val ue

Contents of ..\..\backup\config\backup.cnf:
i nnodb_dat a_hone_di r got val ue

i bbackup: Found checkpoint at |Isn 0 282084809
i bbackup: Starting log scan fromlsn 0 282084352

i bbackup: Progress in MB: 100 200

i bbackup: A copi ed dat abase page was nodified at
0282085337

i bbackup: Scanned log up to Isn 0 282085565

i bbackup: Was able to parse the log up to Isn O
282085565

i bbackup: Maxi num page nunber for a |og record 11925

97
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i bbackup: Conpressed 210 MB of data files to 36 MB
(conpression 82% .
080922 15:29: 54 ibbackup: Full backup conpl et ed!

5 View the contents of the backup directory by issuing the following command:

C.\ Vi zi oncor e\ vFogl i ght\ mysqgl \ bi n>dir
C.\ Vi zi oncor e\ vFogl i ght\ backup\ dat a
Volunme in drive Cis System

Vol une Seri al

Nunber is BCD1-A216

Directory of C:\Vizioncore\vFoglight\backup\data

10/ 24/ 2008
10/ 24/ 2008
10/ 24/ 2008
10/ 24/ 2008

Note The above example illustrates the process of backing up a MySQL database on
Windows, which uses the back slash character as a directory separator and the

10: 55 AM <DIR> .

10:55 AM<DIR> ..

10: 55 AM 5, 632 i bbackup_l ogfile

10: 55 AM 02: 16 PM 77,594, 624 i bdat al
2 File(s) 77,600,256 bytes

2 Dir(s) 49,386,782,720 bytes free

dir command to list files.

The backup directory contains one datafile, ibdatal, and alog file,

ibbackup_logfile. The backup process copies different database pages at different

times. Thelog file, ibbackup_logfile, specifies the order in which the pages are

backed up. Applying the log file to the backup data associates each database page
with asequenceinthelog file, and creates one or more log filesfor each datafile,

alowing you to successfully restore the database from the backup data when

required.

6 Apply thelog file to the backup data by issuing the following command:

Note The example below illustrates the process of backing up a MySQL database on
Windows, which uses the back slash character as a directory separator.

C.\ Vi zi oncor e\ vFogl i ght\ nysql \ bi n>i bbackup --apply-Iog
C:\ Vi zi oncor e\ vFogl i ght \ backup\ confi g\ backup. cnf . t xt
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Note The code line above illustrate the process of applying logs to an uncompressed backup.
If you are applying logs to a compressed backup, use the --uncompress option. For
example:

C:\ Vi zi oncor e\ vFogl i ght\ mysql \ bi n>i bbackup --apply-Iog
--unconpress C:\Vizioncore\vFogli ght\backup\config
\ backup. cnf

For more information about the command-line options for creating compressed and
uncompressed backups, see step 4 on page 96.

I nnoDB Hot Backup version 3.0.0; Copyright 2002-2005
I nnobase Oy
Li cense A11983 is granted to Vizioncore, Inc.

This programis legally licensed to Vizioncore
to be used in connection with a product of
Vi zi oncore only.

Type i bbackup --license for detailed |icense ternms, --help
for help

Contents of C:\Vizioncore\vFoglight\backup\config\
backup. cnf:
i nnodb_dat a_hone_di r got val ue
C:\ Vi zi oncor e\ vFogl i ght \ backup\ dat a
i nnodb_data_file_path got val ue ibdatal: 10M aut oext end
datadir got val ue C\Vizioncore\vFoglight\backup\data
i nnodb_| og_group_home_di r got val ue
C.\ Vi zi oncor e\ vFogl i ght\ backup\ dat a
innodb_l og_files_in_group got val ue 2
innodb_l og_file_size got value 134217728

081024 10:56: 21 i bbackup: ibbackup_logfile's creation
par anet er s:

i bbackup: start Isn 0 43520, end |Isn O 43655,

i bbackup: start checkpoint 0 43655

I nnoDB: Doi ng recovery: scanned up to | og sequence nunber O
43655

InnoDB: Starting an apply batch of log records to the
dat abase. . .

I nnoDB: Progress in percents: 0123456789 10 11 12
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13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50
51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69
70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88
89 90 91 92 93 94 95 96 97 98 99

Setting log file size to 0 134217728

I nnoDB: Progress in MB: 100

Setting log file size to 0 134217728

I nnoDB: Progress in M3 100

i bbackup: W& were able to parse ibbackup_logfile up to

i bbackup: Isn 0 43655

i bbackup: The first data file is
" C:\ Vi zi oncor e\ vFogl i ght\ backup\ dat a\i bdat al’

i bbackup: and the new created log files are at
" C:\ Vi zi oncor e\ vFogl i ght\ backup\ dat a\

081024 10:56: 35 i bbackup: Full backup prepared for
recovery successful ly!

7 View and observe the contents of the backup directory by issuing the following
command:

Note The example bellow illustrates the process of backing up a MySQL database on

Windows, which uses the back slash character as a directory separator and the dir
command to list files.

C:\ Vi zi oncor e\ vFogl i ght\ mysqgl \ bi n>di r
C:\ Vi zi oncor e\ vFogl i ght \ backup\ dat a

Volune in drive Cis System

Vol umre Serial Number is BCDl-A216

Directory of C:\Vizioncore\vFoglight\backup\data

10/ 24/ 2008 10: 56 AM <Dl R>
10/ 24/ 2008 10: 56 AM <Dl R> .
10/ 24/ 2008 10: 55 AM 5, 632 i bbackup_l ogfile
10/ 24/ 2008 10: 55 AM 10, 485, 760 i bdat al
10/ 24/ 2008 10: 56 AM 64 ib_logfileO
10/ 24/ 2008 10:56 AM 64 ib_logfilel
4 File(s) 278,922,240 bytes
2 Dir(s) 48,747,614,208 bytes free

In addition to the files ibbackup_logdfile and ibdatal that were created at backup
time (see step 5), the backup directory now includes two additional log files,
ib_logfile0 and ib_logfilel, which means that the logs have been applied
successfully.
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Your embedded MySQL database is successfully backed up. For instructions on
how to restore the database MySQL database using thesefiles, see “To restore an
embedded MySQL database previously backed up using the InnoDB tools.” on
page 104. For complete information about the InnoDB Hot Backup tool, visit the
following URL: http://mww.innodb.com/hot-backup/

Upgrading vFoglight

The vFoglight Management Server installer checks for an existing version 5.x
installation of the Management Server in the target directory. If an existing 5.x
installation is found in the directory, you are prompted to choose whether you want to
install anew version of the vIFoglight Management Server, or to upgrade that instance of
the Management Server.

If youwould like to install a new instance of the same version, you must select the New
Install optionintheinstaller and choose a different (and empty) installation folder. You
cannot re-install the Management Server into the same directory as an existing
installation of the same version.

When running in the upgrade mode, theinstaller upgrades al filesin the target directory
and upgrades the database. All product filesin the target directory are overwritten;
however, any customizations already made are retained.

Caution Before upgrading vFoglight to a newer version, it is necessary to back up the previous
vFoglight installation directory and the database used by the existing vFoglight
Management Server (for instructions, see “Backing Up vFoglight” on page 89).

If you are using an external database and intend to upgrade vFoglight after backing it up,
you should shut down the vFoglight Management Server, but leave the database
running. Doing so allows the installer to successfully upgrade the database.

Note If you encounter any errors during the upgrade process, you can stop the procedure and
restore the previous vFoglight installation (see “Restoring vFoglight” on page 102), provided
that it has been correctly backed up.
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Restoring vFoglight

“Restoring” aphysical backup means reconstructing it and making it available to users.
This section outlines how to restore an old vFoglight installation.

Note In order to restore a previous vFoglight installation, you must have a backed up copy of that
version. For information about how to back up a vFoglight system, see “Backing Up
vFoglight” on page 89.

To restore a previous viFoglight installation:
1 Restore the database used by the old vFoglight Management Server, from the
database export file:

¢ If your system contains an Oracle database, see “ To restore an Oracle database
from the database export file:” on page 102 for instructions.

e If your system contains aMySQL database, see “ To restore aMySQL
database from the database export file:” on page 103 for instructions.

2 Restorethe old vFoglight installation directory. For instructions, see “To restore
the previous vFoglight installation directory:” on page 104.

3 Ensurethat the viFoglight Management Server starts up successfully on the
restored installation:

cd <installation_dir>/bin
. fms
The previous vFoglight installation is now restored.
To restore an Oracle database from the database export file:
1 Loginto the Oracle database server machine.

2 If necessary, delete the database you are going to restore, so that all the tablesin
the database are deleted (in other words, drop the database). Choose one of the
following options:

e Locatetheoracle drop_db.sql script in the scripts/sqgl directory of your
vFoglight Management Server installation, and then run that script using the
following syntax:

sql pl us <dbadm n_usr >/ <dbadnm n_pwd>@ORACLE_SI D>
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SQL> @<foglight_home>/scripts/sql/oracl e_drop_db. sql

Note The files oracle_drop_dp.sql and oracle_drop_db.sqgl are included with vFoglight
when you use an Oracle database, The are located in the
<foglight_home>/scripts/sql directory.

or

¢ Execute the drop user command from the command line using the following
syntax:

drop USER <db_usr> cascade;
Create the new database using the following syntax:
sql pl us <dbadni n_usr >/ <dbadm n_pwd>@CORACLE_SI D>
SQ> @<path_to_sql _script>/oracle_create_db. sql
Import the database export file into the Oracle database using the following
syntax:
cd $ORACLE_HOVE/ bi n

i mp<db_usr >/ <db_pwd>@ORACLE_SI D>
fil e=<export_fil enane>. dbdunp ful | =yes

Note The “.dbdump” is the backup file you must create in order to restore your Oracle
database (see “To back up an Oracle database used by the vFoglight Management
Server” on page 92).

The Oracle database is now restored.

To restore a MySQL database from the database export file:

1
2

Log into the MySQL server machine.

Delete the database you are going to restore, so that all the tablesin the database
are deleted (i.e., drop the database).

a Logintothe MySQL database and execute the following command:
nysql -u root
b Execute the following SQL statement:
DROP DATABASE <dat abase nane>
After running nysgl -u root, execute the following SQL statement:
CREATE DATABASE <dat abase nane>

After running mysgl -u root, runthe SQL script created by the backup. Use
the following syntax:
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SOURCE <path to .sql file>

Note  The “.sql” is the backup file you must create in order to restore your MySQL
database (see “To back up a MySQL database using MySQL commands:” on
page 94).

The MySQL database is now restored.
To restore the previous vFoglight installation directory:
1 cd to the directory where you want to install vFoglight.

2 If the backup of the old installation is not compressed, continue with step . If the
backup isaZIPfile, first unzip it:

gunzip <path_to_zpfile>/<old_installation_zpfile> .tar.gz
The old vFoglight installation directory is how restored.
To restore an embedded MySQL database previously backed up using the InnoDB tools:

1 Stop the vFoglight Management Server.

2 Copy the backup data that was created with the InnoDB tool, including the data
filesand thelog files, to the directory <vfoglight _home>/mysgl/data. The backup
dataand log files use the following naming convention:

¢ ibdata<1-n>. The name of thefirst datafileisibdatal, of the second ibdata2,
and so on. The number of data files depends on the size of the backed up
database.

« ib_logdfile<0-n>. The name of thefirst log fileisib_logfile0, of the second
ib_logdfilel, and so on. The number of log files depends on the size of the
backed up database and the size of the log file specified in the backup
configuration file, backup.cnf.

For complete information about the process of backing up an embedded MySQL
database using InnoDB, see* To back up an embedded MySQL database using the
InnoDB Hot Backup tool:” on page 95

3 Start the vFoglight Management Server.
Your database files are now successfully restored to their original location.
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Managing Users and Security

This chapter introduces you to the concepts and terms related to managing security in
vFoglight and looks into security-related components that you can manage using the
Administration module. It also takes you through the process of creating and managing
users, groups, and rolesin vFoglight.

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Security role. For more information, see “Managing Groups” on
page 118.

This chapter contains the following sections:

About Security in VFOGHGNT.......c.ocieeei e 106
MANAGING USEIS ...ttt ettt 107
MaANAGING GIOUPS ..vuvvvvvvreeeeeeeeitststsssessesesessssssssssss e e s s st s s s s s s s ssses bbb s s e e s st sesnssnsens 118
MANAGING ROIES......cvevieeiiereieirie sttt esnnnes 127
Configuring PasSWOrd SEHNGS .....cucvevrvereriiiierereesssesese sttt sssssasss s snsnssesenas 135

Configuring DIFECLONY SEIVICES ....vuvvviereirereieiriseisiseeie st sessess s sess s sssssss s ssssesees 139
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About Security in vFoglight

In vFoglight, user management consists of three related entities:

Users. A user has a user name and a password and can belong to one or more
groups. Logging in to vFoglight as a specific user authorizes you to perform a
certain set of actions (based on the roles that have been assigned to the group(s) to
which the user belongs). vFoglight can store user passwords on the vFoglight
Management Server, or in an external directory

For more information, see “Managing Users’ on page 107, “ Configuring
Password Settings’ on page 135, and “ Configuring Directory Services’ on
page 139.

Groups. A group can contain one or more users. Roles are assigned to users
through groups. You can assign roles and add users to groups.

For more information, see “Managing Groups’ on page 118.

Roles. The default roles included with vFoglight dictate what actions users can
perform with regard to one or more vFoglight features or components. vFoglight
System Administrators can also create custom roles. Roles are assigned to groups.
Usersin agroup have the roles that are assigned to that group.

For more information, see “Managing Roles’ on page 127.

The following diagram illustrates the interrel ationship of users, groups, and roles.
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Managing Users

There are three types of usersin vFoglight:

Internal. Internal usersinclude the usersthat are created after the installation.
When you create an internal user in vFoglight, you assign a user name and
password to that user. There are restrictions surrounding password formatting.
See “Configuring Password Settings’ on page 135 for details.

Built In. Built-in usersinclude the users that come with vFoglight. Thereis
currently one default account that isincluded with vFoglight. Unless you specify
adifferent user name at installation time, that user name is foglight. This account
has full accessto all of vFoglight features

Note

External. After being validated by vFoglight, external users are mapped from one
of the LDAP-compatible directory services supported by vFoglight (Active
Directory, Sun Java Systems Directory Server, and OpenL DAP). For more
information about configuring vFoglight to use an external directory service, see
“Configuring Directory Services’ on page 139.

Built-in groups cannot be deleted.
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Roles are assigned to a user through groups: when a user belongs to a group, theroles
that are assigned to that group are also assigned to the user. A user can belong to one or
more groups. For more information about groups, see “Managing Roles’ on page 127.

If you belong to a group that includes the Security role, the Manage Users dashboard
alows you to manage user accounts, add users to groups, and manage user passwords.
For more information on how to use the Manage Users dashboard, see the following
sections:

» “Accessing the Manage Users Dashboard” on page 108
e “Creating Users’ on page 111

e “Adding Usersto Groups’ on page 112

e “Changing Passwords’ on page 114

» “Forcing Password Changes’ on page 115

« “Unlocking Passwords” on page 115

» “Deleting Internal Users’ on page 117

Accessing the Manage Users Dashboard

The Manage Users dashboard contains atable that lists all of the users that have been
created in the Administration Module or imported from an L DAP-compatible directory
service supported by vFoglight, the groups to which these users belong, and the roles
that are available to them. This dashboard also includes controls for managing user
settings, creating new users, deleting non-default users, filtering thelist of users, forcing
apassword change for new users, and unlocking a user who has been locked out after a
pre-defined number of bad login attempts.

Note Roles are not assigned directly to users. Instead, they are made available to users through
the groups to which they belong. See “Managing Groups” on page 118 for complete
information assigning roles and adding users to groups.

To access the Manage Users dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.
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2 Onthe navigation panel, under Dashboar ds, choose Administration > Users &
Security > Manage Users.

The Manage Users dashboard appearsin the display area, showing alist of all
existing users:

MManasgs licern Apr B F00 N3 PMIDT
Manage Linsrs 0 stoeing 1 - 7 oF 1D Users as of g 16, 2000 15:09:25 Rafrask =
Filar by Mama Growpr [ | Ol Fillers |
e Pastmerd [rr— Baled (Rasd Daly) Tops

-
demgl, = Foghght Admirestrabors, Fogloht Secunity « Admirestrsbar, Advancosd Opersher, Sans: Inbamal
derd e Cantrier Derrskopers, Foghaht Sudantiir of Adarcitrslor, Advarred Opgraber, Santri Inbemal
demod 00 e Foglght Administrabors, Foghght Security . Adminstrabor, Advanoed Cperabor, Sons Inbemal
Fegmginghat P Cantrlos Denvilipers, Foghghl, Adeariilr o Admarilrgldn, Afvaiied Operghor, Caetri Bl In
GethingStarbed ~ edRdEel Cartridgs Developers, Foghaht Adminisir el Admirestratar, Advancsd Opersher, Cartri Inbamal
Fna P Cantralos Danvilopers, Foghghl, Adeariilr o Admarilr o, Advaiied Operghor, Caetri Querefl Lper
pater 0 (ke Cartridgs Developers, Foghaht Adminisir el Admirestratar, Advancsd Opersher, Cartri Inbamal
w
Cleabs ey Falack &l Salect hoaa

3 To sort thelist by name, group, role, or type, click the Name, Groups, Roles
(Read Only), or Type column headings as required.

4 Tofilter thelist of users, use one or more of the following boxes at the top of the
Manage Users list:

* Name: Type the user name for which you want to filter.
e Groups:. Type the group name for which you want to filter.
¢ Roles: Type the role name for which you want to filter.

For example, to list only the users whose name starts with “demo”, in the Name
box, type deno.

The Manage Users list refreshes, showing the list of users whose name matches
the filter pattern.
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Mamsgm Lhers Ape . TO0E 300019 I EST

Marscge Lisers 'O Showsrng 1+ 3 of 3 Users s of gx 16, 2008 15:19:25 —

derml T Fraghight iack 50 Fogight. Securd A % d Cpatrabor, Con Inberrual
demad S — Cartridns Developers, Foogloht Bdminest Rdmirisirstor, Bdyanced Operabor, Ca Inbernasl
dari]

FETTIERE Forghight Adrinestr skors, Foghaht Securt Admarestraton, Advanced Operator, Con lnkennal

[
[t e AN V= W W herge s e s -Charge e rcucs kA RN

To clear thefilters, click Clear Filters.
The Manage Users list refreshes, showing the list of all users.

Mansg Brwrr Bge B, 2008 FO001 P EDT

Marserpe Users 0 Shewmrny 1 7 of 10 Users 30 o e L6, 2008 15:19:25 Ratramn &
damal ewewesn  Foghoht Advivestrties, Foghght Sacurty | Advinictrator, Rvnesd Cpacstte, Conds Intamal

therci R Contridm Dovmicpmn, Foghoht Sueriitr sl Adminits stor, Schvanind Cpsrator, l:l!lhl.l-fhl\d

e ewewsst Foghghi Adinkiirabies, Foghohl Seourty | Advinistrater, Bdvanced Cperalir, Sons Internal
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From here, you can proceed to any of the following procedures:

“Creating Users’ on page 111
“Adding Usersto Groups’ on page 112
“Changing Passwords’ on page 114
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» “Forcing Password Changes’ on page 115
» “Unlocking Passwords’ on page 115
» “Deleting Internal Users’ on page 117

Creating Users

Use the Create User button on the Manage Users dashboard to add a user account to
vFoglight, as outlined bel ow.

Alternatively, usethesecurity: creat euser fglemd command to create a user. For
more information, see the Command-Line Reference Guide.

To create a user:

Note  This procedure continues from “Accessing the Manage Users Dashboard” on page 108.

1 Inthe Manage Users dashboard, click the Create User button in the lower-1eft
corner.

The Create User dialog box appears.

Create User
Mame:
Password:

Confirm
Password:

I Create H Cancel | :

2 Specify the name and password of the user that you want to create.
a IntheCreate User dialog box, in the Name box, type the user name.
For example: t est .
b Inthe Password and Confirm Password boxes, type the user password.
Note The Password box is encrypted.

For example: t est 123.
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Asyou type the password into the Password and Confirm Password boxes,
asterisk **’ characters appear.

Note Passwords must meet certain criteria. For example, by default, each password
must be between seven (7) and sixteen (16) characters long. For more
information, see “Configuring Password Settings” on page 135. If you specify a
password that is longer than sixteen (16) characters for an end-user, that user
cannot log into vFoglight.

¢ Click Create.

The Create User dialog box closes and the Manage Users dashboard refreshes
to show the newly-created user account.

When you create users, their type appears as I nternal on the listing.

Once you create a new user, you should ensure that the user changes their password
from the one you set in the Create User dialog box.

« If the user belongs to group that has a Security role which allows them to access
to the Manage Users dashboard, you can instruct the user to change the password
using the Change Password button on the M anage Users dashboard. For
instructions, see “ Changing Passwords’ on page 114.

 If the user has no access to the Manage Users dashboard, you can force a
password change the first time the user attemptsto log into vFoglight. For
instructions on how to force a password change, see “ Forcing Password Changes”
on page 115.

Adding Users to Groups

Use the Edit Groups button on the Manage Users dashboard to add a user to one or more
groups, as outlined in the procedure bel ow.

Alternatively, you can use the Manage Groups dashboard to assign users or roles to one
or more groups. For information, see “Editing Usersin Groups’ on page 123 and
“Assigning Rolesto a Group” on page 124.

Alternatively, you can assign groups to usersusing the securi t y: assi gngr oup
command that comes with the fglemd interface. For more information, see the
Command-Line Reference Guide.
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To add a user to groups:

Note

This procedure continues from “Creating Users” on page 111.

1

In the Manage Users dashboard, select the row containing the user account whose
groups you want to edit.

Click the Edit Groups button in the lower-right corner.
The Edit Groups dialog box appears.

Edit Groups

Foglight ma Cartridge Developers
o Foglight Adrinistrators
O Fodglight Operators
:G‘: Foglight Security Administrators

Save l [ Cancel

Note The dialog box lists default vFoglight groups. If you previously added any groups,
they also appear in the dialog. For information on how to add groups, see “Creating
Groups” on page 122.

In the Edit Groups dialog box, select the groups to which you want the user to

belong by clicking the appropriate symbol to the left of the group name.

e |Hr : The user account is added or aready belongs to this group.

e |=: The user account has been removed from or does not have access to this
group.

e | o : Thereisno changein group assignment.

For example, to add a user to the vFoglight Administrators and vFoglight
Security Administrators groups, ensure that the green plus sign appearsto the left
of the vFoglight Administratorsand vFoglight Security Administrators
entries, and that the red minus sign appears to the left of the other groupsin the
Edit Groupsdiaog box.

4 Click Save.
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The Edit Groups dialog box closes and the Manage Users dashboard refreshes to
show the groups that you added to the user account.

foglight ™ Foglight Administrators, Foglight Security Administrators, Foglight Users

Changing Passwords

Use the Change Password button on the Manage Users dashboard to change a user’s
password, as outlined below.

To change a user’s password:

Note  This procedure continues from “Creating Users” on page 111.

1 Inthe Manage Users dashboard, select the row containing the user account whose
password you want to change.

2 Click the Change Password button at the bottom of the Manage Users
dashboard.

The Change Passwor d dialog box appears.

Change Password
Password: |

Confirm
Password:

[ Create J[ Cancel

3 Specify the new password.

a Inthe Change Password dialog box, type the new password into each of the
the Password and Confirm Password boxes.

Note The Password box is encrypted.
For example: t est 456.

Asyou type the password into the Password and Confirm Passwor d boxes,
asterisk ‘*’ characters appear.
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b Click OK.

4 The Change Password dialog box closes and vFoglight updates the user
password in the database.

Forcing Password Changes

When you create a user account for a user that has no access to the Manage Users
dashboard, use the Force Password-Change button to ensure that the user changes their
password the first time they attempt to log into vFoglight.

To force a password change for a user:

Note  This procedure continues from “Creating Users” on page 111.

1 Select the row containing the user whose password change you want to initiate
the next time they attempt to log in.

2 Click the For ce Passwor d-Change button at the bottom of the Manage Users
dashboard.

The Confirm For ce Passwor d-Change dialog box appears.

Confirm Force Password-Change X

92 Are you sure you want to run the Force Password-Change action on the selected rows?

o'l | [ Cancel

3 Click OK to confirm the forced password change.
The Confirm For ce Passwor d-Change dialog box closes.

The next time the user attemptsto log in they will be prompted to change their
password.

Unlocking Passwords

If auser attemptsto log in with an incorrect password several timesin arow, vFoglight
locks the user’s account. You can configure the number of unsuccessful login attempts
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using the Configure Password Settings dashboard. For more information, see “ Editing
Password Settings” on page 137.

By default any user passwords that become locked stay in that state for 15 minutes after
which vFoglight unlocks them. To unlock a user account, use the Unlock button on the
Manage Users dashboard.

To unlock a user’s password:

Note This procedure continues from “Accessing the Manage Users Dashboard” on page 108.

 If possible, advise the user whose password has been locked to wait 15 minutes
from the moment the password was locked for vFoglight to unlock the password
automatically.

or
Complete the following steps:
a Open the Manage Users dashboard

For instructions, see “ Accessing the Manage Users Dashboard” on page 108.

b Inthe Manage Users dashboard, select the row containing the user account
whose password you want to change.

The Name column shows the following message for each user whose account
islocked: Thi s user is |ocked!

¢ Click the Unlock button at the bottom of the Manage Users dashboard.

The Confirm Unlock dialog box appears, asking you to confirm the unlock
operation.

Confirm Unlock *

X

Are you sure you want to run the Unlock action on the selected rows?

| o' | [ Zancel l

d Inthe Confirm Unlock dialog box, click OK.

The dialog box closes and the Manage Users dashboard refreshes, showing the
user name in the Name column.
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Deleting Internal Users

Use the Delete button on the Manage Users dashboard to delete user accounts from
vFoglight.

You can only delete those users that you add to vFoglight after the installation. Their
type appears as Internal on the Manage Users dashboard. You cannot del ete the user
accountsthat are included with vFoglight. Their type appears as Built In. If aBuilt In or
Internal User isthe current user, their type appears as Current User.

User accounts that you create
User accounts that come with vFoglight

Current vFoglight user

For more information about the types of groups that exist in vFoglight, see “Managing
Groups’ on page 118.

Alternatively, you can delete internal users using thesecuri ty: del et euser
command that comes with the fglcmd interface. For more information, see the
Command-Line Reference Guide.

To delete an internal user:

Note  This procedure continues from “Accessing the Manage Users Dashboard” on page 108.

1 Inthe Manage Users dashboard, select the row containing the user account that
you want to delete.

2 Click the Delete button at the bottom of the Manage Users dashboard.

The Confirm Delete dialog box appears, asking you to confirm the delete
operation.
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3

4

Confirm Delete ®

P Are you sure you want to run the Delete action on the selected rows?

-
-

| oK} | [ Zancel l

In the Confirm Delete dialog box, click OK.

The dialog box closes and the Manage Users dashboard refreshes.
Observe the Manage Users dashboard.

The user account that you deleted no longer appearsin the list.

Managing Groups

A group can contain users. Roles are assigned to groups. In turn, arole that is assigned
to agroup is also assigned to each member of that group.

There are three types of rolesin vFoglight:

Internal. Include the groups that are created using the Manage Groups dashboard
after the installation.

Built In. Include the groups that come with vFoglight. They are as follows:
« Cartridge Developers. Allowsthe usersto modify core dashboards and system
modules.

« Foglight Administrators. Enables the usersto access all of the dashboards that
come with the Administration module, with the exception of the Users &
Security dashboards. Additionally, it enables the users to use build-oriented
dashboards or build their own dashboards.

* Foglight Operators. Allows the users to have access to core and cartridge
dashboards, and to create new dashboards.

* Foglight Security Administrators. Provides access to all dashboards under the
Users & Security node in the Administration module.

Note  Built-in groups cannot be deleted.

External. The groups that are mapped from an LDAP-compatible directory
service supported by vFoglight as part of the process of mapping external users.
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For more information about configuring vFoglight to use an external directory
service, see“ Configuring Directory Services’” on page 139.

Roles are assigned to a user through groups. when a user belongs to a group, the roles
that are assigned to that group are also assigned to the user. A user can belong to one or
more groups.

If you belong to a group that includes the Security role, the Manage Groups dashboard
alowsyou to create and manage groups, add usersto groups, and assign roles to groups.
For more information on how to use the Manage Groups dashboard, see the following
sections:

» “Accessing the Manage Groups Dashboard” on page 119
» “Creating Groups’ on page 122

» “Editing Usersin Groups’ on page 123

« “Assigning Rolesto a Group” on page 124

» “Deleting Internal Groups’ on page 126

Accessing the Manage Groups Dashboard

The Manage Groups dashboard contains atablethat listsall of the groups that have been
created in the Administration Module or imported from an LDAP-compatible directory
service supported by vFoglight, the users that belong to these groups, and the roles that
have been assigned to each group.

This page also contains controls for managing group settings, creating new groups, and
deleting non-default groups.

To access the Manage Groups dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Users &
Security > Manage Groups.

The Manage Groups dashboard appearsin the display area, showing alist of all
existing groups:
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[Ty S g 30, 3006 10863 P8 EDT
anage Groups O Showing 1 - 4 of 8 Groups 25 of My 30, 2008 13:08:82 #afreh &
Tier by Hams ey Frles
T g FilBars
[y ey Falry Fape

r
Cariridge Dewelopars  foglight, operator Cartridge Dewvelopar, Consola Lisar Bulltin
Foglight &dmindstrators foglight, operator sdmindstrator, Advanced Operator; Conso Sullt In
Foglight Operators foglight, cperator Console User, Operator Bulltin
Faglight Security admini foglight, cperator Saburity Bl I
w
| Caale Girdup Brbrul Bl Brbeol Hene

3 To sort thelist by name, users, role, or type, click the Name, Users, Roles, or
Type column headings as required.

4 Tofilter thelist of groups, use one or more of the following boxes at the top of the
Manage Userslist:

Name: Enter the group name for which you want to filter.
Users: Enter the user name for which you want to filter.
Roles: Enter the role name for which you want to filter.
Type: Enter the type name for which you want to filter.

For example, to list only the groups whose name starts with “Foglight”, in the
Name box, type Fogl i ght .

The Manage Groups list refreshes, showing the list of groups whose name
matches the filter pattern.
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Manags Greapr My 0, 0088 163 P84 FNT
manage Groups O Showing 1 - 3 of 3 Groups a0 of May 30, 2008 1 3:08:62 abrah B
F‘

Foglight administrators foglight, opsrator Admindstrator, Advanced Oparator, Conso Rallt in =

Faglight Operatars fehight, cperatar Consaln Lisor, Operatar Bullt In

Foglight Securlty Admini foglight, eperator Seourity Bulltin |4
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To clear thefilters, click Clear Filters.
The Manage Groups list refreshes, showing the list of al groups.

Plansgs Graaps el 0, e 1R P EDYT

paanage Groups O Showing 1 4 of 8 Groups as of May 30, 2008 13:08:52 Safrash &

Carfridge Developars  foghight, operator Cartridge Dawaloper, Console Usar Rulltin
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Foglight Operators foglight, operator Console User, Operator Bulltin

Foglight Security Admind foglight, eperator Seourity Euilt In
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From here, you can proceed to any of the following procedures:
» “Creating Groups’ on page 122
» “Editing Usersin Groups’ on page 123
» “Assigning Rolesto a Group” on page 124
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» “Deleting Internal Groups’ on page 126

Creating Groups

Use the Create Group button on the Manage Groups dashboard to add a group to
vFoglight, as outlined below.

Alternatively, you can create groups using thesecuri ty: cr eat euser command that
comes with the fglemd interface. For more information, see the Command-Line
Reference Guide.

To create a group:

Note This procedure continues from “Accessing the Manage Groups Dashboard” on page 119.

1 Inthe Manage Groups dashboard, click the Create Group button in the lower-
|eft corner.

The Create Group dialog box appears.

Create Group

MName:

[ Create H Cancel ]

2 Specify the name of the group that you want to create.
a Inthe Create Group dialog box, in the Name box, type the user name.
For example: t est .
b Click Create.

The Create Group dialog box closes and the Manage Groups dashboard
refreshes to show the newly-created group.

kest Inkernal

When you create groups, their type appears as | nternal on the listing.
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Editing Users in Groups

Use the Edit Users button on the Manage Groups dashboard to quickly edit usersin one
or more groups.

Alternatively, if you need to edit groups for asingle user account, use the Manage Users
dashboard. For information, see “ Adding Users to Groups’ on page 112.

Another way to assignh or remove users from groups isto use the
security: assi gngroup command that comes with the fglcmd interface. For more
information, see the Command-Line Reference Guide.

To add usersto a group:

Note  This procedure continues from “Creating Groups” on page 122.

1 Inthe Manage Groups dashboard, select the row containing the group to which
you want to add users.

2 Click the Edit User s button in the lower-right corner on the left of the Edit Roles
button.

The Edit Usersdialog box appears.

Edit Users
fest HI}-( administrator
O demo
= Foglight
== operator

| Save J [ Zancel

Note The dialog box lists existing vFoglight users. If you added any users, they also
appear in the dialog. For information on how to add users, see “Creating Users” on
page 111.
3 IntheEdit Usersdialog box, select the usersthat you want to add to the group by
clicking the appropriate symbol to the left of the group name.

e |dF : Theuser account is added or aready belongs to this group.
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e |=: Theuser account has been removed from or does not have access to this
group.
e | o :Thereisno changein user assignment.

For exampl e, to add the default foglight user account to the group, ensure that the
green plus sign appears to the left of the foglight entry, and that the red minus
sign appears to the left of the other groupsin the Edit Users dialog box.

4 Click Save.

The Edit User s dialog box closes and the Manage Groups dashboard refreshes to
show the users that you added to the group.

test Foglight Inkernal

Assigning Roles to a Group

Use the Edit Roles button on the Manage Groups dashboard to quickly edit one or more
roles for agroup.

Alternatively, if you need to edit multiple groupsfor asinglerole, use the Manage Roles
dashboard. For information, see “Editing Groups for a Rol€” on page 132.

Another way to assign or remove roles from groups isto use the
security: assi gnrol e command that comes with the fglemd interface. For more
information, see the Command-Line Reference Guide.

To assign roles to a group:

Note This procedure continues from “Creating Groups” on page 122.

1 Inthe Manage Groups dashboard, select the row containing the group to which
you want to assign one or more roles.

2 Click the Edit Roles button in the lower-right corner.
The Edit Roles dialog box appears.
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Edit Roles

Eest = Admiristrator
ma Advanced Operator
:ﬂ: Cartridge Developer
= Console User
O Dashboard Designer
== Dashboard User
== zeneral Access
m= Operator
m=a Security

Sawe ] [ Zancel

Note The dialog box lists existing vFoglight roles. If you previously added any roles, they
also appear in the dialog. For information on how to add roles, see “Creating Roles”
on page 131.

In the Edit Roles dialog box, select the roles that you want to assign to the group
by clicking the appropriate symbol to the left of the group name.

e |dr : Theroleis added or already belongsto this group.
e |=: Therole has been removed from or does not have access to this group.
e | o :Thereisno changein role assignment.

For example, to add default Administrator and Security roles to the group, ensure
that the green plus sign appearsto the left of Administrator and Security entries
and that the red minus sign appears to the left of the other entriesin the Edit
Roles dialog box.

Click Save.

The Edit Roles dialog box closes and the Manage Groups dashboard refreshes to
show the users that you added to the group.

test Fanglight Administrator, Security Internal
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Deleting Internal Groups

Use the Delete button on the Manage Groups dashboard to delete user accounts from
vFoglight.

You can only delete those groups that you add to vFoglight after the installation. Their
type appears as Internal on the Manage Users dashboard. You cannot delete any of the
groups accounts that are included with vFoglight. Their type appears as Built In.

Type

Internal ———— Groups that you create

BultIn ——— Groups that come with vFoglight

For more information about the types of groups that exist in viFoglight, see “Managing
Groups’ on page 118.

Alternatively, you can delete groupsusing thesecuri ty: del et egr oup command that
comes with the fglemd interface. For more information, see the Command-Line
Reference Guide.

To delete an internal group:

Note  This procedure continues from “Accessing the Manage Groups Dashboard” on page 119.

1 Inthe Manage Groups dashboard, select the row containing the group that you
want to delete.

2 Click the Delete button at the bottom of the Manage Groups dashboard.
A message box appears, asking you to confirm the delete operation.

Confirm Delete ®

b ] Are you sure yoll want to run the Delete action on the selected rows?

-
-

| Hol's | [ Zancel

3 Inthe message box, click OK.
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The message box closes and vFoglight deletes the user account.

4 Observe the Manage Groups dashboard.

The user account that you deleted no longer appearsin thelist.

Managing Roles

Roles are assigned to groups. A role that is assigned to agroup is also assigned to each
member of that group.

There are two types of rolesin vFoglight:

Built-1n. They dictate what actions users can perform. That is, when aroleis
assigned to a group, it enables the members of that group to use specific features
or components for which accessis controlled.

Built-In roles are aso used in vFoglight to determine which dashboards appear
and are accessible to each user. See the vFoglight User Guide for information
about the relationship between roles and dashboards.

Note  The Built-In roles cannot be deleted.
vFoglight comes with the following Built-In roles:

e Administrator. Thisrole enables a user to access the Administration Module,
the Web Console (web.xml), hidden Administration URLs, and the IM X -
Console. An Administrator can manipul ate agents, rules, derived metrics,
registry variables, cartridges, types, and scripts. The only limitation for
Administrators is that they cannot access or edit the Users and Security
dashboard.

« Advanced Operator. Thisrole builds on the Operator role by adding the ability
to access build-oriented dashboards such as the Service Builder, Application
Builder, and the Report Builder, where users can add, manage, and manipulate
scheduled reports.

« Cartridge Developer. Thisrole extends the Dashboard Designer role by
allowing the user to modify core dashboards and system modules.

e Console User. Thisrole enables a user to access the Web Console (web.xml)
only. It isthe base level locked-down read-only role. Users assigned thisrole
will not have accessto core dashboards.

¢ Dashboard Designer. Thisrole builds on the Dashboard User role by adding
the ability to access all dashboard tools such as Definitions, Data Sources, and
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the Schema Browser. Thisroleisfor users who design dashboards using these
advanced dashboard tools.

Dashboard User. Thisroleis similar to the Console User role, but with
additional accessto any additional dashboards associated with the user. This
role also includes permission to create new dashboards, new reports, and to
edit the dashboard environment.

General Access. Thisroleisfor pre-5.2 cartridges installed on aversion 5.2 or
later vFoglight Management Server. Therole will be added to the appropriate
views so that dashboards from the cartridge will appear in the vFoglight
interface.

Note The General Access role is not assigned to users, and cannot be used to log in.

Operator. Thisisthe base level role for monitoring in vFoglight. Users
assigned thisrole have access to the core dashboard set such asHosts, Alarms,
Services, and Report Manager, with the ability to create new dashboards. This
role also has access to any non-core cartridge dashboard, such asthe OS
Cartridge. Thisisthe recommended default for new users.

Security. Thisrole provides access to all dashboards under Users and Security
in the Administration Module.

Internal. Users with the Security role can create Internal roles.
New roles do not have any permission. They depend on how they are grouped

with built-in roles to determine their behavior. For example, anew role can be
created and applied to a group along with the Console User role to create a

locked-down user group. This means users in this group would only have access

to the dashboards specifically made available to the new role, and are able to log
in to the web console.

Roles are assigned to a user through groups: when a user belongs to a group, the roles
that are assigned to that group are also assigned to the user. A user can belong to one or
more groups.

If you belong to a group that includes the Security role, the Manage Roles dashboard
alowsyou to create and manage roles, and assign roles to groups. For more information
on how to use the Manage Groups dashboard, see the following sections:

» “Accessing the Manage Roles Dashboard” on page 129
* “Creating Roles’ on page 131

» “Editing Groupsfor aRole” on page 132
» “Deleting Internal Roles’ on page 133
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Accessing the Manage Roles Dashboard

The Manage Roles dashboard contains a table that lists roles, their type, and the groups
that are assigned to each role. It also allows you to create and manage roles, and to
assign roles to groups.

To access the Manage Roles dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Users &
Security > Manage Roles.

The Manage Roles dashboard appearsin the display area, showing alist of all

existing roles:

Fansge Faler ey 1, BB 1 0 B DT
manage Fole L BT owing 1 - % of % Holes a5 of My 30, 2004 1225935 Babresh &
Filter by Hame Srva [Clear Falers |
E— Tiraust Tupe
By it tra e Foglight Admisistrators Builtin
Advanead Operator Foglight Admisigtrators wullt in
Cartridge ewelopar Cartridge Develapers Built In
Cofsole Lser Cartridge Dévelopers, Foglight adminitraters, Foglight Operators Built 1n
Dashhnard Degignes Foglight Adminigtrators Bullt in
Dashboard Usar Faglight administraters euilt in
Ganeral Aioess Foglight Admisistrators Builtin
dparatnr Foglight Adminigtrators, Foglight Operaters wullt in
Saturity Faglight Sadurity admvinistrators Built In

Caeale Fole Sl 81 Teberd Haser

3 To sort the list by name, groups, or type, click the Name, Groups, or Type
column headings as required.

4 Tofilter thelist of roles, use one or more of the following boxes at the top of the
Manage Roles list:

¢ Name: Type the role name for which you want to filter.
* Groups: Type the group name for which you want to filter.
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¢ Type: Type the type name for which you want to filter.

For example, to list only the roles whose name starts with “ Dashboard”, in the
Name box, type Dashboar d.

The Manage Roles list refreshes, showing the list of roles whose name matches
the filter pattern.

Fisnsge Ralec g 0, MO0 1 CE0 B EDT

Manage Robes D Showing 1 - 2 of 2 Rolos a5 of May 30, 2008 13:25:35

eabresh ©
tilter by Hame | D2shboand Lrwm Type Clear I'lllurz-_l
[T Tiraugt Tupe
Dashboard Desighes Foglight Admisistrators Built in
Dashhnard Lgsr Foglight Admisigirators wullt in
| Cagale Finle Brbeul 8l debrol Hene

To clear thefilters, click Clear Filters.

The Manage Roles list refreshes, showing the list of al groups.
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Msnsgs Ralss g 30, J06 1G04 P4 EDT
manage Fobed o Thowing 1 - % of % Holes a5 of My 30, 2004 12:25:35 Babred B
filter by Hame e Tie Llear Fillers
L raup Tape
Admindsnrane Foglight admdnistrators Bullt in | ™
Advancad Operatar Foglight Admislstrators Bulltin
Cartridge Developer Cartridge Dewelapars Built In
Cofisale Lser Cartridge Developers, Foglight adminktraters, Foglight Operators Built 1
Dashhnard Degigner Foglight Admisistrators Bullt in
Dashboard User Faglight administrators Built In
Ganeral Ao Foglight admisistrators Built In
Oparator Foglight Admislstratnrs, Foglight Operaters Bulltin
Saturity Faglight Security admvinistrators Built In

Tededd Al Toldedil Hane

From here, you can proceed to any of the following procedures:
e “Creating Roles” on page 131
» “Editing Groups for a Rol€” on page 132
» “Deleting Internal Roles’ on page 133

Creating Roles

Use the Create Role button on the Manage Roles dashboard to add arole to vFoglight,
as outlined below.

To create arole;

Note  This procedure continues from “Accessing the Manage Roles Dashboard” on page 129.

1 Inthe Manage Roles dashboard, click the Create Role button in the lower-1eft
corner.

The Create Role dialog box appears.
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Create Role

Name:

[ Create ” Cancel ]

2 Specify the name of the role that you want to crezate.
a Inthe Create Role dialog box, in the Name box, type the user name.
For example: t est .

b Click Create.

The Create Role dialog box closes and the Manage Roles dashboard refreshes
to show the newly-created role.

test Internal

When you create roles, their type appears as Internal on the listing.

Editing Groups for a Role

Use the Edit Groups button on the Manage Roles dashboard to quickly edit one or more
groupsfor arole.

Alternatively, if you need to edit multiple roles for asingle group, use the Manage
Groups dashboard. For information, see “Assigning Roles to a Group” on page 124.

To edit groups for arole;

Note  This procedure continues from “Creating Roles” on page 131.

1 Inthe Manage Roles dashboard, select the row containing the role whose groups
you want to edit.

2 Click the Edit Groups button in the bottom of the Manage Roles dashboard.
The Edit Groups dialog box appears.
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Edit Groups

test O Cartridge Developers
== Foglight Administrators
ma Foglight Operators
-:;': Foglight Security Administrators

Save l [ Zancel

Note The dialog box lists existing vFoglight groups. If you previously added any groups,
they also appear in the dialog. For information on how to add groups, see “Creating
Groups” on page 122.

3 Inthe Edit Groupsdialog box, select the users to which you want to assign the
role by clicking the appropriate symbol to the left of the group name.

e |4k : Thegroup isadded to thisrole.
e |=: Thegroup has no accessto therole.
e | o|: Thereisno changein group assignment.

For example, to assign the role to the Foglight Administrators and Foglight
Security Administrators groups, ensure that the green plus sign appearsto the | eft
of the Foglight Administrators and Foglight Security Administrators entries,
and that the red minus sign appears to the left of the other groupsin the Edit
Groups dialog box.

4 Click Save.

The Edit Groups dialog box closes and the Manage Roles dashboard refreshesto
show the groups to which you assigned therole.

kest Foglight Adminiskrators, Foglight Security Administrators Internal

Deleting Internal Roles
Use the Delete button on the Manage Roles dashboard to delete roles from vFoglight.
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You can only delete those roles that you add to vFoglight after the installation. Their
type appears as Internal on the Manage Users dashboard. You cannot delete any of the
groups accounts that are included with vFoglight. Their type appears as Built In.

Type

Internal ——— Roles that you create

BuitIn —— Roles that come with vFoglight

For more information about the types of rolesthat exist in vFoglight, see “Managing
Roles’ on page 127.

To delete an internal role:

Note This procedure continues from “Accessing the Manage Roles Dashboard” on page 129.

1 Inthe Manage Roles dashboard, select the row containing the role that you want
to delete.

2 Click the Delete button at the bottom of the Manage Roles dashboard.
A message box appears, asking you to confirm the delete operation.

Confirm Delete *

2

Are you sure you want to run the Delete action on the selected rows?

| [ Zancel

3 Inthe message box, click OK.
The message box closes.
4 Observe the Manage Roles dashboard.
Therolethat you deleted no longer appearsin the list.
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Configuring Password Settings

vFoglight automatically times out after 60 minutes of inactivity.

Thefollowing are the default restrictions that apply to passwords for administrators and
for other types of internal users. For more information about the types of usersin
vFoglight, see “Managing Users’ on page 107.

* Aninternal user’s password expires after ninety (90) days.

* Anadministrator’s password expires after forty-five (45) days. The one exception
isthe password for the default user foglight, which does not expire.

« A userislocked out of the system after they enter an incorrect password for five
(5) consecutive login attempts.

» A user who fails five consecutive login attemptsis locked out of the system for
fifteen (15) minutes.

» vFoglight reminds a user fifteen (15) days before their password expires.

» The password must:

Be at least seven (7) characterslong.
Contain both alphabetic and numeric characters.

* The password cannot:

L]

Be the same as the user name.

Be a dictionary word.

Bejust the repetition of a single character.

Be longer than 255 characters.

Note The recommended length of a password is sixteen (16) characters or fewer.

Be the same as any of the user’slast twelve (12) passwords.

Use the Configure Password Settings dashboard to view and edit these settings as
required. For instructions, see the following sections:

« “Accessing the Configure Password Settings Dashboard” on page 136

« “Editing Password Settings’ on page 137
e “Changing Database Credentials’ on page 138

You can configure many of these settings on the Configure Password Settings
dashboard. For instructions, see “ Editing Password Settings’ on page 137.



136 vFoglight
Administration and Configuration Guide

Accessing the Configure Password Settings Dashboard

The Configure Password Settings dashboard contains settings for password policies that
apply to administrators and internal users are set. The default settings for these policies
are described in “ Configuring Password Settings’ on page 135.

To view password settings:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Users &
Security > Configure Password Settings.

The Configure Password Settings dashboard appears in the display area, showing
alist of password settings:

Configure Password Settings Apr 17, 2005 9:25:32 PM ELT

Configure Password Settings @
Davs before user password expires: 90
Days before administrator password expires: 45

Bad logins before user account is locked out: 5

Seconds after which lockout expires {0 for no a0
expiration):

Minimum password length: 7
Number of old passwords that will be remembered: 12

Number of days before password expiry to warn 15
user:

User password complexity level: 2

Administrator password complexity level: 3

User cache expiry in minutes (login is fast until oo

cache expires):

From here, you can proceed to any of the following procedures:
« “Editing Password Settings’ on page 137
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Editing Password Settings

Use the Configure Password Settings dashboard to edit any policies that you want to
change.

To edit password settings:

Note This procedure continues from “Accessing the Configure Password Settings Dashboard” on
page 136.

1 Inthe Configure Password Settings dashboard, click the Edit button in the lower-

|eft corner.
The Configure Password Settings dashboard refreshes, showing a box to the right
of each setting.

Configure Password $attings Apr 17, 2008 9:28:32 PM EDT

Configure Password Settings @
Davs before user password expires: |30
Days before administrator password expires: 45
Bad logins before user account is locked out: 5
Seconds after which lockout expires {0 for no expiration): 500
Minimum password length:
Mumber of old passwords that will be remembered:
Number of days before password expiry to warn user:
User password complexity level:

Administrator password complexity level:

a\ .
A 70 | DN (il
£€

User cache expiry in minutes (login is fast until cache expires):

Restore Defaulks

Cance

Save

2 Edit the following settings as desired:
e Daysbefore user password expires
« Daysbefore administrator password expires
« Bad logins before user account islocked out
* Seconds after which lockout expires (0 for no expiration)
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e Minimum password length

¢ Number of old passwordsthat will be remembered

* Number of days before password expiry to warn user

¢ User cacheexpiry in minutes (login isfast until cache expires)

3 Edit the password complexity levels.

You can set the complexity level that must be used in the passwords of internal
users and the users with the Security role. vFoglight uses the following levels:
e 1. Passwords are not checked for complexity.

e 2: Passwords must contain both alphabetic and numeric characters.

e 3: Passwords must contain at least one upper case |etter, lower case letter, and
numeric character, aswell as at least one character that is not a phanumeric.

Type a security level into the User password complexity level and
Administrator password complexity level boxes as required.

By default, the complexity level for internal users' passwordsis 2. The default
complexity level for the users with the Security roleis set to 3.
Note  Administrators’ passwords cannot be set to complexity level 1.
To restore the default values, click Restore Defaults.
4 Click Save.

The Configure Password Settings dashboard refreshes and a message appearsin
the upper-left, indicating that your changes have been saved.

Configure Password Settings @

Maodifications saved.

Changing Database Credentials

If you are using an external database, you may experience a situation where the database
password for the vFoglight database account has changed (for example, in case
password policies change). You can reconfigure vFoglight to start up with a new
password by changing the configuration file (f ogl i ght . confi g) and restarting the
process.

foglight. dat abase. password = "[updated password here]™;
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To avoid compromising the password, users must insert an updated encrypted password.
To change the vFoglight database password:
1 Deletethe current viFoglight database key from vFoglight's key store:
> bi n\ keyman del appkey dbpwd. [ foglight db usernane]
2 Create anew key store entry for the updated password:

> bi n\ keyman addappkey dbpwd. [foglight db username]
[ updat ed password] "FoglighT db UseR Passwor D'
KeyToken: 1234567890123456789012345678901234567890

3 Editthef ogli ght. confi g fileand update the following line with the generated
token

f ogl i ght . dat abase. password =
"1234567890123456789012345678901234567890";

For more information about changing database credentials using the command line, see
the Command-Line Reference Guide.

Configuring Directory Services

vFoglight supports the following Lightweight Directory Access Protocol (LDAP
version 3) compatible directory services:

« Active Directory

* Sun Java Systems Directory Server,
¢ OpenLDAP

* Novell eDirectory

The Configure Directory Services dashboard allows you to access user login
information that is stored in an external directory. Once you set up the Configure
Directory Services dashboard, your vFoglight users can sign in to vFoglight using the
credentials from the external directory.

When you configure the LDAP directory service, vFoglight creates a user account each
time an LDAP user successfully logsinto vFoglight for the first time. If an LDAP user
isremoved from the LDAP directory service, their user account remains activein
vFoglight and can only be removed by a vFoglight administrator.
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You can track user login credentials using the Manage Users dashboard. This dashboard
lists the users who have logged in to vFoglight using their external account credentials.
For more information, see “Managing Users’ on page 107.

Accessing the Configure Directory Services Dashboard

Use the Configure Directory Services dashboard to view and edit the settings that
enable external usersto log on to vFoglight using the credentials they previously set up
in an external directory.

To access the Configure Directory Services dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the left.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Users &
Security > Configure Directory Services.

The Configure Directory Services dashboard appearsin the display area, showing
alist of directory settings:
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Configure Directory Services

Configure Directary Services @

[CAccount is anonymous

Nearest LDAP server:

Secondary LDAP server URL:
Distinguished name of the service account:
Password:

Confirm Password:

LDAP query prefix:

LDAP query suffix:

The scope(s) to search for groups:
The second group namespace:

The third group namespace :

The LDAP context for user searching:
Role attribute ID:

Is Role attribute a DN:

User alias attribute ID:

User attribute ID to search for groups:
Match on User DN:

JAAS LoginModule Mame:

Mame of JAAS security domain:
Parent group attribute ID:

Group attribute for nested group searching:
Maximum level of group nesting:
LDAP search timeout (milliseconds):
Mode of group searching:

May 30, 2008 1:32:46 PM EDT

Idap:ifldapswr.mycompany.com: 389/
ldap:itbackupldapswr.mycompany.com: 389/

=
,OU=EmpiDyees,DC=mycompany,DC=com
OU=Groups.DC=mycompany.DC=com
OU=Dynamic Groups.DC=mycompany.DC=com

Du=EmpiDyeeS,DC=myCDmpany,DC=com

name

false

saMACcountMame

rmember

frue
com.questnitro.service. security. auth.spi.NitroExter
fglweb-console

memberDf

rmember

|15

10000
direct

Festore Defaults
Sawve

From here, you can proceed to “Editing Directory Settings’ on page 142.
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Editing Directory Settings

Default settings for these LDAP directory servers are different. The table below shows
examples of these settings for different types of LDAP directory servers. Use the
following settings as guidelines; they should be substituted with the most appropriate
values. Refer to the documentation for your specific LDAP server for more information
about settings and values.

Examples
Setting Active Directory Sun Java Systems Novell
Directory Server/ eDirectory
OpenLDAP
NearestLDAP | | dap:/ /| dapserver. exanpl e. com 389/
server
Secondary | dap: / / backupl dapser ver . exanpl e. com 389/
LDAP server
URL
Distinguished | The distinguished Thedistinguished name | CN=f ogl i ght _a
name of the name (DN) of the (DN) of the service dmn,
service service account for account for further user | O=servi ces
account further user searching | searching, or a specia
account,
__anonynous__
Password User defined
LDAP query | CN= ui d= CN=
prefix
LDAP query , OU=Enpl oyees, DC=MyConpany, DC=com , O=novel |
suffix
The scope(s) | QU=G oups, DC=MyConpany, DC=com O=novel |
to search for
groups
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Setting Active Directory Sun Java Systems Novell
Directory Server/ eDirectory
OpenLDAP

The second QU=Dynarmi ¢ N/A

group G oups, DC=MyConpany, DC=com

namespace

The third N/A

group

namespace

The LDAP OU=Peopl e, DC=exanpl e, DC=com o=novel |

context for

user

searching

Role attribute | name cn i stweb

ID

Is Role fal se

attribute a DN

User alias sAMAccount Name uid uni quel d

attribute ID

User attribute | menber uni queMenber CN=f ogl i ght _a

ID to search dmn,

for groups O=servi ces

Match on true

User DN

JAASL comquest.nitro.service.security.auth.spi.NtroExte

LoginModule ndedLdaplLogi nhvbdul e

Name?

Name of f gl - web- consol e

JAAS

security

domain®
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Setting Active Directory Sun Java Systems Novell
Directory Server/ eDirectory
OpenLDAP

Parent group | mMenber Of

attribute ID

Group nmenber uni queMenber menber

attribute for
nested group
searching

Maximum 15
level of group
nesting

LDAP search | 10000
timeout
(milliseconds)

Mode of direct i ndi rect di rect
group

searching

Account is fal se

anonymous

1 Java™ Authentication and Authorization Service
2 Do not change this setting
3 Do not change this setting

To edit directory settings:

Note This procedure continues from “Accessing the Configure Directory Services Dashboard” on
page 140.

1 Obtain all of the service account information required to edit the settings on the
Configure Directory Services dashboard.

2 Obtain the correct configurations for each setting.
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In the Configure Directory Services dashboard, click the Edit button in the lower-

|eft corner.

The Configure Directory Services dashboard refreshes, showing abox to theright

of each setting.

Configure Directory Services

Configure Direckory Services @

[Account is anonymous

Nearest LDAP server:

Secondary LDAP server URL:
Distinguished name of the service account:
Password: |

Confirm Password:

LDAP query prefix:

LDAP query suffix:

The scope(s) to search for groups:
The second group namespace:

The third group namespace :

The LDAP context for user searching:
Role attribute ID:

Is Role attribute a DM:

User alias attribute ID:

User attribute ID to search for groups:
Match on User DN:

JAAS LoginModule Name:

Mame of JAAS security domain:

Parent group attribute ID:

Group attribute for nested group searching:
Maximum level of group nesting:

LDAP search timeout (milliseconds):

Mode of group searching:

Apr 18, 2008 2:20:37 AMEDT

Idap:/fldapswr.mycompany, com: 389§

.I'dap :Jibackupldapsyr. mycompany . com: 359)

lcn=

,Ol=Employees, DZ=mycompany,DC=com
OU=i5roups, DiC=mycompany, DC=caom

|QU=Dynamic Groups, DC=mycompany,DC=com

ou=Emplovess, DC=mycompany, DC=com

nae

false

sAMAccountMarne

member

true

com.quest. nitra, service, security . auth,spi. NitroExtendedLdapl
Fgl-web-console

memberCf
member
15

10000
direct

Edit the settings as required.

To restore the default values, click Restor e Defaults.

Click Save.

The Configure Directory Settings dashboard refreshes and a message appearsin
the upper-left corner, indicating that your changes have been saved.
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Configure Directory Services @

Modifications saved.



Managing Cartridges

This chapter introduces you to vFoglight cartridges and providesinformation on how to
install and manage cartridges. It contains the following sections:

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

About VOGNt CartTiAgES ....vveevverceeirreesiersire s s sssssnseseens 148
Installing and Managing Cartridges .........coereurrieiririreirtieis e 149
Downloading Agent Components
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About vFoglight Cartridges

A cartridge isa unit that is distributed separately from the vFoglight Management
Server, but can be added to the Management Server. A cartridge contains components
that extend the functionality of vFoglight, such as agent installers, communication
capabilities, modifications to the way that datais transformed or handled, model
definitions, rules, reports, and views.

An installation of the vFoglight Management Server includes a collection of core
cartridges, including the Monitoring Policy, Service Model, and other core cartridges.
Core cartridges are installed with the server, and are enabled on its startup. Along with
the core cartridges, your configuration can include other cartridges that are installed
additionally on the server and are designed to monitor specific types of environments,
such asthe OS cartridge. Both core and installed cartridges can contain a set of rules,
registry variables, tables, retention policies, and other viFoglight entities.

The following concepts and terms relate to cartridge management in vFoglight:

» Cartridge. A unit that is distributed separately from the vFoglight Management
Server. Cartridges contain components that extend the functionality of vFoglight,
such as agents, rules, and views.

» Cartridgeinstallation. The act of installing a cartridge on the machine hosting the
vFoglight Management Server. Cartridge installation makes the Management
Server aware of the cartridge.

Note Installing a cartridge does not make it available for use by vFoglight, but simply
prepares it to be enabled.

» Enabled cartridge. A cartridge whose components are part of the Management
Server and available for use by vFoglight.

« Cartridge component. A cartridge contains one or more components, such as
dashboards and agent installers. See“ About Cartridge Components’ on page 148
for more information.

About Cartridge Components

A cartridge may include one or more components. Examples of cartridge components
are described below.

» Agent installers/packages. A cartridge may include one or more vFoglight Agent
installers. An agent monitors a specific part of your environment, such asa
Virtual Center, application, or server.
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See “Managing Agents’ on page 165 for more information about agents.

» Agent adapters. Agent adapters are components that allow agents to
communicate with the vFoglight Management Server.

* Monitoring policy. A monitoring policy contains information and settings that
help vFoglight analyze the data that the agents collect, such asrules, registry
variables, schedules, and derived metrics. The items included in the monitoring
policy are specific to each type of cartridge.

« Dashboards. Dashboards display information collected from your monitored
environment, such as metrics. Each dashboard isatop-level view from which you
can drill down to more detailed views.

The dashboards included with a cartridge allow the information collected by the
agents to be displayed in aunified view.

Each cartridge may include one or more dashboards.

Installing and Managing Cartridges

Use the Administration module to install cartridges on the vFoglight Management
Server, enable and manage cartridges, and download agent installers.

Cartridges allow you to monitor additional operating systems, processes, databases,
applications, and serversin your environment.

Adding a cartridge to the vFoglight Management Server is atwo-step process. First,
the .car file that contains the cartridge must be installed on the vFoglight Management
Server. Installing a cartridge causes the server to be aware of it.

You can only install those cartridges that are listed in your vFoglight license. For
information on how to find out whether your license includes a particular cartridge, see
Chapter 2, “Viewing License Capabilities” on page 72.

Next, the cartridge must be enabled. Enabling a cartridge causes its components to be
available for use by vFoglight. Using the vFoglight Administration Module, you can
cause a cartridge to be automatically enabled upon installation or to be enabled after
installation.

When a cartridge has been installed and enabled, all of the componentsincluded in the
cartridge are part of the Management Server.
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Use the Cartridge Inventory dashboard to view information about installed cartridges,
and to install, enable, disable, and remove cartridges. For more information on how to
use the Cartridge Inventory dashboard, refer to the following sections:

“Accessing the Cartridge Inventory Dashboard” on page 150
“Installing Cartridges’ on page 155

“Enabling Cartridges’ on page 157

“Disabling Cartridges’ on page 158

“Uninstalling Cartridges’ on page 159

Accessing the Cartridge Inventory Dashboard

The Cartridge Inventory dashboard contains controls for installing, enabling, disabling,
and uninstalling cartridges, aswell as for viewing information about the installed
cartridges.

To access the Cartridge Inventory dashboard:

Note

This procedure continues from “Getting Started with the Administration Module” on page 32
or “Viewing the Administration Dashboard” on page 39.

1 Ensurethat the navigation panel is open.

To open the navigation panel, click the right-facing arrow [y on the left.

On the navigation panel, under Dashboar ds, choose Administration >
Cartridges > Cartridge Inventory.

The Cartridge Inventory dashboard appears in the display area, showing alist of
al existing cartridges.
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Cartridge Inventory

Install Cartridge @

@ File on Local Computer

Sep 25, 2008 10:19:43 &M EDT

Browse.. |

" File on Server |

¥ Enable on install
Install Canridgel

showing 1 - 12 of 12 Cartridges as of Sep 24, 2008 11:10:35

Filter by Cartridge Hame I Version
Irnstalled Cartridges ~ | Clear Fi“BfSl
Status Cartridge Hame &

[ Falhbh

@ Cb-hpachebvr

[ Cs-Apphionitor

@ Ci-Common

[ Cs-Hostodel-Windomws

= 0S-LogFilter

[ Os-Methonitor

= 05-OnlineHelp

[ C5-ShME

= OS-Webbonitor

m OS-Windows Syskem

Version

5.2.4
5.2.4
5.2.4
5.2.4
5.2.4
5.2.4
5.2.4
5.2.4
5.2.4
5.2.4
5.2.4

Core Type

Uninstall Selected| Enable Selected| Dizable Selectod [select all select None

=
Refresh =

3 View information about one or more cartridges.

Move the mouse pointer over the Cartridge Name column in the row
containing the cartridge about which you want to view information.

A dwell appears, showing the cartridge information.
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Cartridge Mame: Wirtual-yiware

Version: 5.2.3

Build ID: 1014

Creation Date: Thu Oct 09, 2008 12:57:34 CDT
Author: Quest software - St Louis

Type: NiA

Status: Enabled

or

e Toview cartridge information and any dependencies with other cartridges,
click the Cartridge Name column in the row containing the cartridge about
which you want to view information.

The View Cartridge Details view appears in the Cartridge | nventory
dashboard.

Cartridge Inventory Sep 25, 2008 1001948 AM EDT

Wiew Cartridge Details

Cartridge Name: O5-'Windows_System
Version: 5.2.4
Build ID: 524-20080924-0500
Creation Date: Wed Sep 24, 2008 05:02:55 EDT
Author: Nr 4
Type: NiA
Status: Enabled
Dependencies:
Mame “Werzion Match Type  Description
CE-Commaon 524 Latest O5-Common-5.2.4 (matches: LATEST)

Goto Cartridge Inventuryl

To return to the Cartridge I nventory dashboard, in the View Cartridge Details
view, click Go to Cartridge Inventory.
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4 Tosortthelist of cartridges, click any of the Satus, Cartridge Name, or Version
column headings as required.

5 Tofilter thelist of cartridges, use one or more of the following boxes above the
cartridge table:

* Name: Type the cartridge name for which you want to filter.
¢ Version: Type the cartridge version for which you want to filter.

e CoreType: Click and select one of the following options as required: Core
Cartridges, Installed Cartridges, or All Cartridges.

For example, to list the core cartridges that are related to the cartridges core
cartridges, in the Name box, type W ndows.

The Cartridge Inventory dashboard refreshes, showing the list of cartridges
whose name matches the filter pattern.

Carridpe Inventery Sap 25, 008 Hul9EE AM EDT

-

Install Cartridge L —

= File on Lecal Compuien

! _Bowse_|

 File an Server |
¥ Enabls on install
Inghall C -]

Showing 1 - 3 of 3 Cartridges as of Sep 24, 2008 11:10:35 Rafrash

Filles by Carfrishe Hame [0 dows Aoralan o
Instaled Cartridges w  Clar l'lh¢rs.|

Halun Culeidge Hame = ewian

oM Wi 57,4

e irwioues St b 8.2,

EEE

AL ORI XF .24

ol sebect Al ebect Mans

To clear thefilters, click Clear Filters.
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The Cartridge Inventory dashboard refreshes, showing the list of all cartridges.

Cartridge Inventory Sep 25, 2008 10:19:48 &M ECT

Install Cartridge (1]

= File on Local Computer

| Browse... |

" File on Server |

W Enable on install

Install Cadridgel

Showing 1 - 12 of 12 Cartridges as of Sep 24, 2008 11:10:35 Refresh =
Filter by Cartridge Mame | o Give Tipe

Installed Cartridges > W

Flatus Cartridge Name & Version

[ Fali 5.2.4 =
] O5-hpachesvr 5.2.4

i 05 -AppMonitor 5.2.4

] O5-Common 5.2.4

i 05 -Hostpodel-Windows 5.2.4

] C5-LogFilter 5.2.4

i 05-Methonitor 5.2.4

] C5-CrlineHelp 5.2.4 |
i O5-SHMP 5.2.4

= OS-Webkanitor 5.2.4

[ Os-Wfindows_System 5.2.4

=

Uninstall Selected| Enable Selected| Disable SelectedlSelect All Select None

From here, you can proceed to any of the following procedures:

“Installing Cartridges’ on page 155
“Enabling Cartridges’ on page 157
“Disabling Cartridges’ on page 158
“Uninstalling Cartridges’ on page 159
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Installing Cartridges

Installation isthefirst step in adding a cartridge to the vFoglight Management Server. A
cartridge file has the extension .car. Installing the CAR file causes the Management
Server to be aware of al cartridgesin the CAR file.

Use the Cartridge Inventory dashboard to install asingle cartridge at atime. To install
multiple cartridges at the sametime, usethecartri dge: i nstal | command. For
complete information about this command, see the Command-Line Reference Guide.

You can only install those cartridges that are listed in your vFoglight license. Trying to
install anon-licensed cartridge resultsin error. For information on how to find out
whether your license includes a particular cartridge, see Chapter 2, “Viewing License
Capabilities’ on page 72.

A cartridge must also be enabled before it is added to the Management Server. You can
enable a cartridge upon or after installation. See “Enabling Cartridges’ on page 157 for
instructions on enabling cartridges after installation.

Toinstall a cartridge:

Note  This procedure continues from “Accessing the Cartridge Inventory Dashboard” on
page 150.

1 Inthe Cartridge Inventory dashboard, in the I nstall Cartridge area, complete one
of the following steps:

« If the CAR residesin alocation that you can access from your local computer,
specify the path and name of the CAR file.

Ensurethat the File on L ocal Computer option is selected. Click Browse and
navigate to the CAR file using the file browser that appears.

TheFileon Local Computer box refreshes, showing the full path to the CAR
file.

or

« If the CAR fileresides on the computer hosting the vFoglight Management
Server specify its path and name.

Select the File on Server option, and in the box to its right, type the path and
file name. The path should be relative to the vFoglight Management Server
installation directory.
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For example, if the name of the CAR fileis Virtual-VMware.car, and it resides
in the <vfoglight_home>/cartridge directory on the vFoglight Management
Server computer, in the File on Server box, type the following:

cartridge/Virtual -VMvare-5_2_ 3. car

2 Optional. To enable the cartridge immediately after itsinstallation, select the
Enable on install check box.

Alternatively, you can enable the cartridge at alater time. To do that, ensure that
the Enable on install check box is cleared, and follow the instructionsin
“Enabling Cartridges’ on page 157 after the cartridge installation.

3 Click Install Cartridge.

A status bar appears in the Cartridge Inventory dashboard, indicating the
installation progress.

Cartridge Irventory

Please wait while instaling ...

If the installation succeeds, a message appears in the upper-left corner of the
Install Cartridge area.

Cartridge Inventory

Inskall Cartridge @
Zartridoe has been installed successfully

4 Important. Inthelist of installed cartridges, in the upper-right corner, click
Refresh @ .

The list refreshes, showing the newly-installed cartridge.

Note  You can only install those cartridges that are listed in your vFoglight license. Trying
to install a non-licensed cartridge results in error. For information on how to find out
whether your license includes a particular cartridge, see Chapter 2, “Viewing
License Capabilities” on page 72.

5 Observethelist of installed cartridges.
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The Status column contain icons that indicate if a cartridge is enabled [,
enabled pending dependency iz, partially enabled [, or disabled

If you chose not to enable the cartridge immediately after the installation in step
2, you can do that at alater time. For instructions, see “Enabling Cartridges’ on
page 157.

From here, you can proceed to “Enabling Cartridges” on page 157.

Enabling Cartridges

Enabling a cartridge completes the process of adding it to the vFoglight Management
Server by making the cartridge’s components available for use by the Management
Server.

A cartridge can be in one of the following states:

Enabled

Enabled, pending dependency
Disabled

Partially enabled

Use the Enable Selected button on the Cartridge Inventory dashboard to enable one or
more cartridges, as outlined below.

To enable a cartridge:

Note

This procedure continues from “Installing Cartridges” on page 155.

1

In the Cartridge Inventory dashboard, select one or more disabled cartridgesin
the table that you want to enable.

The Status column contain icons that indicate if a cartridge is enabled [,
enabled pending dependency iz, partially enabled |, or disabled

Tip  To select multiple cartridges, press the CTRL or SHIFT key while selecting the rows
containing the cartridges that you want to enable.

Click the Enable Selected button at the bottom of the Cartridge Inventory
dashboard.

If the operation is successful, a message appears above the cartridge list.
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Requested operation was successfully completed

3 Inthe Cartridge Inventory dashboard, observe the Status column of the cartridges
that you enabled.

The Satus column of each newly-enabled cartridge contains an icon (i)
indicating that the operation was successful.

Disabling Cartridges
A cartridge can bein one of the following states:
* Enabled
» Enabled, pending dependency
» Disabled
* Partialy enabled

Disabling a cartridge causes its components to no longer be available for use by the
vFoglight Management Server. A disabled cartridge remainsinstalled on the
Management Server.

For example, you could disable a cartridge to temporarily disable its functionality but
keep the .car fileinstalled on the Management Server.

Note If you are installing a new version of a cartridge, vFoglight will detect and automatically
disable the older version.

Use the Disable Selected button on the Cartridge Inventory dashboard to disable one or
more cartridges, as outlined below.

To disable a cartridge:

Note This procedure continues from “Accessing the Cartridge Inventory Dashboard” on
page 150.

1 Inthe Cartridge Inventory dashboard, in the cartridge table, select one or more
enabled cartridges that you want to disable.
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The Satus column contain icons that indicate if a cartridgeis enabled |3,
enabled pending dependency iz, partially enabled [, or disabled

Tip  To select multiple cartridges, press the CTRL or SHIFT key while selecting the rows
containing the cartridges that you want to disable.

2 Click the Disable Selected button at the bottom of the Cartridge Inventory
dashboard.

The Cartridge Confirmation dialog box appears.

Cartridge Confirmation

Are you sure you want to disable the following cartridgels)?

lirtuak liviare Varsion. 5.2, 3}

[ oK l I Cancel ‘

Thelist of cartridges that appears in the Cartridge Confirmation dialog box
reflects your cartridge selection.

3 Inthe Cartridge Confirmation dialog box, click OK.

The Cartridge Confirmation dialog box closes. If the operation is successful, a
message appears above the cartridge list.

Requested operation was successfully completed

4 Inthe Cartridge Inventory dashboard, observe the Status column of the cartridges
that you disabled.

The Satus column of each newly-disabled cartridge contains an icon ()
indicating that the operation was successful.

Uninstalling Cartridges

Uningtalling a cartridge removes the files for that cartridge from the directory for the
vFoglight Management Server.
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A CAR file can contain multiple cartridges. When you remove all of the cartridges that
comeinaCAR file, the CAR file will be deleted.

Caution

If you remove a cartridge while the agents that were included in that cartridge are
deployed and actively collecting data, it can cause communication problems between
the agents and the vFoglight Management Server.

For example, the agents may not be able to connect to the Management Server. If they
are still able to connect, the Management Server will likely not be able to recognize the
data that they send.

To remove a cartridge:

Note

This procedure continues from “Disabling Cartridges” on page 158.

1 Inthe Cartridge Inventory dashboard, select one or more cartridges that you want
to remove.

The Satus column contain icons that indicate if a cartridge is enabled |3,
enabled pending dependency gz, partially enabled |, or disabled

Tip  To select multiple cartridges, press the CTRL or SHIFT key while selecting the rows

containing the cartridges that you want to remove.

2 Click the Uninstall Selected button in the lower-left corner of the Cartridge
Inventory dashboard.

The Cartridge Confirmation dialog box appears.

Cartridge Confirmation

Are you sure you wank bo uninstall the Following cartridges?

Vitwalk lvare Varsmn. 5.2, 3}

I oK ] [ Cancel ]

Thelist of cartridges that appears in the Cartridge Confirmation dialog box
reflects your cartridge selection.
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3 Inthe Cartridge Confirmation dialog box, click OK.

The Cartridge Confirmation dialog box closes. If the operation is successful, a
message appears above the cartridge list.

Requested operation was successfully completed

4 Inthe Cartridge Inventory dashboard, observe the list of cartridges.
The cartridges that you removed no longer appear in the list.

Downloading Agent Components

There are two types of agent components that you can download using this dashboard:

» Executable agent installers. Some cartridges include one or more executable
agent installers. The agent installers that are available for download are listed on
the Components for Download dashboard. You can use the controls on this page
to download agent installers from the Management Server to a remote machine.
Caution Read and follow any documentation provided with the agent installers.

» Agent packages. Other types of cartridges include agent packages that can be
deployed and activated using the Agent Status dashboard. For more information
about agent management in the Administration module, see “Managing Agents’
on page 165.

Use the Components for Download dashboard to view information about existing
components and to download them. For more information on how to use the Cartridge
Inventory dashboard, refer to the following sections:

» “Accessing the Cartridge Inventory Dashboard” on page 150
« “Downloading Components’ on page 163

Accessing the Components for Download Dashboard

The Components for Download dashboard allows you to view information about
existing components and to download them.
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To download agent components:

Note

This procedure continues from “Getting Started with the Administration Module” on page 32.

1

Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the left.

On the navigation panel, under Dashboar ds, choose Administration >
Cartridges > Components for Download.

The Components for Download dashboard appearsin the display area, showing a
list of agent components that are available for download.

Compenents lor Oovmlaad ban . 200 R3O0 M 5T

Companents for Download @Shwiny -1 of 1 files as of Jan 02, 2009 12:08:46 Refrah &

Filter lyy Hame I Cariridge Hame [ Compbaent Hame

ot | sechitctare | incalles Type | Mareil Instabies v | ClearFikers

Hame & Cartridge Hame Camponent Name 05 Architecture o
rtus VMBI ASEE  irtual-hware AW Installer windows o
Select All

If the row containing an agent installer shows the Manual Installer icon (%)) in

the Manual Installer column (%), this indicates that you need to run the agent
installer manually on the monitored host after downloading it to the monitored
host. For complete information on how to manually install an agent component,
see your cartridge documentation.

Newly-installed cartridges. In the Components for Download list, in the upper-
right corner, click |refresh =/,

Thelist of components refreshes, showing any components that come with
newly-installed cartridges that are available for download.

View information about one or more agent components.

Move the mouse pointer over the Name column in the row containing the
component about which you want to view information.

A dwell appears, showing the component information.



Managing Cartridges 163
Downloading Agent Components

Name: Yirtual Whware Agent(version:5.2.3)

File Name: setup exe

Cartridge Name: Yirtual-YMwareVersion:5.2.3)
Component Name: Vi Installer®ersion:5.2.3)
0S: windowsWersion: MAA)

Architecture: M4

Installer Locale: N/4

Installer Type: Manual Installer

5 To sort thelist of components, click any of the Name, Cartridge Name,
Component Name, OS, Architecture, or the Manual Installer icon (%) column
headings as required.

6 Tofilter thelist of cartridges, use one or more of the following boxes above the
component table:

* Name: Type the component name for which you want to filter.

e Cartridge Name: Type the cartridge name for which you want to filter.

¢ Component Name: Type the component name for which you want to filter.

¢ OS: Type the OS name for which you want to filter.

« Architecture: Type the architecture name for which you want to filter.

e Installer Type: Click and select All Installersor Manual Installers as
required.

For example, to list only the agent components that can be installed on monitored

hosts that are running AlX, in the OS box, type ai x.

The Components for Download dashboard refreshes, showing the list of
components whose name matches the filter pattern.

To clear thefilters, click Clear Filters.

The Components for Download dashboard list refreshes, showing thelist of all
components.

From here, you can proceed to “ Downloading Components’ on page 163.

Downloading Components

Use the Name column on the Components for Download dashboard to download agent
components, as outlined bel ow.
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To download an agent component:

Note  This procedure continues from “Accessing the Components for Download Dashboard” on
page 161.

1 Inthe Components for Download dashboard, click the Name column of the row
containing the agent component that you want to download.

Your Web browser displays a dialog box that allows you to open or save the
support bundle.

Opening O5Cartridge-Agent-WindowsZP-5 2 4 spai

‘fou have chosen to open
0SCartridge-Agent-WindowsXP-5_2_4.spar

which is a1 SPAR file
from: http:/flocalhost: 5050

What should Firefox do with this File?

T Qpen with Browse. .. |

[ Do this automatically For Files like this Fram now on.

oK I Cancel

Note The appearance of the above dialog may be different, depending on the type and
version of your Web browser.

2 Savethefileto disk.



Managing Agents

This chapter introduces you to vFoglight agents and provides information on how to
install and manage them. It contains the following sections:

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

This chapter contains the following sections:

ADOUL VFOGIGNT AGENES .ot en s 166
Managing Agent ProPErtieS DY TYPE ..ot sss s esesssnns 167
Assigning Blackouts t0 AGENt INSANCES.........coceereiriiiiiieriessssss e aesns 179
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About vFoglight Agents

A vFoglight agent monitors a specific part of your environment, such asa
Virtual Center, application, or server.

There are two categories of agents: agents that run remotely (on a monitored host) and
touchless agents, which monitor remote systems from within the vFoglight
Management Server.

Each cartridge that you install on the vFoglight Management Server includes one or
more agent types. When you install acartridge and deploy its agent package that include
those types to one or more monitored hosts, you can create agent instances and initiate
their data collection.

Agents collect data from your monitored environment and send it to the Management
Server. Agents can monitor the availability and performance of network services,
operating systems, log files, file systems, disk space and utilization, top processes,
custom applications, application servers, and Web servers. vFoglight also includes
internal agents that monitor vFoglight components and services.

Note In vFoglight, the vFoglight Agent Manager is used to manage agent instances and their
communication with the vFoglight Management Server. Some monitoring environments use
the vFoglight Client, which is an older version of the agent manager. While vFoglight
supports both types of agent managers, some commands and dashboards may display
slightly different type of information. This chapter contains samples of command-line output
and screen captures that illustrate a monitoring environment that uses the vFoglight Agent
Manager. For information on those interfaces in environments that use the vFoglight Client,
see “Appendix: vFoglight Client Reference” on page 497.
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Managing Agent Properties by Type

When an agent connects to the vFoglight Management Server, it is provided with sets of
properties that it uses to configure its correct running state. viFoglight stores agent
properties in the vFoglight Management Server. Any passwords that are defined in
agent properties, and stored in the database, are encrypted. This feature is useful in
situations when a database password is defined in agent properties, you have different
types of databases and their administratorsin your environment, such as the vFoglight
database and a production database. Having a database password encrypted prevents
those database administrators that do not interface with vFoglight from accessing the
vFoglight database.

Default versions of these properties are installed with the cartridge in which the agents
areincluded. You can edit the default properties, create sets of properties that apply
only to a specific agent instance, and create edited clones of property sets that are used
by a subset of the agents of a certain type.

There are two types of agent properties:

« Primary. They areincluded in the agent component and their settings can be
specific to the agent type or the agent instance. Each agent comes with a set type-
specific properties. You can edit them for a particular agent instance, leave them
unchanged, or apply their settings to all agent instances of the same type. If you
do not change agent properties for an instance, vFoglight uses the default
properties that come with that agent type.

» Secondary. They areinlist form. The value of each secondary property can be set
to one or more lists. You will recognize a list-based property by the Edit and
Clone buttons that appear next to it.

Application/Process List | AppListFile |v

List property

Lists that come with an agent type are type-specific and as such global in nature,
which means that any changes to them affect all instances of that agent type. To

override this behavior, you can create an instance-specific list by cloning aglobal
list and assigning the cloned list to one or more agent instances. Any changesto

thislist affect only those agent instances to which the list is assigned.

Examples of situationsin which you may want to clone alist include the
following scenarios:
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« Youwant aset of default agent properties to use different lists at different
times. For example, you may want to create a clone of alist and configureit to
have different settings during testing.

¢ You want to use lists with different settings in different agent instances.

You can view and edit type-specific agent properties using the Agent Properties
dashboard. For complete information, refer to the following sections:

Note If you remove an agent after deploying it, its properties will be unavailable in the Agent
Properties dashboard.

Accessing the Agent Properties Dashboard

Usethe Agent Properties dashboard to view and edit type-specific agent properties, both
primary and secondary.

To access the Agent Properties dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Agents>
Agent Properties.

The Agent Properties dashboard appears in the display area.
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pET— T ——
P
it
Namespace pane Types pane Agent pane List pane

Note For a sample screen capture of this dashboard in a monitoring environment that
uses the vFoglight Client, see “Agent Properties dashboard” on page 501.

The Agent Properties dashboard contains three panes:

* Namespace: Contains alist of vFoglight adapters that allow the agent to
communicate with the vFoglight Management Server. The mgjority of
vFoglight agents use the vFoglight Agent Manager and the SPI adapter. Other
agents come with their own agent adapter. For example, the Java EE cartridge
has its own agent adapter.

e Types: Lists agent types for a selected agent adapter.
Note This pane is initially blank.
* Agent: Liststype-specific agent properties for a selected agent type.
Note  This pane is initially blank.
e List: Showslist entries when editing a secondary property.
Note This pane is initially blank.
Select an agent adapter.
In the Agent Properties dashboard, in the Adapter pane, click an agent adapter.

The Types pane refreshes, showing the agent types that use the selected agent
adapter to communicate with the vFoglight Management Server.
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Ageat Propertien Ml 10, 000 50022 B EDT

Agent Proparties T

Typus = fedect a type

LR SPiMetwork

Fgliht  ApacheSvr
Apphonitor
‘Windows_System
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4 Select an agent type.

In the Agent Properties dashboard, in the Type pane, click an agent type.

The Agent pane refreshes, showing the agent properties for the selected agent
type.

Agand Bragtie Jal B, 004 T W22 PN EDT
T opiontir_________|
T -~ Cotet
FguM  Apachaivr Samphe Fraquescy fecend) [0

Apphienitar Uise Quick Check © Trus @ False

Witdows_Syitem Quick Check Tame 50

LogF itter Cutabuie

HetMonitor Prage Dt after [Apghloritce PurgeDeys Uit = B | [Clone. |

S Process List

webhionitor Appication®racens Lint [ApplinFie ] Ede | Glona_ |

5 Observe agent properties.

A list-based property has the Edit and Clone buttons to its right.
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Application/Process List | AppListFile |+

List property

A primary property appears as a box or an option.

sample Frequency {seconds) 300

Primary properties

Use Quick Check () True &) False

Quick Check Time |60

For complete information about any agent properties that appear in the Agent
pane, refer to your cartridge documentation.

Editing Type-Specific Agent Properties

The Agent pane of the Agent Properties dashboard contains simple (primary) properties
and list-based properties.

Application/Process List | AppListFile |+

List property

Sample Frequency {seconds} 300

Use Quick Check (7 True 3)False Primary properties

Quick Check Time &0

For more information on agent propertiesin vFoglight, see“Managing Agent Properties
by Type’ on page 167.
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You can edit aprimary property simply by specifying the desired value or option for the
selected agent type. Editing list-based propertiesis somewhat different in that it allows
you to either edit an existing list, or copy alist and make editsto it.

For instructions on how to edit agent properties, see the following sections:

Editing primary type-specific properties

Use the Agent pane of the Agent Properties dashboard to edit primary type-specific
properties, as outlined bel ow.

To edit a primary type-specific property:

Note  This procedure continues from “Accessing the Agent Properties Dashboard” on page 168.

1 Inthe Agent Properties dashboard, in the Agent pane, locate the primary property
that you want to edit.

Note Use caution when modifying type-specific agent properties, as these settings can
apply to multiple agents.

A primary property appears as a box or an option.

sample Frequency {seconds) 300

Use Quick Check () True (&) False —— Primary properties

Quick Check Time |50

2 Edit the property as required.
Note All text boxes on the Agent Properties dashboard have a limit of 64 characters.

The name and value of the edited property appears red on the Agent paneto
indicate the change. Additionally, a Save button appearsin the lower-right corner
of the Agent pane.
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Colkection Rate

Samphs Frequency fsecomdsh [i00

ke Quick Check © Trug & False

Gubck Check Time I"_

Database

Purge [ata afver '-‘\annmlnr PurgnDieys_List j M Clong.
Procass Lisk

Application/Process List | Applisiile =| Edil. L“lunu_l

Detail Precess Infe & True © Fabe

3 Click the Save button.
The Agent pane refreshes.

Cloning lists in secondary properties

Each secondary property can have one or more liststo which it can be set. Cloning alist
alows you to create multiple instances of the same list and assign them to different
agent instances as required. Thistype of configuration creates potentially instance-
specific lists, overriding the default behavior of listsin which they are shared amongst
agent instances.

When you clone alist, its selection of rows and fields remains unchanged. You can alter
itif required at alater time. For more information, see “Editing listsin secondary
properties’ on page 174.

Use the Clone button on the Agent pane to clone lists that are assigned to secondary
agent properties, as outlined below.

To clone a secondary property:

Note This procedure continues from “Accessing the Agent Properties Dashboard” on page 168.

1 Inthe Agent Properties dashboard, in the Agent pane, locate the secondary
property that you want to clone.

2 Click the Clone button to the right of the box that contains the property value.
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3

A dialog box appears.

Clone name: |AppMonitar_Purgebays_

In the dialog box, in the Clone name box, specify the name of the cloned list
either by editing the value that appears.

Asyou edit the list name, a Clone button appears in the dialog box to the left of
the Cancel button.

Clone name: lonitar_Purgebays_List?

P
Clone I Cancel
—

Click the Clone button that appears to the |eft of the Cancel button in the dialog
box.

The dialog box closes and the secondary property refreshes, with its value set to
the newly-cloned list. The property name and list name appear red in the Agent
paneto indicate the change.

Purge Data after EAppMunitur PurgeDays List2? 1V|

Save your changes to the agent properties.
In the Agent pane, in the lower-right corner, click the Save button.
The Agent pane refreshes.

Editing lists in secondary properties

Editing alist involves changing the value of its entries, adding new entries, or deleting
existing ones. This feature is useful in situations when you clone alist and need to use
itsmodified clonesin certain agent configurations.
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Use this type of approach when you want to use different lists at different times, or to
assign different versions of the same list to agent instances of the same agent type.

Use the Edit button on the Agent pane to edit lists that are assigned to secondary agent
properties, as outlined bel ow.

Caution Changes made to lists can affect multiple agents.

To edit a list for a secondary property:

Note  This procedure continues from “Accessing the Agent Properties Dashboard” on page 168.

1 Inthe Agent Properties dashboard, in the Agent pane, locate the secondary
property that you want to edit.

2 Click the Edit button to the right of the box that contains the property value.

Caution Secondary agent properties can apply to multiple agents. If you want to edit a
cloned list that is instance-specific, ensure that you select that list in the property
box before clicking the Edit button.

The List pane refreshes, showing the contents of the selected list.

AppMonitor_PurgeDays_List2

mﬁgﬁgﬁ,‘rﬁﬁ;& iy Purge Days

AgentMsags 13

Appdiyailability {14
fpplicationTokals =]
ProcessDekail 14
ProcessTotals 14

3 Toedit an entry in the list, complete the following steps.
a Double-click the row containing that entry.

A dialog box appears.
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| Foglight Table [Event_og

|Sample Frequency IBDD

Cancell

Note The appearance of the dialog box depends on the nature and complexity of the
list entry.

Note All text boxes have a limit of 64 characters.
Edit the entry in the dialog box and click the OK button that appears.

Asyou edit the list entry, its name and value appear red in the dialog box to
indicate the change.

Sample Frequency |35EI

To save your changes, click the Save button that appearsin the dialog box.

The dialog box closes and the List pane refreshes, showing the newly-edited
value.

4 To add arow to thelist, complete the following steps.

a IntheList pane, click the Add new row button in the lower-right corner.

A dialog box appears.

Foglight Table |

Sample Frequency ||J
Savel Canc:ell

Note The appearance of the dialog box depends on the nature and complexity of the
list entry.

Edit the entry in the dialog box.

Asyou edit the list entry, its name and value appear red in the dialog box to
indicate the change.
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Sample Frequency |35III

¢ To saveyour changes, click the Save button that appears in the dialog box.

The dialog box closes and the List pane refreshes, showing the newly-added
entry.

5 To delete one or more rows from the list, compl ete the following steps.

a IntheList pane, select the rows containing the entries that you want to delete
from thelist.

To select multiple entries, press the CTRL key while clicking rows.
b Click the Delete selected row(s) button that appears in the lower-right corner.

The newly-deleted rows are removed from the list.

Removing cloned lists from secondary properties

Use the Remove button on the Agent pane to delete lists that are assigned to secondary
agent properties, as outlined below.

You can only remove cloned lists. Any lists that are included with vFoglight cannot be
deleted.

To delete a secondary property:

Note  This procedure continues from “Accessing the Agent Properties Dashboard” on page 168.

1 Inthe Agent Properties dashboard, in the Agent pane, locate the list that you want
to delete.

In the Agent pane, the Remove button appears to the right of the Clone button,
indicating that the selected list is cloned and can be removed.

Purge Data after |Apphonitor PurgeDeys, List? LI Edit___l CIDne...d’P‘emuveTﬁ

2 Click Remove.

Caution Secondary agent properties can apply to multiple agents. If you want to edit a
cloned list that is instance-specific, ensure that you select that list in the property
box before clicking the Edit button.
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A message box appears, asking you to confirm the delete operation.

Delete AppMonitor_Purgelays_List2 ? |

3 Click Removein the message box.

The message box closes and thelist isremoved from the collection of liststhat are
availablefor selection from the secondary property. The property from which you
removed the secondary list appears red, indicating unsaved edits.

Purge Data after |AppMDnitDr_PurgeDays_List _'j

4 Saveyour changes to the agent properties.
In the Agent pane, in the lower-right corner, click the Save button.
The Agent pane refreshes.
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Assigning Blackouts to Agent Instances

A schedule defines a period of time during which an action occurs. Blackout schedules
prevent agents from collecting data. You can use an existing schedule or create another
one if required. For more information about schedules, see Chapter 8, “Using
Schedules’ on page 395.

An agent blackout is a scheduled event during which the agent does not collect data for
set intervals. For example, you might want to set the times when regularly scheduled
maintenance is performed on a server as the blackout period for the agents that run on
that server.

Use the Agent Blackouts dashboard to manage agent blackouts.

To manage agent blackouts:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Agents>
Agent Blackouts.

The Agent Blackouts dashboard appears in the display area, listing all agent

instances.

Agesd Elackoula Rl LU, 2006 540735 A EDT
Agent Blackouls ¥ Shiwing 1 - 4 of 4 blackouts as of Jd 11, 2008 09:07:43 Eelresh
Filler by Hasiname |— Agent Hume !—

Type I— schaduls Hame I— :1?1:nr1'|II|:r::|

e Hattnsme agent Mams Ty schedule tame

17 toed 12991 prad. quist.corp By Windws_ Whinclows_ Mo =
19 toed 12991 prad. quist.oorp by _LogFilter_ LogFilter Mo

20 torA 2991 prod. quest.corp My _Apachesv ApacheSvi Hone

2 tomdA 2991 prod. quest.corp by _sppionit apphionits Hons

A zgior J: -!:ﬂrrtnﬂ'l febedd Hone
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3 Tosort thelist by their ID, host name, instance name, agent type, or schedule
name, click the 1D, Hostname, Agent Name, Type, or Schedule Name column
headings as required.

4 Tofilter thelist of agents by the host name, instance name, agent type, or
schedule name, use the Hostname, Agent Name, Type, or Schedule Name
boxes at the top of the Agent Blackouts list.

For example, to list only the hosts whose agent type contains “Windows’, in the
Type box, type W ndows.

The Agent Blackouts list refreshes, showing the agent instances whose name
matches the filter pattern.

Agesd Elackoula R L1, 203 507 35 AMEDT

Agpenl Blickouls 1] Sharwiing 1 - 1 of 1 bleckouls as of Jd 11, 2008 09:07:43 Eelresh

Filler by Hosiname | Agent Hame F‘v_kl'lnduﬂ
Type scheduls Hame Cleear Filloers

e Hettname Agent Mams  Type Schedule Hame

17 et 1 2991 prod. quest.corp By _Winders_ Whindoss_ Hono

Az FIInrJ-cnl.l'IISrh-rr all Salect Hone

To clear thefilters, click Clear Filters.
The Agent Blackouts dashboard refreshes, showing the list of al agents.
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Agesd Elackoula R LY, 203 507 35 AMEDT
Agpenl Blekouls (1] Shurwiing 1 - 4 of 4 bleckouls as of 2l 11, 2008 09:07:43 Fefresh &
Filter by Hastname I— Agent Hame I—
| B T
[P Hettname Agent Mame  Type schedule Hame

17 et 12991 prod. quest.corp By Windiers_ Whindoss_ Hon =
19 tord 12991 prod. quest.corp by LogFilter_ LogFilter Mo
20 tori 2991 . prod. quest.corp My _Apachesy Apachesvi None
2 tomdA 2991 . prod. quest.corp by _sppionit Apphianit Hone
j
Azaign Blockout | Select all febed Hone

To clear thefilters, click Clear Filters.
5 Assign or remove a blackout schedule for an agent.
a Select the row containing that agent.
b Click the Assign Blackout button at the bottom.
The Selected Agents dialog box appears.

B sy wtindows_System_Agent

Schedule |

Apphy | Canu:ell

¢ Choose a blackout schedule for the selected agent.
Click Schedule.
A list of al available schedul es appears.



182 vFoglight
Administration and Configuration Guide

Maone o
Daily Database
Maintenance

Beginning of the maonth
Beginning of the week
Beginning of the day

First day of maonth

First day of week hd|

The list reflects the entries in Manage Schedul es dashboard. For more
information, see “Managing Schedules’ on page 397.

To remove a schedule, select Nonein thelist.

To assign a schedule, select any other entry in thelist, as required. For
example, to black out the selected agent on the first day of each month, select
First day of month.

6 Click Apply.

The Selected Agents dialog box closes and the Agent Blackouts dashboard
refreshes, showing the schedule assignment in the Schedule Name column.

Agesd Elackoula R L8, 203 50735 AMEDT

Agpenl Blickouls 1] Shirwiing 1 - 4 ol 4 bleckouls as of Jd 11, 2008 0%:37:20 Eelresh
fierbyHosname | 000 AqemiMame |
Type I— scheduls Hame I— Cleear Filloers

e Hettname Agent Mams  Type Schedule Hame

17 Lord 29391 prod. quest.corp o _Wlindonwes Wincows_ First dag of month =
19 tord 12991 prod. quest.corp by LogFilter_ LogFilter  Mone

20 om0 2991 . prod. quest.corp My _Apachesy Apachesvi Nong

i | tomdA 2991 . prod. quest.corp by sppionit Apphianit Hong

7]

Azzinn Blacknu |Select all Sebect Hone
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Working with vFoglight Rules and
Registry

This chapter introduces you to vFoglight rules and registry and provides information on
how to create and manage these entities. It contains the following sections:

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

This chapter contains the following sections:

About Rules, Registry, and Topology in VFOGIGhL ............ccceeiiiiriieicccssess s 184
Working with vFoglight Registry Variables ... 184
WOPKING WItN RUIBS ...ttt sttt en s 223
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About Rules, Registry, and Topology in vFoglight

vFoglight collects data about your system and dynamically builds topology models at
run-time. A topology model organizes the datain away that represents the logical and
physical relationship between itemsin your monitored environment and provides the
context for the collected metrics. Each topology model includes one or more topology
types, and each type has an associated set of metrics. Topology objects are instances of a
topology type. For example, a Host model may contain Processor, Host, and Memory
topol ogy types; a specific CPU would be an instance of the Processor topology type. For
more information on data and topology models, see Chapter 7, “Working with Data” on
page 327.

A registry variable can have aglobal value that is availableto al topology types and
objects as well as multiple values that are associated with specific topology types or
objects. If required, these values can be configured to change at certain times. For more
information, see “Working with vFoglight Registry Variables’ on page 184.

A ruleisassociated with atopology type and can be configured to run against specific
topology objects. Rule definitions can include registry variables, raw metrics, derived
metrics, and topology object properties. At run-time, vFoglight creates topology objects
and initiates rules to run against these objects, using registry variables, metrics, and
object properties as thresholds for alarm generation, as specified in rule definitions. For
more information, see “Working with Rules’ on page 223.

Working with vFoglight Registry Variables

vFoglight registry variables can be used in rule conditions, expressions, and actions.
They are stored in the vFoglight registry. A registry variable can have aglobal value that
isavailableto all topology types and objects. It can also have multiple additional values
associated with specific topology types or objects, or calendar dates. In addition, these
values can be configured to change at certain times.

You create new registry variables, assign values to registry variables, and manage
registry variables using the dashboards that come with the Administration module.
Because registry variables can have multiple values that are tied to the topology or
dates, you can see verify their values and see how they are affected by these parameters.

For complete information, see the following sections:
* “Managing Registry Variables’ on page 185
» “Creating Registry Variables’ on page 195



Working with vFoglight Rules and Registry 185
Working with vFoglight Registry Variables

» “Editing Registry Variables’ on page 200

* “Viewing Registry Values’ on page 209

» “Example: Assigning Multiple Valuesto a Registry Variable” on page 216
« “Example: Using Performance Calendars’ on page 216

» “Example: Assigning Host-Specific Email Addresses of vFoglight System
Administrators’ on page 217

Managing Registry Variables

The Manage Registry Variables dashboard allows you to create new registry variables,
assign values to registry variables, and manage registry variables. For complete
information, see the following sections:

« “Working with vFoglight Registry Variables’ on page 184

» “Accessing the Manage Registry Variables dashboard” on page 185
» “Editing permissions of registry variables’ on page 188

» “Copying registry variables’ on page 191

» “Deleting registry variables’ on page 193

* “Viewing and editing variable definitions” on page 194

Accessing the Manage Registry Variables dashboard

The Manage Registry Variables dashboard includes alist of the registry variables that
exist in your monitoring environment and includes an interface for adding and deleting
registry variables.

To access the Manage Registry Variables dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the | eft.

2 Onthe navigation panel, under Dashboards, choose Administration > Rules &
Notifications > Manage Registry Variables.

The Manage Registry Variables dashboard appearsin the display area.
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3 To sort thelist of variables by their name or type, click the Variable Name or
Type column headings as required.

4 Optional. Filter thelist of variables.

L]

To show only the variables whose name matches atext pattern, type that
pattern into the Variable Name box at the top of the list.

The Manage Registry Variables dashboard refreshes, showing only the
variables whose name matches the text pattern.

To show only the variables that are associated with specific topology types,
click By Topology at the top of the list and select the topology type for which
you want to filter from the list that appears.

The Manage Registry Variables dashboard refreshes, showing only the
variables that have one or more values scoped to the selected topology type.

To show only the variables that have a global default value set, click By
Global Default and select Defined from the list that appears.

The Manage Registry Variables dashboard refreshes, showing only the
variables that have a global default value.

To show only the variablesthat do not have aglobal default value set, click By
Global Default and select Undefined from the list that appears.
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The Manage Registry Variables dashboard refreshes, showing only the
variables that do not have a global default value.

« To show only the variables that come with a specific cartridge, in the By
Cartridge box, type the cartridge name.

The Manage Registry Variables dashboard refreshes, showing only the
variables that come with the cartridge whose name that matches the
expression.

¢ To clear thefilters, click Clear Filters.

The Manage Registry Variables dashboard refreshes, showing the list of all
variables.
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From here, you can proceed to any of the following procedures:
« “Editing permissions of registry variables’ on page 188
e “Copying registry variables’ on page 191
« “Deleting registry variables’ on page 193
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* “Viewing and editing variable definitions’ on page 194

Editing permissions of registry variables

vFoglight allows you to control access to registry variables. For each variable you can
grant or deny read, write, or control access to roles or users. For more information about
security conceptsin vFoglight, see Chapter 3, “Managing Users and Security” on

page 105.

vFoglight employs the following behavior when it comes to permissions for registry
variables:

 If no one has a permission to the registry variable, everyone has a permission.

 If one has a permission to the registry variable, others with undefined permission
do not have any permission.

» Fina permission is based on acombination of therole, user, and registry variable
defined on the server side.

Use the Edit Permissions button (i) on the Manage Registry Variables dashboard to
navigate to the Edit Permissions for Registry Variable area, that allows you to add or
edit permissionsto roles and users, as outlined below. The Edit Permissions for Registry
Variable area contains two tables that show the permissions for each vFoglight user or
role.

Permission granted

|
S F ” Permission denied

L s

——— Permissions not assigned

2 Mok assigned

To add permissions for a registry variable;

Note  This procedure continues from “Accessing the Manage Registry Variables dashboard” on
page 185.

1 Inthe Manage Registry Variables dashboard, in the row containing the variable
whose permissions you want to edit, click the Edit Permissions for Registry

Variable button ().
The Edit Permissions for Registry Variable area appears in the display area.
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2 To add permissions to a variable, complete the following steps.

a Click therole or user to which you want to assign permissions.

Tip The Not Assigned icons in the Permissions columns indicate that the role has no
permissions assigned to it.

The Add Role Permission or Add User Permission dialog box appears.
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Add Role Permission
Role Name: Advanced Operator
[vFead

[whnrite
[#IControl

Add User Permission
User Name: demo
[vRead

[#hrite

[#IControl

b Inthedialog box that appears, use the Read, Write, and Control check boxes
to assign permissions as required, and click Save.

The dialog box closes and the selected entry refreshes, showing three check
marksin the Permission columns, one for each of the read, write, and control

permissions.

‘ Permission granted

\— Permission denied

3 To edit or delete permissions for a variable, complete the following steps.

a Click the role or user whose permissions you want to edit.

Tip  Three check marks in the Permissions columns indicate that the role already has

permissions assigned to it.

The Edit Role Permission or Edit User Permission dialog box appears.
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Edit Role Permission Edit User Permission
Role Name: Administrator User Name: administrator
[vRead [“Read
(SEdiff[whirite (S Edif][#Mirite
[¥IZontrol [“iContral
(CDelete (_Delete
o)

b To edit the permissions, ensure that the Edit option is selected and use the
Read, Write, and Control check boxes as required.

To delete the permissions, select the Delete option.
¢ Click Save.

The dialog box closes and the selected entry refreshes, showing the newly-
edited permissions.
Copying registry variables

Use the Copy Registry Variable button on the Manage Registry Variables dashboard to
copy aregistry variable, as outlined below.

To copy aregistry variable:

Note This procedure continues from “Accessing the Manage Registry Variables dashboard” on
page 185.

1 Inthe Manage Registry Variables dashboard, in the row containing the variable
that you want to copy, click the Copy Registry Variable button ([.).

The Copy Registry Variable dialog box appears.
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Copy Registry Yariable *

Are you sure you want ko save a copy of the selected registry
wariable (CPUFatali?

[ QK ] [ Cancel ]

2 Inthe Copy Registry Variable dialog box, click OK.

The Copy Registry Variable dialog box closes and another dialog box appears,
asking you to specify the name of the destination variable.

Copy Registry Variable bt

Please select a new registry variable name

[ ok [ cocel |

3 Typethe name of the variable and click OK.
Note  You must use a unique name.

The dialog box closes and the Edit Registry Variable pane appearsin the display
area.
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If required, edit the newly-copied variable.
For more information, see “Editing Registry Variables’ on page 200.

Deleting registry variables

Use the Delete Selected button on the Manage Registry Variables dashboard to delete a
registry variable, as outlined below.

When a registry variable is deleted, all references to that variable in rule conditions and
expressions become invalid. This may cause the rule to fail to evaluate. If this occurs, you
must manually modify the rule condition or expression.

To delete a registry variable:

This procedure continues from “Accessing the Manage Registry Variables dashboard” on

page 185.
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1 Inthe Manage Registry Variables dashboard, select the row containing the
variable that you want to delete.

2 Click the Delete Selected button at the bottom.
The Registry Variable Confirmation dialog box appears.

Registry Yariable Confirmation %

Are vou sure you want ko delete the following wvariableds)?

rests

[ oK ] [ Cancel ]

3 Inthe Registry Variable Confirmation dialog box, click OK.
The Registry Variable Confirmation dialog box closes.

4 Observe the Manage Registry Variables dashboard.
The newly-deleted variable no longer showsin the list.

Viewing and editing variable definitions

To view or edit variable definitions:

Note  This procedure continues from “Accessing the Manage Registry Variables dashboard” on
page 185.

1 Inthe Manage Registry Variables dashboard, click the Variable Name column of
the row containing the variable whose definitions you want to view.

The Edit Registry Variable view appearsin the display area.
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2 Observe the variable definitions.
3 Edit the variableif required.
For complete instructions, see “ Specifying values’ on page 201.

Creating Registry Variables

vFoglight allows you to create registry variables using the Create Registry Variable
dashboard. You can access this dashboard from the navigation panel, or through the
Manage Registry Variables dashboard.

To create a registry variable:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.
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2 Open the Create Registry Variable dashboard by completing one of the following
steps:

¢ Onthe navigation panel, under Dashboar ds, choose Administration > Rules
& Notifications > Manage Registry Variables.

In the Manage Registry Variables dashboard that appearsin the display area,
click the Add Variable button in the lower-left corner.

or

¢ Onthenavigation panel, under Dashboar ds, choose Administration > Rules
& Notifications > Create Registry Variable.

The Create Registry Variable dashboard appears in the display area.

Create Registry Yariable Apr 23, 2008 11:13:58 PM EDT
Create Reqistry Wariable Reqistry VYariahle Added

Step 1 Create Registry Yariable @

Registry Yariable Mame:

Description/Comments:

Registry Yalue Type:

3 Specify the name, description, and data type for the variable using the following
boxes:

* Registry Variable Name: The name of the variable.

Note The registry variable name cannot be longer than two hundred and fifty (250)
characters and cannot be the same as the name of an existing registry variable.

In addition, the name cannot be changed once the registry variable has been
added. This is because registry variables are referred to by their names in rule
conditions and expressions and changing them would invalidate these
references. However, you can copy a registry variable and give the copy a
different name.
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Description/Comments: Any comments about the variable or its usage.
Registry Value Type: The datatype of the variable. There are 6 possible data

types to which avariable can be set, aslisted below.

Note The registry variable type cannot be changed once the registry variable has been

added.

Registry Value  Description Example
Type
Boolean A booleanvalue: t rue or f al se. true
String A text string. This
nessage was
gener at ed
by
vFogl i ght.
Integer An integer value between -23! and 6825
231 -1. For example, valid values
include 235 and - 10000.
Double A decimal value. For example, valid  95.0

valuesinclude 34. 1234, 35e3
(meaning 35,000.0) or 1. 2E- 2
(meaning 0.012).
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Registry Value  Description Example

Type

Timestamp Contains a date and time. For 2008- 08- 10
23:15:16.0

example, valid values include 06/
12/ 06, 2006- 06- 21 15: 30: 21. 0,
June 7, 2006 3:08:21 PM
Invalid date or time formats cannot be
saved to the database and any
attempts to save them result in an
error. If thetime is not provided, or
the values are invalid, vFoglight
treats the time as midnight.

Prior to saving the value of a
Timestamp variable, vFoglight
convertsit to the following format:
yyyy-mm dd hh: mm ss. ds

Once the value is converted,
vFoglight storesit in the database.
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Registry Value  Description Example
Type

PasswordValue A password value. Prior to storingthe denp123
value of the PasswordValue datatype
in the registry, vFoglight encrypts it
and saves the encrypted value in the
database. Thisis useful in cases
where you need to secure password
values when passing it to command
or remote command actions.

For example, you create aregistry
variable of the PasswordValue type,
MyPasswor d, and set its value to
denp123. vFoglight encrypts the
registry value, then stores it
encrypted in the database (for
example, 43- 119- 184- 240- 170-
150-124-218- 30- 112- 216- 76-
197- 233- 188-206). Inafunction
cal regi stry("MyPassword"),
vFoglight retrieves the registry value
from the database in its encrypted
form, which secures the password
value.

4 Click Add.

5 A confirmation message appears in the display area, informing you that the
variable has been created.

Step 2: Reqistry Variable Added (1)

The fallowing registry variable was successfully added to the system.
Registry ¥ariable Name:

testa

Description,/Comments:

Registry Yalue Type: Eoolean

50 ko Registry Variable List | |Edit Registry Variable |
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6 To verify if the variable appears in the Manage Registry Variables dashboard,
click Goto Registry VariableList.

To edit the newly-created variable, click Edit Registry Variable. For information
on how to edit registry variables, see “Editing Registry Variables’ on page 200.

Editing Registry Variables

You can edit anewly-created or an existing variable and assign it aglobal default value,
associate values with specific topology types or objects, or configure performance
calendars for each value.

For instructions, see the following sections:
» “Getting started with variable definitions” on page 200
» “Specifying values’ on page 201
» “Using performance calendars’ on page 204
» “Scoping variables to topology types or object instances’ on page 206

Getting started with variable definitions

Once you create avariable, you can proceed to add commentsto it and edit its settings
as required.

You cannot edit the name of aregistry variable after it has been created. Thisis because
registry variables are referred to by name in rule conditions and expressions; changing
their names would invalidate these references. Additionally, you cannot edit the value
type of aregistry variable after it has been created.

To get started with editing variable definitions:

Note This procedure continues from “Accessing the Manage Registry Variables dashboard” on
page 185 or “Creating Registry Variables” on page 195.

1 Inthe Manage Registry Variables dashboard, click the Variable Name column of
the row containing the variable whose definitions you want to view.

The Edit Registry Variable view appearsin the display area.
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Note The name and value type of a registry variable cannot be changed after the variable
creation. Registry variables are referred to by their names in rule conditions and
expressions and changing them would invalidate these references. However, you
can copy a registry variable and give the copy a different name.

2 Optional. Add or edit the existing comments in the Description/Comments box
and then click Save on theright.

From here, you can proceed to “ Specifying values’ on page 201

Specifying values

A registry variable can have a global value and multiple scoped values (that is, values
that are associated with specific topology types or objects). Each of these values has a
default setting. For example, if the variable' s typeis Integer, the global default value
would be set to a specific integer. However, you can also configure the setting for each
value to vary over time by adding schedules and alternate valuesto the value's
performance calendars. A performance calendar specifies an aternative value which is
only in effect during the span(s) of time set by a schedule. All of the schedules that have
been created are available for use with registry variables. See “ Example: Assigning
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Multiple Values to a Registry Variable” on page 216 for an example of how to use this
feature. For more information about schedules, see Chapter 8, “Using Schedules’ on

page 395.

The values that you assign to a variable must be consistent with the data type that you
specify at variable creation time. For example, if you selected Integer as the data type,

type 10 when specifying the value, not t en.

To specify values for a variable:

Note This procedure continues from “Getting started with variable definitions” on page 200 or

“Viewing and editing variable definitions” on page 194.

1 Specify adefault value for the variable using the options in the Global Default

area.
There are two types of options you can specify:

e Satic Value: Thisvalue does not change over time.

When you select this option, specify the value of the registry variablein the
Global Default area. The value you provide must be compatible with the
variable's data type that you set at variable creation. The appearance of the
Global Default area depends on the type of datayou can use, asindicated in
the table below. For example, if the data type is Boolean, instead of typing
true orf al se, select the appropriate value from the list that appears.

Data Global Default Area To specify the
Type value
Boolean Click the box and
% Static Vahee © Regisiry Reference %I ect trueor fal e
Glabal Befauk | — S==| from the list that

appears.
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Data Global Default Area To specify the
Type value
String Typethevaluein
the box, making
Long sure that the value
(= 5tatic Vakes C Reglstry Rafarance IS Compatl bl ew th
Integer filahal Bofault I 8 Eal|| the data type. For
example, if the
Double variableisof a
Timestamp String pre’ typea
text string.
Password Type the password
Value 1= 5 Rakic Valkss " Registry Referance Into ea:h bOX'
GlobalDefautt [ @ S|
I—}M'ﬂw Fasvword

For more information about different data types you can use, see “Creating
Registry Variables’ on page 195

Registry Variable Reference: This value references another registry variable.

When you select this option, the Global Default arearefreshes, alowing you
to select from available registry variables whose data type matches the data
type of the registry variable that you are editing. For example, if the datatype
isLong, clicking the box in the Global Default area shows alist containing
the registry variables of the Long type that exist in your configuration.
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Edit Pegistny Varisble - RyRegistrgarisble o
Registry Variable Mame:  WyReglstngvariable
Cartridge Mame:  No Cartridgn
Registiy Value Type:  Long

[hes nip o nJC oamamee nits: I

I - >
 Statlc Value & Registry Reference

Ghlobal Defaull

Dedsult Value I’e L R
+ DESMon MaxDratabaseSioe

Schedule Mams | DESMon YWamingFooe TablespaceSine
DESMon FatalFreaTablaspacaSion
DESMon CrticalFres TablaspacaSig

Note The value that you specify in this field applies to all topology types and objects other
than those that you specify in the Registry Values table, as described in “Scoping
variables to topology types or object instances” on page 206. It is effective at all
times except at the times set in the schedules added to the Default Value
Performance Calendar, as described in “Using performance calendars” on
page 204.

2 Click Save to save the global default value.

From here, you can proceed to “Using performance calendars’ on page 204.

Using performance calendars

If you want the default value to change over time, add one or more schedules to the
performance calendar and specify the value for each schedule. See “ Example: Using
Performance Calendars’ on page 216 for an example of how to use this feature.

The vFoglight Management Server evaluates the schedules in the performance calendar
in the order they are listed, starting with the first one. Changing their order affects the
behavior of the actions that are associated with the variable whose value is set by the
schedule-based entries in the performance calendar.

For example, if there are two schedule entries in the performance calendar that overlap
in time but have two different values, the first entry listed takes precedence, causing one
or more actions that are associated with that variable to make use of that entry for the
duration of the schedule.
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To add schedules to a performance calendar:

Note

This procedure continues from “Specifying values” on page 201.

4

Choose a schedule.
Click Schedule Name and select a schedule from the list that appears.

The list reflects the existing schedules. For information on how to add schedules
to vFoglight, see Chapter 8, “Using Schedules’ on page 395.

Specify the value for the newly-selected schedule.

Similar to the global default value, there are two options you can specify: Static
Value and Registry Variable Reference.

Use the Value box to specify the value with which you want to replace the default
value during the period defined by the schedule.

Note The value you specify here should match the data type of the variable. For example,
if the variable is a boolean, you can setittot r ue or f al se.

Click Add.

The schedule and alternate value appear in the Default Value Perfor mance
Calendar stable, as specified.

Drefault ¥alue Performance Calendars

Schedule Mame Yalue
First day of week 45

If required, add more schedules to the list and ensure that their order is valid.

Caution The vFoglight Management Server evaluates schedule-based values in the order
that they are listed, starting with the first one. Changing their order affects the
output of actions that are associated with the value that is associated with their
schedule entries.
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To move athreshold bound up or down, in the Default Value Performance
Calendar table, in the Schedule Name column, use the Move up the selected
performance calendar (&) or Move down the selected performance calendar ([ «)
buttons as required.

From here, you can proceed to “ Scoping variabl es to topol ogy types or object instances”
on page 206.

Scoping variables to topology types or object instances

The way you define registry variables can help you to reduce the number of rules that
need to be created and managed by allowing you to create a single rule that can be
applied to several topology types or objects.

If you want to scope the registry variable to topology types or objects, and add schedule-
specific values to it, add one or more values to the Registry Values table.

To scope the registry value to a topology type or object:

Note  This procedure continues from “Using performance calendars” on page 204.

1 Click Add Registry Value at the bottom.
The Create Registry Value—Step 1 view appearsin the display area.

Manage Registry Yariables Jul 18, 2008 12:58:36 PM EDT
Select Topology and Default Walue Add Performance Calendars

Create Registry Value for Test2 -- Step 1 Select Topology and Default Value (1]
Registry
Variable Test2
Mame:
Registry
Value Integer
Type:

Topology — — =
Tupe: | Select Type __I

e
Object: All Objects

Default | ™ Staticvalue " Registry Reference
Value: | (=]

.ﬂl Cancell
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Click Topology Type and select atype from the list that appears.
Optional. Narrow down your scope to a particular object
Click Topology Object and select an abject from the list that appears.

Specify the default value that you want the variable to use when scoping on the
newly-specified topology type or object.

In the Default Value area, select the Static Value or Registry Variable Reference
option and use the Value box to specify the default value.

Click Add.

The Create Registry Value—Step 2 view appearsin the display area.

Ty Frgben ¥

Ragminy Fariabls e Tors
Bagintry Tabes Typn
Tepalegy Type:  Agurd

Delfaul Value ©

B e P T

A burte Mames [Pt [ -

E ity SrAati iwkse TRpghiy Badwierce
Valus

Optional. If you want the default value to change over time, add one or more
schedules to the Default Value Performance Calendar s table and specify the
value for each schedule.

To add a schedul e to the performance calendar, complete the following steps.
a Choose a schedule.
Click Schedule Name and select a schedule from the list that appears.

Thelist reflects the existing schedules. For information on how to add
schedules to vFoglight, see Chapter 8, “Using Schedules’ on page 395.

b Specify the value for the newly-selected schedule.

Similar to the global default value, there are two options you can specify:
Satic Value and Registry Variable Reference.
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Use the Value box to specify the value with which you want to replace the
default value during the period defined by the schedule.

¢ Click Add.

The schedule and alternate value appear in the Default Value Performance
Calendarstable, as specified.

Default ¥alue Performance Calendars

Schedule Mame Yalue
First day of week 45
d Click Done.

In the Edit Registry Variable pane, the Registry Value table refreshes,
showing the newly-added registry val ue scoped to atopology type or object, as
specified.

Registry Yalues
Topalogy Type Topology Ohject Mame Scoped Default

Aoent B3
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Viewing Registry Values

A registry variable can have aglobal value that is available to all topology types and
objects. It can a'so have multiple additional values associated with specific topology
types or objects, or calendar dates. To find out what isthe value of aregistry variablefor
aparticular topology type or object, and, if applicable, during a specific time period, use
the Check Registry Vaue dashboard.

To view the values of aregistry variable;
1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Rules &
Notifications > Check Registry Value.

The Check Registry Value dashboard appearsin the display area, showing the
View Registry Variable view.

Yiew Registry Yalue Gk 5, 2008 - St ¥, 2008 L7 days -

“ariable Mame: Please select a variable ... ~
Topology Type Mame:  Host -

Topology Object: tor013008, prod.quest, corp =
Date Time Rangs: 4 4 o+ ¢ 1y 0 e ey ; e
10/2 /08 &:40:30 A 1o/7 /05 907,30 am
Registry Value
Reqistry o3

Petiod Eegin Time = Period End Time
Yalug

There Is Mo Data To Display

3 The dashboard shows the following information:

e Variable Name: The name of the registry variable whose value you want to
view.

« Topology Type Name: The topology type with which the registry value is
associated.

« Topology Object: The object instance of the specified topology type with
which the registry value is associated.

« Date TimeRange: The date and time range for which you want to look up the
registry value.
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* Registry Value: The value to which the variable is set during a specified date
and time range. If there are multiple time ranges during which the registry
value changes, the table shows the registry value for each range.

4 Specify the name of the variable whose values you want to view.

For example, we will ook at the SYSADM N variable that is scoped to two
topology object instances and two different performance calendars.

Note By default, the SYSADMIN variable has no scoped values. They have been created
for the purpose of this exercise. For an example of how you can scope a registry
variable to multiple topology objects, see “Example: Assigning Multiple Values to a
Registry Variable” on page 216.

a IntheView Registry Variable view, click thelink that appears on the right of
Variable Name.

TheRegistry Variablelist appears, showing theregistry variablesthat exist in
your vFoglight environment.

Registry Variable -
AwailabilityCritical =

AvailabilitvF atal
AvailabilityTarget
Availability'w arning
| BaselineFackar
BSM LRL
CapacityCritical
CapacityFatal
Capacitywarning
CATALYST_URL
CollisionRateCritical
CollisionR.ake'warning
CPUCritical
CPUFatal
CPUWaitCritical
CPLW it arning
CPUW arning
DEADMIN
DESMon. CriticalDatabaselUsagePct
DESMon. CriticalFreeTablespaceSize %

Note The list does not include the registry variables that contain password values.
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b IntheRegistry Variablelist, scroll down until you find SYSADMIN and
select that entry.

5 Select the topology type to which the SYSADM N variable is scoped.

a IntheView Registry Variable view, click thelink that appears on the right of
Topology Type Name.

The Topology Type list appears, showing all topology types that exist in your
vFoglight environment.

Topology T'ype -
Agent =
AgentHealthstate
AgenkState
AngregateModellnstance
AggregateModelroot

| &% _Hosk
AlarmChangeType
AlarmRuleBasedvisw
AlarmZeverity
Apachesyr_ReqCodes
Apachesyr_ReqTypes
ApachesSyr_Stats
Apachesyr_Transactions
| Apachesyragent

Apachesyragent_F4Table
ApplicationTier
ApplicationTopology
ApplicationTopolagyModel
AppMonitor_AgentMsgs
AppMonitar_Appdeailability

b Inthe Topology Type list, scroll down until you find Host and select that
entry.

6 Select the object instance of the selected topology type to which the SYSADM N
variableis scoped.

a IntheView Registry Variable view, click thelink that appears on the right of
Topology Object.

The Topology Object list appears, showing the object instances of the
selected topology type.
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.'.rohology .Object -
tordi 2991 . prod.quest.corp *
tor01:3008, prod.quesk.carp =

b Inthe Topology Object list, select an object instance.

7 Specify the date and time range during which you want to see the registry values.

Inthe View Registry Variable view, on theright of Date Time Range, drag the
edges of the Zonar to set the range. For more information about the Zonar, seethe
vFoglight User Guide.

The Registry Value table refreshes, showing different registry values for
different date and time periods.

Reqgistry Walue

Period Eeain Time Period End Time Reqgistry Yalue =
10{15/08 3:05 PM 10f18/08 12:00 &M maryi@abe, com
10/158§03 12:00 AM 1020003 12:00 AM kewin@abc, canm
10j20/08 12:00 &M 10§21/08 343 PM mary@abe, com

8 Optional. Reduce the number of columns that appear in the audit log table.

a Intheaudit log table, in the Operation Name (Name) column, click the
Show/Hide columns button.

Show/Hide columns

Period Beqin Time Period End Time Registry Value [,:,}
10{14/08 5:06 PM 10/18/08 12:00 AWM mary@abe,com

The Show columns dialog box appears.
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Show columns
¥ Period Begin Time

¥ Period End Time

¥ Registry Yalue

Apphy I Cancel I

Actions

Expork as C5Y...
Export as PDF ...

Since all of the four columns appear in the Registry Value table by default, all
of the check boxes that correspond to the columns appear selected.

b To hide a column, in the Show columns dialog box, clear the corresponding
check box.

or
To show a column, clear the corresponding check box.

For example, to display only the time at which the value was set and the value,
ensure that the Period Begin Time and Registry Value check boxes are
selected, and clear the Period End Time check box.

¢ Click Apply.
The audit log table refreshes, showing only the selected columns.

Period Begin Time Registry Value
10714408 5:06 P mary@abc,com
10/18/08 12:00 Ak kevini@abe. com
10/20008 12:00 AM mary@abc,com

9 Optional. Print thelist of audit logsto afile.

a Intheaudit logtable, in the Operation Name (Name) column, click the
Show/Hide columns button.
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Show/Hide columns

Period Beqin Time Period End Time Registry Value [.:,}
10{14/08 5:06 PM 10/18/08 12:00 AWM mary@abe,com

The Show columns dialog box appears.

Show columns
¥ Period Eegin Time

[ Period End Time

[ Registry Yalue

Apply I Cancel I
Ackions

Export as CoW...
Export as PDF...

b Inthe Show Columns dialog box, under Actions, click one of the following

links:

Export as CSV, to export the table contents to a Comma Separated Values

(CsV)file.
Export as PDF, to export the table contents to a PDF file.

Important If you previously show or hide one or more columns in the audit table, this
layout is reflected in the exported file. For example, if you display only the
time at which the value was set and the registry value, only the Period Begin

Time and Registry Value columns are exported to a file.

When exporting the table contents to a PDF file, the PDF output appearsin a
new tab or window (depending on the type and version of your Web browser).

When exporting the table contents to a CSV file, adialog box appears,

alowing you open the exported file, or to save it to disk.
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Dpening w20582457.csv x|

¥ou have chosen ko open

w20582457.csv

which is a: Microsoft Office Excel Comma Separated Yalues File
Fram: http:)flocalhost: 5080

wWhat should Firefox do with this file?

Microsoft Office Excel (default) L!

{~ Save to Disk

[ Do this aukomatically Far Files like this From now on.

oy I Zancel

Note The appearance of the above dialog box may be different, depending on the type
and version of your Web browser.

10 Change the object instance and the date and time range.

The Registry Value table refreshes, showing the values scoped to the selected
object instance and date and time range.

Reqgistry value

Period Begin Tine Period End Time Registry Value =
10{15/08 3:05 PM 10/ 18/05 12:00 AM pete@xyz,com
10f18/08 12:00 &M 1020005 12:00 AM Fon@:xyz.com
10/20/08 12:00 Ak 10/21[0& 3:43 PM pete@xyz, com

11 View thelogic that determines aregistry value that appearsin thelist.
Click arow containing aregistry value.

The Registry Lookup Path dialog box appears, showing the variable name,
scoped topology type and object (if applicable), and the time period during which
the selected value isvalid.
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Regiskry Lbokup Path b4
‘ariable Marme: SYSADMIN
Topology Type Mame: Host
Topology Object: tord13008.prod.quest.corp
| Period: 10/15/08 3:05 PM - 10/15/08 12:00 &M
topalogy type: object walue e
Huosk: tor013003. prod.quest.corp pekeiEnoyz, com

Example: Assigning Multiple Values to a Registry Variable

You have several groups of serversin your monitored environment. You want an email
to be sent to the system administrator if one of the servers becomes unavailable, but a
different administrator is responsible for each group. Instead of creating a different rule
with a different email action for each group, you create aregistry variable called
Administrator and then assign it a different value (the email address of the appropriate
administrator) for each group of servers. You then create asingle simplerulethat firesif
any of the servers become unavailable and which uses the Administrator variable in the
rule’s email action.

Example: Using Performance Calendars

Creating a performance calendar for avariable's values allows you to cause rules to
behave differently at different times.

Note If the schedule used in a performance calendar is deleted, the performance calendar will
automatically be deleted as well.

Thereisasimplerulethat appliesto the servletsin your application; an alarm firesif the
request response time for a servlet exceeds the threshold set in the rule condition. This
threshold is aregistry variable called ResponseTimeToolLong; it is scoped to the
topology type J2EEServiet and its default scoped value is 8 seconds.

However, you know that at certain times of day response times for servlet instances are
expected to exceed thisthreshold. At these times, the acceptabl e response time can be as
long as 15 seconds.

You can use registry variable performance calendars to account for this and avoid
having therule fire as aresult of false positives. You create a schedule called EndOfDay
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that is set to the recur daily at the times when it is acceptable for response times for the
servlet instances to exceed eight seconds. You then navigate to the Manage Registry
Variables dashboard, and select the variable ResponseTimeToolLong. You leave the
variable's scoped value for servlets at its default setting of 8 seconds but add the
schedule EndOfDay to the list of Performance Calendars for the variable, set the
replacement val ue to the alternative threshold of 15 seconds and then save your
changes.

Example: Assigning Host-Specific Email Addresses of vFoglight
System Administrators

The vFoglight Management Server includes the global registry variable SYSADM N that
alows you to set the email address of the vFoglight System Administrator. Larger
monitoring environments have different system administrators that manage different
parts of vFoglight. For example, you can have a different system administrator looking
after each monitored host. Monitored hosts in the vFoglight data model exist as object
instances of the topology type Host . vFoglight registry variables can have topology-
scoped variables associated with particul ar topology types and/or their object instances.
This feature alows you to assign host-specific email addresses of different vFoglight
administrators using the SYSADM N registry variable. In this example, there are two
monitored hosts and each host has a designated system administrator, as listed below.

Host Administrator’s email
HostA joe@xyzdomain.com
HostB larry@pdgdomain.com

To assign host-specific email addresses:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the | eft.

2 Onthe navigation panel, under Dashboards, choose Administration > Rules &
Notifications > Manage Registry Variables.

The Manage Registry Variables dashboard appearsin the display area.
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3 Onthe Manage Registry Variables dashboard, |ocate the row containing the
SYSADM Nvariable.

Tip  You can filter the list of variables using filters. At the top of the Manage Registry
Variables dashboard, in the Filter By Variable Name box, type SYSADMIN.
The Manage Registry Variables dashboard refreshes, showing only the SYSADMIN

variable.
Mamage Fegitiey Variskles g 11, 2000 130938 AM BT
W showing 1 - 1 of 1 registry varlables a5 of Sep 19, 2008 1022530 Rk &
Tilter ly Viriabbe e {51 SADT w1 Irpebery v [ b iy ekl Bl
] w iy Carirkdge ﬂml'lnnl
Tpe: Tk el auh Eomped bl ot
String WA Wi

4 Open the SYSADM N variable for editing.
Click the Variable Name column of the row containing SY SADMIN entry.

The Manage Registry Variables dashboard refreshes, showing the Edit Registry
Variable view.
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5 Assign an email address to each monitored host by adding two host-specific

values to the SYSADM N variable.

To add a topology-scoped value to the registry variable, complete the following

steps.

a At the bottom of the Edit Registry Variable view, click Add Registry Value.
The Manage Registry Variables dashboard refreshes, showing the Create

Registry Value—Step 1 view.
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Manage Registry ¥ariables Sep 19, 2008 11:23:28 AMEDT
Select Topology and Default Walue Add Performance Calendars

Create Registry Walue for SYSADMIN -- Step 1: Select Topology and Default Walue (1]
Registry Variable Mame:  S7ZADMIN
Registry Value Type: String
Topology Type: |—Se|e|:t Type— LI

Topology Object: | All Objects =

®static value © Registry Reference
| @

ﬂl Cancell

Default Value:

Set the scope of the SYSADM N variable to the Host type.

Inthe Create Registry Value—Step 1 view, on the right of Topology Type,
click Select Type.

Inthelist that appears, under Core, select Host.

Narrow down the scope of the value by setting the value scope to a particular
instance of the Host type.

On theright of Topology Object, click All Objects
In the list that appears, select a monitored host.

Specify the email address of the system administrator that is responsible for
that host.

In the Default Value area, ensure that the Static Value option is selected.

In the box at the bottom of the Default Value area, type the administrator’s
email address.

At the bottom of the Create Registry Value—Step 1 view, click Add.

The Manage Registry Variables dashboard refreshes, showing the Create
Registry Value—Step 2 view.
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Miasge Reqgiibry Varishla Sap 19, 00 L0 B0 EDT
Selbect Topolegy and Default Value Add Performance Calendars

Create Registry Value for SYSADMIM -- Step 2: Add Performance Calendars o
Regiatry Variable Hame: SYSADMIN
Registry Value Type: String
Topalogy Type: Host

Default ¥alue: joe@xyzdomain.com

Perfermandce Lalendars
ST b M Schedule Hame [Fregart [Tes] |
cdﬂdl & Static Value  Registry Reference
Value
| @
Dhoni

f Inthe bottom-right, click Done.

The Manage Registry Variables dashboard refreshes, showing the newly-
added value in the Registry Valuestable.

Registry ¥Yalues
Topology Type Topology Ohject Name Scoped Default

Host Haosta, MyDarmain, com Joe sy Zdomain com

To add another email address, scoped to the other monitored host, repeat step ato
step f.

When you add the second topol ogy-scoped value, the Registry Values table
shows two entries, one for each host.
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Registry ¥alues

Topology Type Topology Ohbject Mame Scoped Default
Host Hosta, MyDomain, com JoeEl =y Zdomain.com
Host HostB. My Dornain, Com

larryi@pdadomain com
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Working with Rules

vFoglight allowsyou to create flexible rules that can be applied to complex, interrelated
data from multiple sources within your distributed system. You can associate several
different actions with arule, configure arule so that it does not fire repeatedly, and
associate a rule with schedules that define when it should and should not be evaluated.

The following list introduces you to the concepts and terms related to rules.

Rule. A ruleisapiece of business logic that links a condition with aresult. The
result may be linked to actions. There are two types of rulesin vFoglight: smple
rules and multiple-severity rules. A ruleincludes ascope, conditions, expressions,
messages, and actions.

Rule Scope. The scope of arule defines the set of topology objects against which
it will run. The scope object is the object on which alarms will appear in the
vFoglight interface.

Smple Rule. A simple rule runs user-defined actions when the condition for that
ruleis met. Simple rules do not create alarms and unlike multiple-severity rules
(see below), they don't have severity levels. A simpleruleislogic that istriggered
by data. See " Defining rule types’ on page 250 for more information.

Multiple-Severity Rule. A multiple-severity rule is amore complex type of rule
that can include up to five levels of severity. These levels are described in more
detail in “Defining rule types’ on page 250. This type of rule always creates an
aarm when the condition associated with one of its severity levelsis met.

Severity Sate. A severity state isthe highest severity condition of a multiple-
severity rule that evaluated to true.

Fire Prevention. A group of settings that prevent actions and alarms from firing
repeatedly for arule.

Effective Period. A scheduled period during which aruleis active.
Blackout Period. A scheduled period during which aruleisinactive.

Monitoring Data. Data that has been collected from your monitored environment
by the agents and transformed into a standard format for use by the vFoglight
Management Server. Monitoring data includes both metrics and topology object
properties.

Function. Rule conditions and expressions are matched against monitoring data.
Functions cause calculations to be performed on the data specified in conditions
and expressions, alowing the datato be modified before it is matched.
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» Registry Variable. A variable stored in the vFoglight registry that can be used in
rule conditions, actions, and expressions. The value of aregistry variable can be
configured to change over time. Variables can be scoped to specific topology
types or objects.

* Metric. A metric isavalue measured over time. There are two types of metricsin
vFoglight: raw and derived. Every metric is scoped to a topology type (and may
be scoped to one or more specific topology objects of that type).

» Raw Metric. A raw metric is simply collected from your monitored environment.
That is, it isnot calculated from other metrics.

e Derived Metric. A derived metric is calculated from one or more (raw or derived)
metrics. Derived metrics can be created in the vFoglight Administration Module.

» Topology Object Property. Data collected from your monitored environment that
describes atopology object.

You can create new rules, define existing or newly-created rules, and manage rules
using the dashboards that come with the Administration module. vFoglight comes with
aset of corerules. Each cartridge has their own collection of rules. For information
about core vFoglight rules, see “ Core vFoglight Rules’ on page 305. For details about
cartridge-based rules, see your cartridge documentation.

For information about rule-related operations that you can performin the
Administration module, see the following sections:

» “Managing Rules’ on page 225

e “Creating Rules’ on page 246

» “Defining Rules’ on page 248

» “Defining Conditions, Alarms, and Actions’ on page 254
» “Associating Rules with Schedules’ on page 299

« “Defining Alarm and Action Behavior” on page 302

« “Defining Rule-Level Variables’ on page 303

» “CoreVvFoglight Rules’ on page 305

» “Example: Creating a Multiple-Severity Rule Scoped to an EJB Instance” on
page 311

» “Example: Creating a Simple Rule” on page 313

« “Example: Creating Multiple-Severity Rules with a Topology Scope” on
page 314
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» “Example: Configuring Rule Action Parameters’ on page 314
» “Example: Creating Rules with Different Topology Types’ on page 315
» “Example: Implementing Command Actionsin Rules’ on page 322

Managing Rules

The Manage Rules dashboard contains atable that lists all of the simple rules and
multiple-severity rules that are currently defined, the scope of each rule, and the
cartridge with which each rule is associated (if applicable).

This dashboard also includes controls for filtering the list of rules by cartridge; for
adding, copying, deleting, and editing rules; and for suspending rule alarms and actions.

For instructions on how to use the Manage Rules dashboard, see the following sections:
» “Accessing the Manage Rules dashboard” on page 225
» “Editing rule permissions’ on page 228
e “Copying rules’ on page 231
» “Deleting rules’ on page 233
» “Disabling or enabling rules’ on page 234
» “Suspending or resuming alarms” on page 236
» “Suspending or resuming actions” on page 238
» “Viewing rule schedules’ on page 240
e “Viewing arule summary” on page 241
* “Viewing and editing rule definitions’ on page 245

Accessing the Manage Rules dashboard

The Manage Rules dashboard includes alist of the rules that exist in your monitoring
environment and allows you to add or delete rules and perform other rule management
operations.

To access the Manage Rules dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32
or “Viewing the Administration Dashboard” on page 39.

1 Ensure that the navigation panel is open.
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To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Rules &
Notifications > Manage Rules.

The Manage Rules dashboard appears in the display area.
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3 Newly-installed cartridges. In the upper-right corner, click |refrem &,

Thelist of rules refreshes, showing any rules that come with newly-installed
cartridges.

4 Tosortthelist of variables by their name, scope or the name of the cartridge name
to which they belong, click the Rule Name, Rule Scope, or Cartridge Name
column headings as required.

5 Optional. Filter thelist of rules.

¢ To show only the rules whose name matches a particul ar text pattern, in the
Rule Name box at the top, type the text pattern.

The Manage Rules dashboard refreshes, showing only the rules whose name
matches the specified text pattern.

« To show only the rules whose scope name matches a particular text pattern, in
the Rule Scope box at the top, type the text pattern.

The Manage Rules dashboard refreshes, showing only the rules whose scope
matches the specified text pattern.
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¢ To show only the rules that belong to a particular cartridge, in the Cartridge
Name box at the top, type the cartridge name.

The Manage Rules dashboard refreshes, showing only the rulesthat come with
the specified cartridge.

* Toclear thefilters, click Clear Filters.
The Manage Rules dashboard refreshes, showing thelist of all rules.
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From here, you can proceed to any of the following procedures:
» “Editing rule permissions’ on page 228
» “Copyingrules’ on page 231
» “Deleting rules’ on page 233
» “Disabling or enabling rules’ on page 234
» “Suspending or resuming alarms” on page 236
» “Suspending or resuming actions’ on page 238
* “Viewing rule schedules’ on page 240
* “Viewing arule summary” on page 241
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* “Viewing and editing rule definitions’ on page 245

Editing rule permissions

vFoglight allows you to control access to rules. For each rule you can grant or deny
read, write, or control access to roles or users. For more information about security
concepts in vFoglight, see Chapter 3, “Managing Users and Security” on page 105.

vFoglight employs the following behavior when it comesto rule permissions.
« If no one has a permission to the rule, everyone has a permission.

 If one has a permission to the rule, others with undefined permission do not have
any permission.

» Final permission is based on a combination of the role, user, and rule defined on
the server side.

Use the Edit Permissions button (i) on the Manage Rules dashboard to navigate to the
Edit Permissions for Rule area, that allows you to add or edit permissions to roles and
users, as outlined below. The Edit Permissions for Rules area contains two tables that
show the permissions for each vFoglight user or role.

Permission granted

| IQ;;. P Permission denied
L L

vt

——— Permissions not assigned

% Mok assigned

To add permissions for arule:

Note  This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, in the row containing the rule whose permissions
you want to edit, click the Edit Permissions for Rule button ().

The Edit Permissions for Rules area appears in the Manage Rul es dashboard.
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2 To add permissionsto arule, complete the following steps.
a Click therole or user to which you want to assign permissions.

Tip The Not Assigned icons in the Permissions columns indicate that the role has no
permissions assigned to it.

The Add Role Permission or Add User Permission dialog box appears.
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Add Role Permission
Role Name: Advanced Operator

Add User Permission
User Name: demo

[*Read [vRead
[write [#hirite
[#IControl [#IControl

b Inthedialog box that appears, use the Read, Write, and Control check boxes
to assign permissions as required, and click Save.

The dialog box closes and the selected entry refreshes, showing three check

marks in the Per mission columns, one for each of the read, write, and control
permissions.

‘ Permission granted

\— Permission denied

3 To edit or delete permissions for arule, complete the following steps.
a Click the role or user whose permissions you want to edit.

Tip Three check marks in the Permissions columns indicate that the role already has
permissions assigned to it.

The Edit Role Permission or Edit User Permission dialog box appears.
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Edit Role Permission Edit User Permission
Role Name: Administrator User Name: administrator
[vFead [vRead
GEd|[Phirite (SEdit[Fwrite
[v[Control [#IiControl
(Delete CDelete

o)

b To edit the permissions, ensure that the Edit option is selected and use the
Read, Write, and Control check boxes as required.

¢ To delete the permissions, select the Delete option
d Click Save.

The dialog box closes and the selected entry refreshes, showing the newly-
edited permissions.
Copying rules

Use the Copy Rule button on the Manage Rules dashboard to copy arule, as outlined
below.

Tocopyarule:

Note  This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, in the row containing the rule that you want to
copy, click the Copy Rule button (l.).

The Rule Confirmation dialog box appears.
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Rule Confirmation ¥

Are you sure you want ko save a copy of the selected rule (Consale)?

[ QK ] [ Cancel ]

2 Inthe Rule Confirmation dialog box, click OK.

The Rule Confirmation dialog box closes and the Edit Rule area appearsin the
Manage Rules dashboard, allowing you to edit the newly-copied rule.



Working with vFoglight Rules and Registry 233
Working with Rules

Oufim Cor

e

Simple rule

| - & e e —— | EErT—] |
Defews Coruiiliorn, Alwmm & Al lvam

Multiple-severity rule

Note The appearance of the Edit Rule area depends on the severity levels of the newly-
copied rule as indicated in the above illustration. For more information about rule
severity levels, see “Adding severity-level variables” on page 256

3 If required, edit the newly-copied rule.
For more information, see “Defining Rules’ on page 248.

Deleting rules

Use the Delete Selected button on the Manage Rules dashboard to delete arule, as
outlined below.
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Todeletearule:

Note  This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, select the row containing the rule that you want
to delete.

2 Click the Delete Selected button at the bottom.
The Delete Rule Confirmation dialog box appears.

Delete Rule Confirmation ¥

Are you sure you want ko delete the following rules?

Aganiiiegs?

[ aK ] [ Caniel ]

3 Inthe Delete Rule Confirmation dialog box, click OK.
The Delete Rule Confirmation dialog box closes.

4 Observe the Manage Registry Variables dashboard.
The newly-deleted rule no longer showsin the list.

Disabling or enabling rules

In some cases you may need to enable or disable arule. For example, if arule monitors
ahost that needs to taken offline for system maintenance, you can disable that rule

temporarily to avoid triggering its actions while the monitored host is unavailable. Use
the Manage Rules dashboard to drill down to the rule that you want to disable or enable,
and then use the Disable Rules or Enable Rules buttons on the Manage Rul es dashboard

to change the rule state.
Todisablearule:

Note  This procedure continues from “Accessing the Manage Rules dashboard” on page 225.
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1 Inthe Manage Rules dashboard, select the row containing the rule that you want
to disable.

Tip  To select multiple rules, press the CTRL or SHIFT key while selecting the rows
containing the rules that you want to disable.

2 Click the Disable Rules button at the bottom.
The Delete Rule Confirmation dialog box appears.

Delete Rule Confirmation
Are wou sure vou want to disable Following rules?

Agant Health Stafe

[ Ok l [ Cancel ]

3 InDelete Rule Confirmation dialog box, click OK.

The Delete Rule Confirmation dialog box closes and the Manage Rules
dashboard refreshes, showing aRuleis currently disabled icon (@) in the row
containing the newly-disabled rule.

4 Place the mouse pointer over the Ruleis currently disabled icon (¢&) icon.
A tool tip appears, indicating that the ruleis disabled.

To enablearule:

Note  This procedure continues from “Viewing a rule summary” on page 241.

1 Inthe Manage Rules dashboard, select the row containing the disabled rule that
you want to enable.

Note A Rule is currently disabled icon ({I}) appears in the row containing a rule that has
been disabled.

Tip  To select multiple rules, press the CTRL or SHIFT key while selecting the rows
containing the rules that you want to enable.

2 Click the Enable Rules button at the bottom.
The Delete Rule Confirmation dialog box appears.
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Delete Rule Confirmation
Are you sure vou want ko enable Following rules?

Agant Health State

[ oK ] [ Cancel J

3 In Delete Rule Confirmation dialog box, click OK.

The Delete Rule Confirmation dialog box closes and the Manage Rules
dashboard refreshes, no longer showing the Ruleis currently disabled icon (¢&) in
the row containing the newly-enabled rule.

Suspending or resuming alarms

You can configure arule to stop generating alarms for a specified length of time
(beginning immediately). It can be useful to suspend alarms in many situations, such as
when one or more servers are being brought offline for system maintenance.

Note  vFoglight stops both generating and clearing alarms for a rule during the period when its
alarms are suspended.

To suspend alarmsfor arule:

Note This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, select the row containing the rule whose alarms
you want to suspend.

2 Click the Suspend Alarms button at the bottom.
The Temporarily Suspend Rule Alarms dialog box appears.

Temporarily Suspend Rule Alarms

For: | 10 minutes EVI [Cancel |
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3 Specify the time period for which you want to suspend aarms.

In the Temporarily Suspend Rule Alarms dialog box, click For and select the
time period as required, then click Go.

The Temporarily Suspend Rule Alarms dialog box closes and the Manage
Rules dashboard refreshes, showing awarning icon in the row containing the rule
with newly-suspended alarms.

Console

Note The warning icon indicates different types of states a rule may be in. For example, it
appears when a rule is disabled, or when its alarms or actions are suspended.
Placing the mouse pointer over the icon shows more details about the rule state.

4 Place the mouse pointer over the warning icon.
A tool tip appears, indicating that alarms are currently suspended for therule.

To resume alarms for arule:

Note This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, select the row containing the rule whose alarms
you want to resume.

2 Click the Resume Alar ms button at the bottom.
The Rule Confirmation dialog box appears.

Rule Confirmation ¥

Are you sure you want ko resume rule alarms For the selected rules?

oK ] [ Zancel
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3 Click OK.

The Rule Confirmation dialog box closes and the Manage Rules dashboard
refreshes.

4 Inthe Manage Rules dashboard, observe the row containing the rule whose
alarms you resumed.

The absence of the warning icon indicates that the alarms for the rule are no
longer suspended.

If awarning icon appears in the row containing the rule with newly-resumed
alarms, place the mouse pointer over the icon. The tool tip that appears no longer
indicates that the rule’s alarms are suspended.

Note The warning icon indicates different types of states a rule may be in. For example, it
appears when a rule is disabled, or when its alarms or actions are suspended.
Placing the mouse pointer over the icon shows more details about the rule state.

Suspending or resuming actions

You can configure arule to stop performing actions for a specified length of time
(beginning immediately). It can be useful to suspend alarms in many situations, such as
when one or more servers are being brought offline for system maintenance.

To suspend actions for arule:

Note  This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, select the row containing the rule whose actions
you want to suspend.

2 Click the Suspend Actions button at the bottom.
The Temporarily Suspend Rule Actions dialog box appears.

Temporarily Suspend Rule Actions

For: | 10 minutes :VI [Cancel]

3 Specify the time period for which you want to suspend actions.

In the Temporarily Suspend Rule Actions dialog box, click For and select the
time period as required, then click Go.
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A message appears, indicating the actions will be suspended for the selected
amount of time. Click Save.

The Temporarily Suspend Rule Actions dialog box closes and the Manage
Rules dashboard refreshes, showing awarning icon in the row containing the rule
with newly-suspended actions.

Console

Note The warning icon indicates different types of states a rule may be in. For example, it
appears when a rule is disabled, or when its alarms or actions are suspended.
Placing the mouse pointer over the icon shows more details about the rule state.

4 Place the mouse pointer over the warning icon.
A tool tip appears, indicating that actions are currently suspended for therule.
To resume actionsfor arule:

Note  This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, select the row containing the rule whose actions
you want to resume.

2 Click the Resume Actions button at the bottom.
The Rule Confirmation dialog box appears.

Rule Confirmation
Are wou sure you wank to resume rule actions For the selected rules?

oK ] I Cancel

3 Click OK.
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The Rule Confirmation dia og box closes and the Manage Rules dashboard
refreshes.

In the Manage Rules dashboard, observe the row containing the rule whose
actions you resumed.

The absence of the warning icon indicates that the actions for the rule are no
longer suspended. If awarning icon appearsin the row containing the rule with
newly-resumed actions, place the mouse pointer over theicon. The tool tip that
appears no longer indicates that the rule’s actions are suspended.

Note The warning icon indicates different types of states a rule may be in. For example, it

appears when a rule is disabled, or when its alarms or actions are suspended.
Placing the mouse pointer over the icon shows more details about the rule state.

Viewing rule schedules

A rule can be associated with one or more schedules during which it is active (effective
schedules) or inactive (blackout schedules). Use the Schedule button on the Manage
Rules dashboard to view the schedules that are assigned to arule or edit schedule
assignments as required.

To view a rul€e's schedules:

Note

This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1

In the Manage Rules dashboard, click the Schedulesicon (%) in the row
containing the rule whose schedules you want to view.

The Edit Rule area appears in the Manage Rules dashboard with the Schedules
tab open.
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If required, edit the rule schedules.
For more information, see “ Associating Rules with Schedules’ on page 299.

Viewing a rule summary

The Edit Rule view includes a summary pane that allows you to quickly review arule’'s
settings and drill down to the appropriate tab if required. The Rule Summary pane
includes the following information:

Therule name

The name of the cartridge the rule belongs to, if applicable
Therule type

The type of the rule trigger

Therule scope, if applicable

Whether or not the rule alarms are active

Whether or not the rule actions are active

Whether or not the ruleis active

The rule's alarm and action behavior

The rule's alarm description
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Conditional expressions, alarm messages, and actions for each severity level
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To view a rule summary:

I~

x|

Note

This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1

In the Manage Rules dashboard, click the Rule Name column of the row

containing the rule that you want to enable or disable

The Edit Rule view appearsin the display area.
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Note The appearance of the Edit Rule view depends on the severity levels of the newly-
copied rule as indicated in the above illustration. For more information about rule
severity levels, see “Defining rule types” on page 250.

2 Open the Rule Summary pane by clicking the Roll Down button ([F1) on the
Rule Summary bar.

The Rule Summary pane expands in the display area.
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Note The appearance of the Rule Summary pane depends on the rule type, its severity
levels, and other settings. In the above illustration, the rule whose settings appear in
the Rule Summary pane is active.

3 Observe the rule summary.

The Rule Summary pane includeslinksto other areasin the Edit Rule view and
Manage Rules dashboard that allow you to quickly edit the rule settings if
required.

4 Move the mouse pointer over the Rule Summary pane.

Hovering over a control that allows drill-down actions shows a tooltip that
describes the nature of the drill-down action.

For example, move the mouse pointer over Rule Triggering in the Rule
Summary pane.

A tooltip appears.

Edit Trigger Type

5 Optional. Edit the rule settings.

For example, to edit the rule’s alarm and action behavior, in the Rule Summary
pane, click Alarm & Action Behaviors.
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Viewing and editing rule definitions

To view or edit rule definitions:

Note This procedure continues from “Accessing the Manage Rules dashboard” on page 225.

1 Inthe Manage Rules dashboard, click the Rule Name column of the row
containing the rule whose definitions you want to view.

The Edit Rule view appearsin the display area.
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The appearance of the Edit Rule area depends on the severity levels of the newly-
copied rule as indicated in the above illustration. For more information about rule

severity levels, see “Defining rule types” on page 250.

Note

2 Observethe rule definitions.

3 Edit therule definitions as required.
For completeinstructions, see “Defining Rules’ on page 248.

Creating Rules

Creating rules allows you to customize how vFoglight notifies you of the status of your
monitored system and to specify what actions should be performed when the status
changes.

vFoglight allows you to create rules using the Create Rule dashboard. You can access
this dashboard from the navigation panel, or through the Manage Rules dashboard.
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Tocreatearule

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the left.
2 Open the Create Rule dashboard by completing one of the following steps:

¢ Onthenavigation panel, under Dashboar ds, choose Administration > Rules
& Notifications > Manage Rules.

In the Manage Registry Variables dashboard that appearsin the display area,
click the Add Rule button in the lower-left corner.

or

¢ On the navigation panel, under Dashboar ds, choose Administration > Rules
& Notifications> Create Rule.

The rule definitions appears in the display area with the Rule Definition tab
open.

-7y — 3]
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From here, you can proceed to “Defining Rules’ on page 248.

Defining Rules
Rule definitions can consist of any if the following components:

» Registry Variables. A registry variable can be used in rule conditions,
expressions, and actions. Registry variables are stored in the vFoglight registry. A
registry variable can have aglobal valuethat isavailableto all topology typesand
objects. It can also have multiple additional values associated with specific
topol ogy types or objects. In addition, these val ues can be configured to change at
certain times.

» Metrics. A metric is a specified value that is measured over time. In vFoglight,
each metric is associated with a topology type or with a specific topology object.
There are two types of metricsin vFoglight:

* Raw Metrics. Raw metrics are collected by the agents directly from your
monitored environment and sent to the vFoglight Management Server.

« Derived Metrics. Derived metrics are calculated from one or more (raw or
derived) metrics. They are scoped to a topology type and can optionally be
scoped to specific objects of that type. Many derived metrics will
automatically be included with vFoglight and its cartridges, and additional
derived metrics can be created from the vFoglight Administration Module.
Note Derived metrics are listed on the Manage Derived Metrics dashboard in the

Administration module (Data > Manage Derived Metrics). However, no distinction

is made between raw metrics and derived metrics in other locations in vFoglight
or in the vFoglight Administration Module.

» Topology Object Properties. Topology object properties describe a topology
object. These properties are collected by vFoglight from your monitored
environment, generally from the configuration data for the object.

Both simple rules and multiple-severity rules include a scope, conditions, expressions,
messages, and actions. Once you create arule, you can assign values to it, associate
values with specific topology types or objects, or configure performance calendars for
each value.

For an example of how to define asimple rule, see “Example: Creating a Simple Rule’
on page 313.

For instructions, see the following sections:

» “Getting started with rule definitions’ on page 249
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» “Defining ruletypes’ on page 250
e “Triggering rules’ on page 251
» “Defining the rule scope” on page 253

Getting started with rule definitions

Once you create arule, you can add comments to it and edit its settings as required.

To get started with rule definitions:

249

Note  This procedure continues from “Copying rules” on page 231, “Viewing and editing rule

definitions” on page 245, or “Creating Rules” on page 246.

1 Provide adescriptive name for therule.
In the Rule Definition tab, in the Rule Name box, type the rule name.
Important. The following rule names are reserved and should not be used:

« foglight_rule_nane

« foglight_rule_coments

« foglight_rul e_domai n_query

« foglight_rule_id

e foglight_nonitored_host_nane

« foglight _nonitoring_agent_nane

e foglight _rule_alarmlink

« foglight_scoping_id

Note Thefoglight_nonitored_host_nane and

fogl i ght _noni t ori ng_agent _name variables are only available for rules

with scoping queries.
2 Optional. Describetherule.
In the Description/Comments box, type the rule description.
3 Optional. Add information about the nature of the alert message.

In the Alar m/Description box, type the information about the alert that is
generated by therule.

From here, you can proceed to “Defining rule types’ on page 250.
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Defining rule types

There are two types of rulesin vFoglight. Each rule type of is associated with a
topology type and can be scoped to one or more specific topology objects. Those types

are:

Smplerules. A simplerule has a single condition, and can be in one of three
states:

* Fire
* Undefined
¢ Normal

If its condition is met, the state of theruleis set to Fire and any actions that are
associated with this state are performed. If the condition is not met, the rule
remains in the Normal state. If the rule's condition cannot be evaluated because
datais missing or unavailable, the state of therule is set to Undefined and any
actions that are associated with this state are performed.

The condition for asimpleruleis regularly evaluated against monitoring data.
Therefore, the state of the rule can change if the data changes. For example, if a
set of monitoring data matches a simple rule's condition, the rule enters the Fire
state. If the next set does not match the condition, the rule exits the Fire state and
enters the Normal state. You can configure a simple rule to perform one or more
actions upon entering and/or exiting each state.

Multiple-Severity rules. A multiple-severity ruleis a more complex type of rule
that can have up to five severity levels:

e Undefined
« Fatal

e Critical

e \Warning

¢ Normal

When you create amultiple-severity rule, you must specify acondition for at |east
one severity level (Fatal, Critical, or Warning).

Aswith simplerules, the conditions for a multiple-severity rule are regularly
evaluated against monitoring data. All conditionsin arule are evaluated; the
severity state is set to the highest level for which the condition evaluatesto true. If
none of the conditions are met, the severity state is set to Normal. If a condition
cannot be evaluated because datais missing or unavailable, the state is set to
Undefined.
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An alarm is generated each time a multiple-severity rule enters anew state. In
addition, you can configure a multiple-severity rule to perform one or more
actions upon entering and/or exiting each state.

To define the rule type:

Note  This procedure continues from “Getting started with rule definitions” on page 249.

» Select theruletype.
In the Rule Definition tab, select one of the following Rule Type options:
e« SimpleRule
¢ Multiple-Severity Rule

From here, you can proceed to “Triggering rules’ on page 251.

Triggering rules

The type of the trigger that you select determines when the rul€e’'s conditions are
evaluated against the data that is collected from your monitored environment. You
configure arule to have one of the following triggers:

« Data-Driven Trigger. If arule has a data-driven trigger, one or more if its
conditions will be evaluated every timethat new data associated with one or more
topology types or objects to which the rule appliesis sent to the vFoglight
Management Server. This option is selected as the default trigger.

» Time-Driven Trigger. A time-driven trigger causes one or more of rule's
conditions to be evaluated once per pre-defined interval. By default time-driven
rules are only evauated if data for the evaluation of the condition is available.

For details on how to write conditions for data-driven and event-driven rules, see
“Defining conditions for data-driven and time-driven rules’ on page 263.

» Event- Driven Trigger. An event-driven trigger causes one or more of rule’s
conditions to be evaluated every time a pre-defined event occurs. There are two
types of events that can act asruletriggers:

« AlarmSystemEvent. Multiple-severity rules generate system events when a
rule severity level isreached. Alarm-based system events allow you to monitor
aarm-related system events.

* ReportGeneratedEvent. Report generation creates events. You can monitor
those events as required and use them to trigger report-related events.
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For details on how to write conditions for event-driven rules, see “Defining
conditions for event-driven rules’ on page 267.

To assign a time-driven trigger:

Note  This procedure continues from “Defining rule types” on page 250.

1 Inthe Rule Definition tab, under Rule Triggering, select the Time Driven
option.
The Rule Definition tab refreshes, showing a set of Recurrence I nterval boxes
on theright.

Rule Triggering:

(@Time Driven Recurrence Intervallhh:mm:ss]
(0ata Driven (00 |2 |00 |: |00

L Cri
@-enkliesn [JEnable Trigger without Data

2 Specify the recurrence interval for the trigger in the hh:mm:ss format.

3 To make time driven rules evaluate on each time interval, regardless of the
existence of data, select the Trigger Without Data check box.

Note  For details on how to write conditions for time-driven rules, see “Defining conditions
for data-driven and time-driven rules” on page 263.

To assign a data -driven trigger:

Note This procedure continues from “Defining rule types” on page 250.

* Inthe Rule Definition tab, under Rule Triggering, ensure that the Data Driven
option is selected.

Note For details on how to write conditions for data-driven rules, see “Defining conditions
for data-driven and time-driven rules” on page 263.

To assign an event-driven trigger:

Note  This procedure continues from “Defining rule types” on page 250.

1 Inthe Rule Definition tab, under Rule Triggering, select the Event Driven
option.
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The Rule Definition tab refreshes, showing the Event Name box on theright.

Rule Triggering:
(e Driven
(iData Driven  Ewent Mame | AlarmnSyskemEvent V]
(#)Event Driven

2 Specify the event that you want to use as the rule trigger.
Click Event Name and select one of the following events:

¢ AlarmSystemEvent
¢ ReportGeneratedEvent
Note For details on how to write conditions for event-driven rules, see “Defining conditions

for event-driven rules” on page 267.

From here, you can proceed to “ Defining the rule scope” on page 253.

Defining the rule scope

The scope of arule defines the set of topology objects against which it runs. A rule must
be scoped to atopology type and can optionally be scoped to specific topology objects
of that type. If aruleisnot scoped to specific objects, it appliesto all instances of that
type. The scope object is the object on which alarms will appear in the vFoglight
interface. The rule scope is specified using the query language.

A rule can apply to atopology type or to one or more objects of that type. You can
change the scope of arule (the topology type or specific topology object(s) to which it
applies) after its creation.

For detail information on how to scope arule or derived metric to one or more topology
objects, see “Using the Query Language”’ on page 473.

Caution You may need to reconfigure the rule’s condition(s) if you change its scope: the metrics,
registry variables, and topology object properties specified in the existing condition(s)
may not be available for the new topology type or object(s).

To get started with specifying a rule scope:

Note This procedure continues from “Triggering rules” on page 251.
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» Inthe Rule Definition tab, use the Rule Scope area to scope the rule to one or
more topology objects.

For detail instructions, see “ Setting the Scope for a Rule or Derived Metric” on
page 474.

From here, you can proceed to “Defining Conditions, Alarms, and Actions’ on
page 254.

Defining Conditions, Alarms, and Actions

Simple rules have a single condition only, and can be in one of three states: Fire,
Undefined, or Normal. If the condition is met, the state of the rule is set to Fire and any
actions that are associated with this state are performed. If the condition is not met, the
rule remains in the Normal state. If therule’s condition cannot be evaluated because
dataismissing or unavailable, the state of theruleis set to Undefined. The condition for
asimpleruleisregularly evaluated against monitoring data. Therefore, the state of the
rule can change if the data changes.

Multiple-severity rules can have up to five severity levels: Undefined, Fatal, Critical,
Warning, or Normal. When you create a multiple-severity rule, you must specify a
condition for one or more of the following severity levels Fatal, Critical, or Warning.
When you edit multiple-severity rules, you write a condition for each specified severity
level.

Unlike simple rules, that can have only one condition associated with their Fire state,
multiple-severity rules can have a conditional expression associated with each severity
(Warning, Critical, and/or Fatal) along with an alarm message associated with that
conditional expression. Thisis because simple rules do not generate alarms. They fire
when the condition for their Fire state is met. On the other hand, multiple-severity rules
generate alarms each time they enter a severity state.

Aswith simplerules, the conditions for a multiple-severity rule are regularly evaluated
against monitoring data. All conditionsin arule are evaluated; the severity stateis set to
the highest level for which the condition evaluatesto True. If none of the conditions are
met, the severity state is set to Normal. If a condition cannot be evaluated because data
ismissing or unavailable, the state is set to Undefined.

For complete information about simple and multiple-severity rules, see “Defining rule
types’ on page 250.
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If you plan to make use of this feature, you need to add those variables before writing
conditional expressions.

For instructions, see the following sections:
e “Adding severity-level variables’ on page 256
« “Writing conditions” on page 261
» “Copying conditionsin multiple-severity rules’ on page 276
» “Defining actions’ on page 278
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» “Copying severity-level variables and actions in multiple-severity rules’ on
page 297

Adding severity-level variables

Each severity-level can haveits own set of variablesthat you can usein alarm messages.
Unlike registry variable that are global in nature, severity-level variables are only
accessible to the severity level in which you define them. There are two types of
severity-level variables:

» Expressions. An expression is used to retrieve data. It can contain aregistry
variable or afunction.

» Messages. A message istypically atext string that can include other severity-
level variables, displaying dynamically-supplied data about your monitored
system.

For example:

Severity-Level Variables

Name Value Type

varl scope. get ("agent/ host/ nane") Expression
var 2 #CPU_Uti li zati on# Expression
var 3 #Run_Queue_Lengt h# Expression
Text @ar1l: CPU Utilization Message
Subj ect CPU Utilization is at @ar2% and the Message

nunber of process in the run queue is
@ar3. A CPU Bottleneck is being detected
on @ar1l. Check the top processes (using
the Top_CPU Table) to deterni ne which
processes are the greatest contributors to
CPU Loads, or followthe vFoglight online
help to find out if the systemis CPU
constrai ned. Please use the followi ng URL
to obtain alarm details.
@oglight_rule_alarmlink
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In the above example, the Text and Subj ect variables make use of the expression-type
variables, var 1, var 2, and var 3. Furthermore, the Text and Subj ect variablescan be
used in an alarm message in an email action that sends that information to a specified
recipient when the rule generates an alarm.

If you are defining a simple severity rule, you can add one set of severity-level
variables. Multiple-severity rules allow you to add one set of variables to each severity
level that you want to define.

Additionally, you can create rule-level variables and reference them in expressions
defined in different severity levels within the same rule. For more information, see
“Defining Rule-Level Variables’ on page 303. For details on vFoglight registry
variables, see “Working with vFoglight Registry Variables’ on page 184.

To add a severity-level variable:

Note This procedure continues from “Defining the rule scope” on page 253.

1 Open the Conditions, Alarms, and Actions tab (multiple-severity rules) or
Conditions and Actionstab (simple rules).

If you are defining asimple rule, the Conditions & Actions tab opens.

If you are defining a multiple-severity rule, the Conditions, Alarms & Actions
tab opens.
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Note For more information about rule severity levels, see “Adding severity-level variables”
on page 256.

Choose the alarm level for which you want to define the severity-level variables.
If you are defining asimple rule, click Fire.

If you are defining a multiple-severity rule, click one of the following bars:

o Fatal

e Critical

e Warning

A pane containing the severity-level condition definitions expands under the
severity bar with the Condition tab open.
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3 Openthe Severity Level Variablestab.
The Severity Level Variablestab appears in the severity-level definition pane.
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4 Define the type of the severity variable by selecting one of the following Type
options on the right:

e Expression
e Message
5 Name the severity-level variable.
In the Name box, type the name of the variable.
Important. The following names are reserved and should not be used:

« foglight _severity_Ilevel
 foglight_severity_|l evel _nane

6 Specify the variable value.

Expressions can contain registry variable or functions while messages are text
strings that can make use of the existing severity-level variables.

For example:

Severity-Level Variables

Name Value Type
varl scope. get ("agent/ host/ nane") Expression
Text @arl: CPU Uilization Message

In the Expression/M essage box, type the value of the variable.
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7 Click Add.
The Severity L evel Variables pane refreshes, showing the newly-added variable.

Severity Level ¥ariables

Mame ExpreszionMessage Type
varl scope. get("agenthostiname™) Expression
Delete Selected |

To delete a severity-level variable from the list, select the row containing that
variable in the Severity Level Variables pane, and click Delete Selected.

From here, you can proceed to “Writing conditions’ on page 261.

Writing conditions

A condition isthe part of arule that is evaluated against monitoring data. When it
evaluatesto True, the ruleis said to fire, causing any actions that are associated with the
rule or severity level to be performed.

When you create a simplerule, you specify a single condition for it. You can edit this
condition after you create the rule. When you create a multiple-severity rule, you must
specify a condition for one or more of its severity levels, Fatal, Critical, and Warning,
aong with an alarm message that is associated with each condition.

» Conditional Expression. A conditional expression can be either true or false.
They can reference registry variables, Groovy functions, and metrics associated
with the one or more topology types or their topology objects to which therule
applies.

Additionally, conditional expressions can reference properties of topology objects
that are related (within the hierarchy of the topology model) to one or more
topology objectsto which the rule is scoped. For example, the condition for a
simple rule that is associated with a specific VM can reference properties of the
server on which the VM isrunning (such asthe server name), or properties of the
cluster to which the server belongs.
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Furthermore, event-driven rules can retrieve data generated by report- and alarm-
related events.

Expressions can be simple—for example, an expression can consist only of a
metric name—nbut they can also be defined using very complex syntax. See
“Examples’ on page 481 for examples of expressions.

Conditional expressions make use of the query language. See “Using the Query
Language in Rule Conditions or Derived Metric Expressions’ on page 4380 for
detailed information about the query language in vFoglight.

Alarm Message. vFoglight generates an alarm message when the conditional
expression associated with a multiple-severity rule evaluatesto True. An alarm
message is typically atext string that can include other severity-level variables,
displaying dynamically-supplied data about your monitored system.

Important Simple rules do not generate alarms. They fire when the condition for their Fire

state is met. On the other hand, multiple-severity rules generate alarms each time they
enter a severity state.

For information on how to write conditions, see the following sections:

“Expression scope” on page 262

“Copying conditions in multiple-severity rules’ on page 276

“Defining conditions for data-driven and time-driven rules’ on page 263
“Defining conditions for event-driven rules’ on page 267

Expression scope

Expressions and messages can be set with one of two distinct scopes:

Rule-scoped expressions and messages. They can be referenced by the actions set
for the Fire and Undefined states of asimple rule and for al severity levels
(Fatal, Critical, Warning, Normal, and Undefined) in a multiple-severity rule.

Note Itis a best practice that rule-scoped expressions are used until there is a need for
more finely scoped expressions.

Severity-scoped expressions and messages. They can only be referenced by the
actions set for the specific rule level at which the message is defined. For
example, if an expression isdefined for the Fatal level of amultiple-severity rule,
it can only be referenced by the actions that are set for that severity level.

Note

In addition to rule-level expressions and severity-level expressions, vFoglight also includes
pre-defined system expressions. For example, there is a pre-defined expression that refers
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to each severity level. System expressions are listed in the vFoglight Administration
Module.

Defining conditions for data-driven and time-driven rules

When you write conditions for data-driven or time-driven rules, you can make use of
variables, topology object metrics, and Groovy functions.

To define a condition for a data-driven or time-driven rule:

Note  This procedure continues from “Adding severity-level variables” on page 256.

1 Inthe Conditionsand Actionstab (simplerules) or Conditions, Alarms &
Actions tab (multiple-severity rules), open the Conditions tab.

The Condition tab opensin the display area.
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Multiple-severity rule

Important The appearance of the Condition tab depends on the rule type. In addition to the
condition editor, multiple-severity rules also include an alarm editor that allows you to
compose an alarm message associated with each severity state (Warning, Critical,
and/or Fatal).

Unlike simple rules, that can have only one condition associated with their Fire state,
multiple-severity rules can have a conditional expression associated with each severity
(Warning, Critical, and/or Fatal) along with an alarm message associated with that
conditional expression.

This is because simple rules do not generate alarms. They fire when the condition for
their Fire state is met. On the other hand, multiple-severity rules generate alarms each
time they enter a severity state.

For complete information about the differences between simple rules and multiple-
severity rules, see “Defining rule types” on page 250.

2 Write the conditional expression.
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In the Condition tab, use the Condition areato write the conditional expression.

You can type the condition directly into the Condition box, or use the operator
controls and the Condition Editor to add logical operators, registry variables,
metrics, or Groovy functions. For complete information about inserting operators
or using the Condition editor, see “ Specifying a Rule Condition or Derived Metric
Expression” on page 481.

Caution If you change the metrics, registry variables, or topology object properties that are
referenced in the condition, ensure that the new items are available for the
topology type or object(s) to which the rule is scoped.

Important To separate multiple lines in conditional expressions, use a semicolon followed
by a carriage return. In conditional expressions consisting of a single line, using a
semicolon to end the line is optional. For example:

Multi-line expressions
Example A
Correct

println @vent.dunmp();
@vent.get ("report/name") == "M/Report";

Incorrect

println @uvent.dunp()
@vent.get("report/nanme") == "M/Report";

Note  The first line is missing a semicolon which causes the expression
to result in an error.

Single-line expressions
Example B
Correct
println @vent.dunp();
Example C

Correct
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println @vent.dunp()

Note  Using a semicolon to end the line in a single-line expression is optional,
therefore both expressions are valid.

3 Multiple-severity rules. Activate the condition by selecting the Activate check

box.

You must activate the condition for a severity level in a multiple-severity rule

before you can saveit. If the Activate check box is cleared when you click Save,

the condition that you specified will be discarded, as will any expressions or

actions that you set in the sub-tabs of the tab for that severity level.

Caution Do not clear the Activate check box if you want to temporarily disable a rule. To
temporarily deactivate the alarms and actions for an entire rule, follow the
instructions in “Suspending or resuming alarms” on page 236. You can also

configure the behavior of the alarms and actions for the rule. See “Defining Alarm
and Action Behavior” on page 302 for more information.

Multiple-severity rules. Define the alarm message associated with the newly-
defined condition.

In the Alar m box, type the alarm message.

Multiple-severity rules (Optional). To reference arule-level variable or a
system variable in the alarm message, in the Alarm M essage box, click the
location to which you want to add the variable, and then click the Alarm Message

Editor button () above the Alarm M essage box.
The Alarm Message Editor dialog box appears.
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Alarm Message Editor
#E. Rule Watiables ” #f_. System Yariables }

Mame ExpressionMeszage Tvpe

Agertid scope.get(VagentiDn") E

Agenthame scope.get(namey') E
HealthStateMame scope get(VhealthStatel™) get(n... E

Insert | Close |

e Toadd arule-level variable, in the Alarm Message Editor dialog box, on the
Rule Variables tab, select the rule-level variable and click I nsert.

* To add a system variable, on the System Variables tab, select the system
variable and click I nsert.

The newly-added variable appears in the Alarm M essage box.

When you finish adding variables to the alarm message, close the Alarm
M essage box by clicking Close.

6 Savethe newly-defined rule condition by clicking the Save button above the
Condition tab.

From here, you can proceed to “ Defining actions’ on page 278.

Defining conditions for event-driven rules

When you write conditions for event-driven rules, in addition to variables, topology
object metrics, and Groovy functions, you can use events and their propertiesto trigger
rule actions.

Event-driven rules allow you to monitor the events generated every time a pre-defined
event occurs. There are two types of events that can act asrule triggers:

o AlarmSystemEvent

Multiple-severity rules generate system events when arule severity level is
reached. Alarm-based system events allow you to monitor alarm-related system
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events and use the following propertiesin rule conditionsin order to trigger

event-driven rules;

Property Data Type Description

alarmiD String ContainstheID of thealarm
that generates the event.

alarmLink String Contains the URL to the
aarm.

clearedTime Dat e Specifies the time at which
thealarmis cleared.

change Al ar mChangeType  Specifiesthe alarm change

createdTime

isAcknowledged

isCleared

message

ruleComments

rulelD

ruleName

Dat e

Bool ean

Bool ean

String

String

String

String

type: Fire, d ear, or
Acknowl edge.

Specifies the time at which
the alarm is created.

Determines if the event is
acknowledged. It can be set
to Tr ue or Fal se.

Determinesif the event is
cleared. It can be set to
Tr ue or Fal se.

Containsthe alarm
message.

Contains any comments
associated with the rule that
generates the alarm.

Contains the ID of therule
that generates the alarm.

Contains the name of the
rule that generates the
alarm.
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Description

severityLevel

severityName

sourcelD

sourceName

userDefinedData

I nt eger

String

String

String

Dat atnj ect

* ReportGeneratedEvent

Contains a number that
identifies the severity level:
¢ 0: Undefined

¢ 1: Norma

e 2: Warning

e 3: Critical

e 4: Fatal

Contains one of the
following values that
identify the severity level:
Undef i ned, Nor mal ,
Warning,Critical,or
Fat al .

Contains the ID of the
source data object that
generates the event.

Contains the name of the
source data object that
generates the event.

Contains a data object that
includes any additional
information about the
alarm. Thisdata can be used
when creating event-related
dashboards. For more
information about creating
dashboards, see the
vFoglight User Guide.

269

Report generation creates system events. You can monitor these events and their
propertiesin order to trigger event-driven rules:
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Property Data Type

Description

createdTime Date

Specifies the time at which the event is

created.

report Repor t

Contains an object of the Report type.

For complete information about creating and
scheduling reports in vFoglight, see the
vFoglight User Guide.

In addition to the Repor t Gener at edEvent object properties you can reference
the Repor t object properties when writing rule conditions for arule triggered by
areport generation event. The following table liststhe Repor t object properties,

their data types, and descriptions.

Property Data Type  Description

dateRun Dat e The date on which the report is run.

emailRecipients String  Theemail recipientsto which the
report is to be sent.

errorMessage String  Anerror message associated with the
report.

isEnabled Bool ean  Specifies whether the report
generation is enabled.

name String  Thereport name.

numResultsRetained | nteger  The number of recordsin that are
retained in the report.

reportld String  Thereport ID.

scheduleld String  ThelD of the schedulethat is

associated with the report.
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Property Data Type  Description

scheduleName String  Thename of the schedulethat is
associated with the report.

size Integer Thereport sizein bytes.

templateld String  ThelD of the template used to create
the report.

templateName String  The name of the template used to
create the report.

user String  Thename of the vFoglight user who

created the report.

To define a condition for an event-driven rule:

Note  This procedure continues from “Adding severity-level variables” on page 256.

1 Onthe Conditionsand Actionstab (ssmple rules) or Conditions, Alarms &
Actions tab (multiple-severity rules), open the Conditions tab.

The Condition tab opensin the display area.
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Important The appearance of the Condition tab depends on the rule type. In addition to the
condition editor, multiple-severity rules also include an alarm editor that allows you to
compose an alarm message associated with each severity state (Warning, Critical,
and/or Fatal).

Unlike simple rules, that can have only one condition associated with their Fire state,
multiple-severity rules can have a conditional expression associated with each severity
(Warning, Critical, and/or Fatal) along with an alarm message associated with that
conditional expression.

This is because simple rules do not generate alarms. They fire when the condition for
their Fire state is met. On the other hand, multiple-severity rules generate alarms each
time they enter a severity state.

For complete information about the differences between simple rules and multiple-
severity rules, see “Defining rule types” on page 250.

2 Write the conditional expression.
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In the Condition tab, use the Condition areato write the conditional expression.
using the following syntax:

sone_val ue. equal s(@vent.get("[report/] property");
Where

e report indicatesthat you want to use the Repor t Gener at edEvent inthe
conditional expression.

e property isthe name of the event property that you want to use in the
comparison. For acomplete list of event properties and the information they
contain, see“ AlarmSystemEvent” on page 267 or “ ReportGeneratedEvent” on
page 269.

« sone_val ue containsthe value that is to be compared with the specified
property value.

Caution The data type of the value you specify here must match the data type of the
property with which you compare this value.

For example, to write a condition that triggers an event-driven rule to fire when
vFoglight generates a report whose name is Syst em Resour ces, write the
following expression:

@vent.get("report/nanme") == "System Resources";

Report attachments are not stored in ReportGeneratedEvent object properties. To
retrieve areport attachment in a rule condition, use the following syntax:

byte[] a_pdf_object =
server. get ("ReportingService").get Report Dat a( @vent . get
("report/reportld"));

Where a_pdf _obj ect isthe name of the report file that you want to retrieve.

Important To separate multiple lines in conditional expressions, use a semicolon followed
by a carriage return. In conditional expressions consisting of a single line, using a
semicolon to end the line is optional. For example:

Multi-line expressions
Example A

Correct
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println @vent.dunp();
@vent.get ("report/name") == "M/Report";

Incorrect

println @vent. dunp()
@vent . get("report/nanme”) == "MyReport";

Note The first line is missing a semicolon which causes the expression
to result in an error.
Single-line expressions
Example B

Correct
println @vent.dunp();
Example C
Correct

println @vent. dunp()

Note Using a semicolon to end the line in a single-line expression is optional,
therefore both expressions are valid.

3 Multiple-severity rules. Activate the condition by selecting the Activate check
box.

You must activate the condition for a severity level in amultiple-severity rule
before you can saveit. If the Activate check box is cleared when you click Save,
the condition that you specified will be discarded, as will any expressions or
actions that you set in the sub-tabs of the tab for that severity level.

Caution Do not clear the Activate check box if you want to temporarily disable a multiple-
severity rule. To temporarily deactivate the alarms and actions for an entire rule,
follow the instructions in “Suspending or resuming alarms” on page 236. You can
also configure the behavior of the alarms and actions for the rule. See “Defining
Alarm and Action Behavior” on page 302 for more information.

4 Multiple-severity rules. Define the alarm message associated with the newly-
defined condition.

In the Alarm box, type the alarm message.
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5 Multiple-severity rules (Optional). To reference arule-level variable or a
system variable in the alarm message, in the Alarm M essage box, click the
location to which you want to add the variable, and then click the Alarm Message

Editor button () above the Alarm M essage box.
The Alarm M essage Editor dialog box appears.

Alarm Message Editor
#E. Rule Watiables ” #f_. System Yariables }
Mame ExpressionMeszage Tvpe
Agertid scope.get(VagentiDn") E
Agenthame scope.get(namey') E
HealthStateMame scope get(VhealthStatel™) get(n... E
Insert | Close |

e Toadd arule-level variable, in the Alarm M essage Editor dialog box, on the
Rule Variablestab, select the rule-level variable and click I nsert.

The Rule Variablestab lists al of the rule-level variables, including
expressions and messages.

e Toadd asystem variable, on the System Variablestab, select the system
variable and click I nsert.

The newly-added variable appears in the Alarm M essage box.

When you finish adding variables to the alarm message, close the Alarm
M essage box by clicking Close.

6 Savethe newly-defined rule condition by clicking the Save button above the
Condition tab.

From here, you can proceed to “ Defining actions’ on page 278.
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Copying conditions in multiple-severity rules

In some cases you may need to copy the conditionsfrom an existing severity level of the
samerule. A condition is comprised of a conditional expression and an alarm message,
both of which are copied when required. For more information about conditional
expressions and alarm messages, see “Writing conditions’ on page 261.

Copying acondition can be useful in situations when the conditional expressions of
different severities are similar, so instead of writing and validating them for each
severity level you can copy an existing expression and modify it as required.

Whileyou arein the edit rule mode, any unsaved changes to the conditional expressions
or alarm messages that you want to copy will be carried over to the destination
condition. For example, if you edit a conditional expression for the Warning condition
of arule without saving it, and then proceed to copy that condition in the Critical pane,
the unsaved edits of the Warning condition will be carried over to the Critical condition.

To copy a condition from an existing severity level:

Note This procedure continues from “Adding severity-level variables” on page 256.

1 Onthe Conditions, Alarms & Actionstab, open the Conditionstab.
The Condition tab opensin the display area.

7| Copy condionisen from. 7] Copy warisblexiections from

[ Condition ) &

Severity Level varlabies 'l [" Action 'l
™ Bctivate

Condition: Alarm Mastags

(N I I e ]

2 Choose the severity level from which you want to copy the conditional
expression.
Caution You can only copy the conditions from those severity levels that are already

defined. Attempting to copy a condition for a rule that has no conditions defined
results in an error.
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a Click the Copy condition/alarm button above the Condition tab.

A list appears, showing those severity levels for which the conditions have
been defined. For example, if you are defining a condition for the Critical
severity, and the conditions for the Fatal and Warning levels have already been
defined, the list shows two options. Fatal and War ning, asillustrated bel ow.

Fatal [
Wiarning

Caution Attempting to copy a condition for a rule that has no conditions defined results
in error.

b Select the severity level whose condition you want to copy.

The Condition tab refreshes, showing the newly copied conditional expression
and alarm message in the Condition and Alarm Message boxes.

|' condition '” Tgwerity Livel Yarkables | r Ao "|

¥ hetivate

Comdition: & Alanm Maruage:
EMEEEER ] 2 P
[ocro vrilicaticnd » fdcegistey(~CPUWazning™) [GPU ULilization 42 ab @vesit and the number of
£6 WRusn Qusus Lesgthd »= pEosess in Lhe fun queus 49 @waed, A CPU
2eegistey ["RunlacscPacning™) Botelesmeck i3 being devested en Bwacl. Check

the top processes (using the Top CFU Table) £o
derermine which processes ars the greavesc
concributors to CFJ Loads, or follow che
Foglight omline help o Zind cus if the system
is CFU constoained,

3 Optional. Edit the conditional expression and the alarm message, if required. For
instructions, see one of the following sections:

« “Defining conditions for data-driven and time-driven rules’ on page 263
« “Defining conditions for event-driven rules’ on page 267

4 Saveyour changes to the rule condition by clicking the Save button above the
Condition tab.

From here, you can proceed to “Defining actions’ on page 278.
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Defining actions

An action isaparticular operation that is performed when arule enters or exits a state
(for example, when arule condition is met).

Multiple actions can be associated with simple rules as well as with each severity level
in amultiple-severity rule. Actions can be added to arule after it is created.

For examples on how to add actions to arule severity level, see “Example: Configuring
Rule Action Parameters’ on page 314 and “ Example: Implementing Command Actions
in Rules’” on page 322.

vFoglight action types

There are two types of actionsin vFoglight:

Entering. It causes the action to be performed when asimple rule or a severity
level in amultiple-severity rule entersthe state in which the condition for that rule
or severity level is met.

Itisabest practice that Entering actions be used by default.

Exiting. It causesthe action to be performed when asimplerule or aseverity level
in amultiple-severity rule exits the state in which the condition for that rule or
severity level ismet.

Use of the Exiting action should be restricted to cases where an action specific to
the state is needed. For example, if an Entering action starts a script, then the
Exiting action may stop the script.

vFoglight actions

The actions available in vFoglight are as follows:

BSM Actions. They send alarm data to vFoglight Service Discovery Dashboards.

SNMP Trap Actions. They cause alarms to be forwarded as SNMP trapsto a
management system that supports SNMP (such as Tivoli® NetView®, Micromuse
NetCool® or HP® Vantage Point) when the rule fires. Various parameters can be
set for sending the SNMP trap, including the community, the trap type, and the
host and port for the monitoring service.

Email Actions. They cause email messages to be sent to a specified recipient
when the rule fires. For more information about viewing the settings related to
email actions and configuring email actions in viFoglight, see “Viewing email
settings and configuring email actions’ on page 279.
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» Command Actions. They cause an external action to be executed on the machine
hosting the vFoglight Management Server. For example, a Command action may
run the executable that starts a service. Various parameters can be set for this
action. The mandatory parameter is COWAND_LI NE which is the executable
command and one or more arguments. Optionally, you can also set OS
environment variables (separated by an exclamation mark).

» Remote Command Actions. They cause an external action to be executed on a
remote platform. Various parameters can be set for this action including a
mandatory parameter is COMVAND LI NE.

» Script Actions. They cause an arbitrary script to be run when therulefires. Thisis
to be used for any integration not available through built-in actions. Various
parameters can be set for this action, such as script name (mandatory), scoping
topology 1D, scripting object ID, and arguments associated with the script. The
ten arguments (0-9) must be mapped directly to the script, and it isthe
responsibility of the user to assure the parameters match the script in number and
in type. Thereiscurrently no validation facility for script actions.

For alist of parameters that are supported in each action type, refer to “About action
parameters’ on page 288.

Viewing email settings and configuring email actions

The report engine uses email actions to send reports to email recipients or email alarm-
rel ated messages to vFoglight administrators when certain thresholds are reached. When
you add a scheduled report and specify its email recipients using the Report Manager
dashboard, vFoglight uses the default mail parameters, set by the vFoglight registry
with themai | . prefix, to send the report to the specified recipients at arate set in the
associated schedule.

Alternatively, you may need to edit the default email-related settings that control mail
connection and mail socket by creating two new registry variables,

mai | . connection. ti neout andmai | . socket . ti meout , and assigning them the
appropriate value in seconds.

For compl ete information about creating reports and the Report Manager dashboard, see
the vFoglight User Guide. For information on where to find the global settings that
vFoglight uses for sending emails, see“Mail (Global Settings)” on page 61.

In some situations you may need to filter the reports before sending them to email
recipients. You can do that by editing the Fire condition of the rule Email Reports
Sample as required. For instructions on how to write rule conditions, see “Writing
conditions’ on page 261.
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To view email settingsin vFoglight:

Note  This procedure continues from “Accessing the vFoglight Configuration Dashboard” on
page 67.

« InthevFoglight Configuration dashboard, locate the Mail (Global Settings)
view.

Mail {Global Settings)

Zonneckion Timeout Mot Globally Configured
From Mot Globally Configured
SMTP Hosk Mot Globally Configured
SMTP Part Mat Globally Configured
Recipient Mat Globally Configured
Socket Timeouk Mot Globally Configured
|Jser Mot Globally Configured

The Mail (Global Settings) view contains email settings that are used by
vFoglight when sending messages to specified recipients, such as the connection
time-out, default email sender, host name, port number, recipient’s email
address, socket time-out, and the user logging into the email server used by
vFoglight. For complete information about the settings in the M ail (Global
Settings) view, see “Mail (Global Settings)” on page 61.

These settings need to be configured after the installation. For details, proceed to
To configure email actionsin vFoglight:.

To configure email actionsin viFoglight:

Note  This procedure continues from “Accessing the Manage Registry Variables dashboard” on
page 185.

1 Onthe Manage Registry Variables dashboard, locate the following variables:
mail.from, mail.host, mail.password, mail.port, mail.receipient,
mail.transport.protocol, and mail.user.

Tip  You can filter the list of variables using filters. At the top of the Manage Registry
Variables dashboard, in the Filter By Variable Name box, type mail.
The Manage Registry Variables dashboard refreshes, showing only the registry
variables that start with the mail prefix.
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Set the global default values of the following nai | . variables:

mail.from: The default email address used by the vFoglight Management
Server from which emails are sent.

mail.host: The default email host used by the vFoglight Management Server
from which emails are sent.

mail.password: The default password for logging into the email server.

mail.port: The default port number of the email server used by the vFoglight
Management Server from which emails are sent.

mail.receipient: The default email address used by the viFoglight
Management Server to which emails are sent.

mail.transport.protocol: The default mail transport protocol (for example,
SMTP, POPS, IMAP4, or others).

mail.user: The default user name that the vFoglight Management Server uses
for logging into the email server.

To set the global value of aregistry variable, complete the following steps:
a Onthe Manage Registry Variables dashboard, click the Variable Name

column of the registry variable whose global default value you want to edit.
For example, to edit the value of the mai | . host variable, click mail.host.

The Edit Registry Variable view appears in the Manage Registry Variables
dashboard, showing the settings of the mai | . host variable.
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In the Edit Registry Variable view, in the Global Default area, type the
global default value that you want to assign to the variable.

For example, to configure the mail.host variable, type the name of the default
email host that you want the vFoglight Management Server to use for sending
emails.

b Ontheright of the Global Default area, click Save.
A message appears in the upper-left corner, indicating success.

Manage Registry Yariables

Edit Registry Variable - mail.host 1]
Registry variable updated successfully

¢ Return to thelist of registry variablesin the Manage Registry Variables
dashboard by clicking the Go to Registry Variable List button at the bottom.
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The Manage Registry Variables dashboard refreshes, and the row containing
the newly-edited variable appears selected in thellist.

Variable Hame &  Type Global Default scoped Default

mail.debuz Boolean falze [EE E |l
mail.from String jnikic@sitraka.com  M/A =
mail.host String MyEmailHost.com  MAA =)

For complete information on how to edit aregistry variable, see“ Editing Registry
Variables’ on page 200.

Optional. Configure the mail connection and mail socket time-outs.

The default values are 20 seconds for the connection and 10 seconds for the
socket time-out. To use different values, create the following registry variable
values and assign them the appropriate integer value in seconds:

mai | . socket . ti neout andmai | . connecti on.ti meout.

To create a vFoglight registry variable, complete the following steps:

a Onthenavigation panel, under Dashboar ds, choose Administration > Rules
& Noatifications > Create Registry Variable.

The Create Registry Variable dashboard appears in the display area, showing the
Step 1: Create Registry Variable view.
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Create Registry Yariable Apr 23, 2008 11:123:85 PM EDT
Create Reqistry Variable Reqistry Wariable Added

Step 1 Create Regiskry Variable @

Registry ¥ariable Name:

Description/Comments:

Registry Yalue Type:

b Specify the name and data type for the variable using the following boxes:

Registry Variable Name: The name of the variable:
mai | . connecti on. ti meout when specifying the connection time-out or
mai | . socket . ti meout for the socket time-out.

Registry Value Type: Click the box and select Integer from thelist that
appears.

¢ Click Add.

The Create Registry Variable dashboard refreshes, showing the Step 2:
Registry Variable Added view.
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d Edit the newly-created registry variable.
In the Step 2: Registry Variable Added view, click Edit Registry Variable.

The Create Registry Variable dashboard refreshes, showing the Edit Registry
Variable view.
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e Specify the length of the time-out.

In the Edit Registry Variable view, in the Global Default area, ensure that
the Satic Value option is selected and type the number of secondsin the box.

Save your changes.
On theright of the Global Default area, click Save.
A message appears in the upper-left corner, indicating success.

Create Registry Yariable

Edit Registry Variable - mail.connection. timeout (1]

Registry variable updated successfully

g Returntothelist of registry variables in the Manage Registry Variables

dashboard by clicking the Go to Registry Variable List button at the bottom.

The Manage Registry Variables dashboard refreshes, and the row containing
the newly-edited variable appears selected in thelist.

Variable Mame & Type Global Default Scoped Default

mail.connection. Hmeout Integer 35 [T = @

For compl ete information on how to edit aregistry variable, see“ Editing Registry
Variables’ on page 200.

Important In some situations you need to create or receive email alerts that contain a URL to the

browser interface. To ensure the URL points to the computer on which the vFoglight
Management Server is running, ensure that the CATALYST_URL registry variable
contains the correct computer name and port number.

For example: http://MyHost.MyDomain.com:8080/

Adding actions to rules

An action isa particular operation that is performed when arule enters and/or exits a
state (for example, when arule condition ismet). You can associate multiple actions can
be with simple rules as well as with each severity level in a multiple-severity rule. You
can add actions to arule after it is created.
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To add an actionto arule:

Note  This procedure continues from “Defining conditions for data-driven and time-driven rules”
on page 263.

1 Inthe Conditions and Actionstab (ssimple rules) or Conditions, Alarms &
Actions tab (multiple-severity rules), open the Action tab.

The Action tab appears in the display area.

I.. Canditios ] | Sewariny Livil Variabiesd '||

Astions
Action Hsms Action Typs Cpoription
Embhoixn Enlering
% Entaring
Eulting

Aztion Typs
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Dric riptinm

| Dbty Seisbisctned

2 Define the action type by selecting one of the following Action Type options on
theright:

e Entering

« Exiting

See “vFoglight action types’ on page 278 for more information.
3 Specify the action.

Click Action and select an action from the list that appears.

See “vFoglight actions’” on page 278 for more information.
4 Optional. Add information about the selected action.

In the Description box, type the action description.
5 Click Add.

The Action tab shows alist of parameters associated with the newly-selected
action.
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From here, you can edit the action parameters asrequired. For details, see“ About action
parameters’ on page 288.

About action parameters

Each rule action has a set of parameters associated with it. Some action parameters are
mandatory while others are optional. When you add an action to arule, you must
configure the action’s mandatory parametersin order for it to be executed when the rule
reaches the severity level for which the action is defined.

When specifying an action parameter you can make use of vFoglight registry variables,
rule-level variables, or specify acustom value. The datatype of the specified value must
match the action parameter’s data type.

Note  To successfully configure an action, you must ensure that all of the actions’s mandatory
parameters are specified.

The following table lists rule actions and their parameters.

Parameter Required?  Description

BSM Actions

Al arm syst em event Yes Alarm system event generated
by vFoglight.

BSM URL Yes URL of the BSM system to
which to post the data.

Event Attributes No Optional event attributes to
passto BSM.

Managed Control Attributes No Optional component attributes
to passto BSM.

Technol ogy Level Agreenent No Optional Technology Level

Attributes Agreement attributes to passto
BSM.

Command Actions
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Par ameter Required?  Description
COMVAND_LI NE Yes The command that you want to
run on the command line along
with its options and arguments
if applicable.

Note If the command is not
accessible from the
<foglight_home> directory,
you need to specify its path.

ENVI RONVENT _VARI ABLES No A list of environment variables
separated by exclamation
marks‘!".

Email Actions

mai | . at t achenent No Email attachment.

mai | . attachenment.file.name Yes The file name of the email
attachment.

mai | . attachement. mne.type Yes The attachment’s MIME type.

mai | . bcc No Blind CClist. Usesacommaas

a separator.

mai | . cc No Mail CC list. Uses acomma as
a separator.

mai | . content.type Yes Canbesettotext/plainor
text/htn .

mai | . message No Message body.

mai | . reci pi ent Yes Recipient's email address. It

overrides the value set by the
globa mai | . reci pi ent
registry variable. For more
information about thisvariable,
see “Viewing email settings
and configuring email actions’
on page 279.
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Parameter

Required?

Description

mai | . subj ect

Remote Command Actions

COMVAND_LI NE

ENVI RONMENT_VARI ABLES

Host Nanme

Mat chAl |

Pl atform nfo

Renptelnstal | ationld

Renot eWor ki ngDi r

No

Yes

No

Yes

No

No

No

No

Mail subject line

The command that you want to
run remotely along with its
options and arguments if
applicable.

A list of environment variables
separated by exclamation
marks‘!".

The name of the host computer
on which the command isto be
executed.

A flag indicating whether to
run the command on all hosts
that match the selection
criteria. The false default runs
the command on the first
matching host only.

Thetarget platform
specification.

Target installation ID. This
information is useful if there
are multiple remote agents that
support remote command
execution.

Working directory on the
remote machine.
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Par ameter Required?  Description
UseRegEXxp No Indicates whether the values

specified by the HostName,
Platforminfo, and

Remotel nstallationld
parameters are regular

expressions.
Script Actions
Argunent 1-10 No Parametersto passto the script.
Scopi ng object id No The ID of the scoping object.
Scri pt name Yes The name of the script.

Caution  The rule runs the script
from the
<foglight_home>/scripts
directory. If you place
your script elsewhere in
the file system, include
the script path.

SNMP Trap Actions

Comuni tyString Yes SNMP community string.
Tar get Addr ess Yes Trap target address.

Tar get Por t Yes Trap target port.

The following rules apply to the command syntax for Command and Remote Command
actions:
» The executable command must point to a path which can be understood and

executed by the native operating system (such as aaWindows batch file or a
binary executablefile). For example:

Correct

C:\hel | 0. bat
perl C:\hello.pl
\\ my_domai n\ ny_server\ ny_group\ ny_user _account\ hel | o. bat
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Incorrect
P:\hell 0. bat (where P: is a mapped drive)

Only those commands that point to a specific batch file on a physical drive
produce a command output in the Command Prompt window. That is because
command actions invoked by a script do not read back from the stream nor print
the command output to the console, waiting for the command to finish. In the
above examples, only C: \ hel | 0. bat generates acommand-line output.

» The executable command should be separated from the arguments by one or more
space characters, and the arguments should similarly be separated by one or more
space characters.

« If the executable or an argument contains one or more space characters, it should
be quoted with double quotation marks (*). Command actions do not recognize
single quotation marks. Do not use a back slash (\) as an escape character for
single or double quotation marks asit has no effects in command actions. For
example:

Correct
argl arg2 arg3
"arg one" arg2
Incorrect

‘arg three here’
"arg \"one"

 If the command or an argument is quoted and has to contain one or more double
quotes, the embedded double quotation mark must be escaped by using two
adjacent quotes (“*) or using a back slash and quote (\"), whichever is suitable to
the underlying OS.

« Triplequotes (““*) are recognized as one quotation mark. Thisisuseful in dealing
with Windows batch files.

« Triple quotes are not allowed in a quoting context.

About rule system variables

There are trigger-specific rule variables that can be used in conditional expressions of
rules with certain trigger types. Each variable contains the information relative to the
rulein which it isused. For example, if you create arule RuleA and use the rule-level
variablef ogl i ght _rul e_nane asaparameter in an action that you add to RuleA, that
parameter uses the actual rule name, RuleA.
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Rulesin vFoglight can be triggered by data, time, or events. Different trigger types,
such astime, data, and event triggers, have different rule-level variables available to
them. For example, in an event-driven rule you can reference the properties of the
system alarm event that triggers the rule directly.

Thefollowing tablelists al of the rule-level variables and indicates their availability in

different trigger types.
Variable Description Trigger Type
Time Data Even
t

event System event Yes No No

event_foglight_rule_alarm_link Link for the alarm Yes No No
causing the event

event_foglight_rule_comments The commentsfor the  Yes No No
rule causing the event

event_foglight_rule_id The ID of therule Yes No No
causing the event

event_foglight_rule_name Thenameof therule  Yes No No
causing the event

event_foglight_severity_level The severity level (0-  Yes No No
4) causing the event

event_foglight_severity level name ~Name of the severity ~ Yes No No
level causing the event

event_scope Event scope Yes No No

foglight_rule_alarm_link Link for the alarm Yes Yes Yes

foglight_rule_comments Commentsfor therule Yes Yes Yes

foglight_rule_domain_query Rule domain query Yes Yes Yes
Rule ID Yes Yes Yes

foglight_rule_id
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Variable Description Trigger Type

Time Data Even
t

foglight_rule_name Rule name Yes Yes Yes
foglight_scoping_id ID of the topology Yes Yes Yes
object

For more information on rule trigger types, see “ Triggering rules’ on page 251.

Note vFoglight prevents you from creating a rule variable with the same name as a system
variable. However, the variable name can change if you change the trigger type. In this
instance, a warning icon will appear in the Rule Variables and Severity Level Variables
listings.

Editing action parameters
To edit an action parameter:

Note  This procedure continues from “Adding actions to rules” on page 286.

1 IntheAction tab, in the Actions pane, click the Action Name column of the row
containing the action whose parameter you want to edit.

The action definitions appear in the display area.
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Note The above screen capture shows a list of parameters for a command action. Each
action has a different set of parameters associated with it. For more information, see
the table listing preceding this procedure.

Observe the Type column of the row containing the parameter that you want to
edit.

Caution The Type column shows the parameter’s data type. When changing the
parameter value, ensure that the value you specify matches that data type.

Each action comes with its own set of action parameters. For more information,
see “About action parameters’ on page 288.

In the Action Parameter s pane, in the row containing the parameter that you
want to edit, click the Default link of that appears in the row’s Value column.

The Action Parameter Editor dialog box appears.
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Action Parameter Editor

Parameter Name:
COMMAND_LINE

#.- Watiakle ” ﬁf User Defined

Registry Variables

Mame

BSh URL
CATALYST_URL
SENTEY

Rule/System Variables

Mame
foglight_rule_alarm_link
foglight _rule_comments
foglight _rule_damain_guery

foglight _rule_id

Change Close

Type

String
String
String

Type

System
System
System
System

Global Detault

Fittpe ATOROT 2991 prod guest o

(This message was sent by C:

Expression
i,
Tui 2,
Tui 2,
Tui,

4 Specify the parameter value by completing one of the following stepsin the

Action Parameter Editor dialog box.

Caution  When specifying the parameter value, ensure that the value you specify matches
the parameter’s data type. For more information, see step 2.

» Set the parameter to avFoglight registry variable.

Inthe Variabletab, in the Registry Variables table, select the row containing
the vFoglight registry variable to which you want to set the parameter.

¢ Set the parameter to arule system variable.
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In the Variable tab, in the Rule/System Variables table, select the row
containing the rule system variable to which you want to set the parameter.
Thelist of available variables depends on the rule trigger type.

For complete information about rule system variables, see “ About rule system
variables’” on page 292. For details on rule triggers, see “ Triggering rules’ on
page 251.

¢ Set the parameter to a custom value.
Open the User Defined tab and type avalue for the action parameter.
5 Click Change.

The Action Parameter Editor dialog box closes and the Action Parameters
table refreshes, showing the newly-modified parameter value in the Value
column of the parameter’s row.

6 When you finish making changes to the action parameters, click Go to Action
List to return to thelist of actions.

The Actions pane refreshes, showing the newly-edited action.

Actions
Action Mame Action Type Dezcription
Command&ction Ertering

Delete Selededl

To delete an action from the list, select the row containing that action in the
Actions pane, and click Delete Selected.

From here, you can proceed to “ Associating Rules with Schedules’ on page 299.

Copying severity-level variables and actions in multiple-severity rules

In some cases you may need to copy the severity-level variables and actions from an
existing severity level of the samerule. Each severity level can haveits own actionsand
severity-level variables. For more information about severity-level actions and
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variables, see “ Adding severity-level variables’ on page 256 and “Defining actions’ on
page 278.

Whileyou arein the edit rule mode, any unsaved changes to the severity-level variables
or actions that you want to copy will be carried over to the destination severity. For
example, if you edit an action for the Warning condition of arule without saving it, and
then proceed to copy that action in the Critical pane, the unsaved edits of the Warning
action will be carried over to the Critical severity.

Copying severity-level actions and variables can be useful in situations when those
definitions areidentical or, in some cases, are similar. Instead of writing and validating
them for each severity level you can copy existing ones and modify them as required.

To copy variables and actions from an existing severity level:

Note This procedure continues from “Defining the rule scope” on page 253.

1 Onthe Conditions, Alarms & Actionstab, open the Conditionstab.
The Condition tab opensin the display area.

7| Copy Condionise from_ |[7] Copy warisbleslsctions fron

(( Condition | @ '.;l.".'l.'l'-'f.'.I."\-'I.'.'-'...l'idl.lll.'!‘ "]I" ECLion \]

™ Benivane

Condition: & Alarm Mezsage
EEEICIEEI IR (e

2 Choose the severity level from which you want to copy the conditional
expression.
Caution  You can only copy the conditions from those severity levels that are already

defined. Attempting to copy a condition for a rule that has no conditions defined
results in error.

a Click the Copy variables/actions button above the Condition tab.

A list appears, showing those severity levels for which the conditions have
been defined. For example, if you are defining a condition for the Critical
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severity, and the conditions for the Fatal and Warning levels have already been
defined, the list shows two options. Fatal and War ning, asillustrated bel ow.

Fatal [
Wiarning

Caution Attempting to copy a condition for a rule that has no conditions defined results
in error.

b Select the severity level whose condition you want to copy.
The Condition tab refreshes.

3 Verify the settings of the newly-copied severity-level variables and actionsin the
Severity Level Variables and Action tabs.

4 Optional. Edit the newly-copied severity-level variables and actions, if required.
For instructions, see one of the following sections;

e “Adding severity-level variables’ on page 256
« “Defining actions’ on page 278

5 Saveyour changesto the rule condition by clicking the Save button above the
Condition tab.

From here, you can proceed to “ Defining actions’ on page 278.

Associating Rules with Schedules

Once you have defined one or more conditionsfor arule, you can associate the rule with
aschedule either as an effective period or as a blackout period.

An effective period is a schedule during which you want arule to be evaluated. For
example, you might want to set your company’s hours of operation as the effective
period for arule.

You can a'so set blackout periods for arule. A blackout is a schedule during which
evaluation of the rule is suspended for set intervals. For example, you might want to set
the times when regularly scheduled maintenance is performed on a server asthe
blackout period for arule.

If arule has no schedules associated with it, then it is always active. If you only add
effective schedulesto arule, then it isautomatically inactive at all times other than those
specified by the effective schedules. Conversely, if you only add blackout schedulesto a
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rule, thenitisautomatically active at al times other than those specified by the blackout
schedules.

If you add both effective and blackout schedulesto arule, then it will be active only at
the times specified by the effective schedules minus the times specified by the blackout
schedules. Thisisbecause blackout schedul es take precedence over effective schedules.
For example, suppose you add two schedules to arule: an effective schedule that runs
Monday to Friday, 9 am to 5 pm, and a blackout schedule that runs every Tuesday from
10am to 11am. The rule will be active every Monday, Wednesday, Thursday and Friday
from 9 am to 5 pm but will only be active from 9am to 10am and from 11am to 5pm on
Tuesdays.

To associate a rule with schedules:

Note This procedure continues from “Defining conditions for data-driven and time-driven rules”
on page 263.

1 Open the Schedules tab.
The Schedules tab opensin the display area.

- ¥ s derm O s s

- [ Pe——

2 Assign effective schedules.

a Inthelist that appearsin the upper-left corner, select one or more schedules
that you want to assign as effective schedules.

Thelist shows all schedulesthat exist in vFoglight. For information on how to
add or remove schedules, see Chapter 8, “Using Schedules’ on page 395.

b Click Add on theright of thelist.
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The Effective Schedules|list on the right refreshes, showing the newly-added
schedules.

--- Effective Schedwies
End aof Day
Firzt day of week,

3 Assign blackout schedules.

a Inthelist that appearsin the lower-left corner, select one or more schedules
that you want to assign as blackout schedules.

Note The list shows all schedules that exist in vFoglight. For information on how to add
or remove schedules, see Chapter 8, “Using Schedules” on page 395.

b Click Add ontheright of thelist.

The Blackout Schedules list on the right refreshes, showing the newly-added
schedules.

--- Blackout Schedufes ---
Daily Databaze Maintenance
Draily Off Houre

Note Adding the Always entry to the list of blackout schedules does not create a black
out for the rule. It has no effect on the rule’s blackout schedule.

The same set of schedules are listed as Available Schedulesfor use as effective
schedules and blackout schedules. Do not add the same schedule as both an
effective schedule and a blackout schedule. If you do so, the schedule will
only count as a blackout schedule (because blackout schedules take
precedence over effective schedules).
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From here, you can proceed to “Defining Alarm and Action Behavior” on page 302.

Defining Alarm and Action Behavior

vFoglight allows you to configure arule so that its actions and alarms (multiple-severity
rules only) do not fire repeatedly. Defining the behavior of rule alarms and actions can
help you avoid being overwhelmed with alerts when arule condition is met many times
within a short period.

To define alarm and action behavior:

Note This procedure continues from “Associating Rules with Schedules” on page 299.

1 Open the Behavior tab.
The Behavior tab opensin the display area.

Dafine Aciion Babuawiarn
[
B Ty

T Wiew ties o B AT S b e T
[ L] ol i | P wn

Wt ot bt [ | F i i o e

Simple rule

Cafme Slitm B Acticn Babaviors
e Plampe 00
Parte Rype e Lvm ity bum

Flusmmen [l oomenties sesbasmes s 11w
Tidn am b 6 il b i

Ll PP P— o T ee—

| Multiple-severity rule

2 Configure the desired options for the behavior of rule alarms and actions and
select the check boxes that correspond with these options.
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Defining Rule-Level Variables

In addition to vFoglight registry variables and severity-level variables, you can define
rule-level variables. If you are creating or editing a multiple-severity rule, you can
define arule level variable and reference it in expressions of different severitiesin the
rule definition.

There are two types of rule-level variables:

« Expressions. An expression is used to retrieve data. It can contain aregistry
variable or afunction.

» Messages. A message istypically atext string that can include other severity-
level variables, displaying dynamically-supplied data about your monitored
system.

For example:

Severity-Level Variables

Name Value Type

varl scope. get ("agent/ host/ nane") Expression
var 2 #CPU_Utilizati on# Expression
var 3 #Run_Queue_Lengt h# Expression
Text @arl: CPU Uilization Message

Subj ect CPU Uilization is at @ar2%and t he nunber Message
of process in the run queue is @ar3. A CPU
Bottl eneck is being detected on @arl.
Check the top processes (using the
Top_CPU Tabl e) to determni ne which processes
are the greatest contributors to CPU Loads,
or followthe vFoglight online help to find
out if the systemis CPU constrained.
Pl ease use the following URL to obtain
alarmdetails. @oglight_rule_alarmlink

For more information about vFoglight registry variables, see “Working with vFoglight
Registry Variables’ on page 184. For details on severity-level variables, see “Adding
severity-level variables’ on page 256.
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To define a rule-level variable:

Note  This procedure continues from “Defining Alarm and Action Behavior” on page 302.

1 Open the Rule Variablestab.
The Rule Variablestab opensin the display area.

2 Definethetype of the rule-level variable by selecting one of the following Type
options on the right:

e Expression
* Message
3 Namethe severity-level variable.
In the Name box, type the name of the variable.
Important. The following names are reserved and should not be used:

« foglight _severity_Ilevel
e foglight_severity_|l evel _nane

Note You cannot give the same name to more than one expression or message in the
same scope. If you give the same name to two expressions or messages in different
scopes, only the severity-scoped one will appear in the Rule Variables table.

4 Specify the variable value.

Expressions can contain registry variables or functions while messages are text
strings that can make use of the existing severity-level variables.
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For example:
Severity-Level Variables
Name Value Type
varl scope. get ("agent/ host/ nane") Expression
Text @arl: CPU Utilization Message

In the Expr ession/M essage box, type the value of the variable.
5 Click Add.
The Rule Variables pane refreshes, showing the newly-added variable.

Rule ¥ariables
Mame ExpressionMessage Tvpe

vard scope get("agenthostiname™) Expression

Delete Selel::tedl

Todeletearule-level variable from thelist, select the row containing that variable
in the Rule Variables pane, and click Delete Selected.

Core vFoglight Rules

The vFoglight Management Server includes some built-in rules that monitor the health
of your application server environment.

Overview of rules

vFoglight allows you to create flexible rules that can be applied to complex, interrel ated
data from multiple sources within your distributed system. You can associate several



306

vFoglight
Administration and Configuration Guide

different actions with arule, configure arule so that it does not fire repeatedly, and
associate a rule with schedules to define when it should and should not be evaluated.

Different types of data can be used in rules, including registry variables, raw metrics,
derived metrics, and topology object properties.

There are two types of rulesin viFoglight: simple rules and multiple-severity rules. A
simple rule has asingle condition, and can be in one of three states: Fire, Undefined, or
Normal. A multiple-severity rule can have up to five severity levels: Undefined, Fatal,
Critical, Warning, and Normal.

Rule conditions are regularly evaluated against monitoring data (metrics and topology
object properties collected from your monitored environment and transformed into a
standard format). Therefore, the state of the rule can change if the data changes. For
example, if aset of monitoring data matches a simple rule’s condition, the rule enters
the Fire state. If the next set does not match the condition, the rule exits the Fire state
and enters the Normal state.

A rule condition isatype of expression that can be true or false. When it evaluates to
true, therule is said to fire, causing any actions that are associated with the rule or
severity level to be performed. You can configure arule to perform one or more actions
upon entering or exiting each state. When a multiple-severity rulefires, an alarm also
appearsin vFoglight.

For more information see “Working with Rules’ on page 223.

Core vFoglight rules
Rulesin this section:
« Agent Heath State Rule
* BSM All EventsRule
» Catalyst Data Service Discarding Data Rule
» Catayst Database Space Checking Rule
» Catalyst Free Space Checking for Oracle Tablespaces Rule
« DiagnosticAgentDiscovery
« Email Reports Sample Rule
» vFoglight Agent Type License Checker
» vFoglight Memory Usage Check Rule
» vFoglight Topology Size Limit Reached
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* Remote Agent Manager State Rule
* ServicelL evelEvaluation — FMSServiceSLP Rule

Agent Health State Rule

Purpose

This rule monitors the health of all agents in the monitoring environment.
Scope

Agent : agentID !="0"

Rule Definition

Conditions State
An agent isdown Warning
An agent’s health isin decline Critical

BSM All Events Rule
Purpose

Thisrule sends all alarms from vFoglight to the Service Discovery and Dashboards
product.

Scope

None

Catalyst Data Service Discarding Data Rule
Purpose

This rule monitors the observations and generates alarm if the Data Service starts
discarding any observations. This can happen when the vFoglight Management Server
isoverloaded, or when there is adifference or the difference in the system time between
the monitored system and the vFoglight Management Server.

Scope
CatalystDataService
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Rule Definition

Conditions State

The Data Service discards one or more observations within a15 Warning
minute interval

Catalyst Database Space Checking Rule
Purpose

This rule monitors the size of the database.
Scope

CatalystDatabase

Rule Definition

Conditions State

The size of the vFoglight database exceeds 75% of the maximum Warning
database size.

The size of the vFoglight database exceeds 90% of the maximum Critical
database size.

The size of the vFoglight database exceeds 98% of the maximum Fatal
database size.

Catalyst Free Space Checking for Oracle Tablespaces Rule
Purpose

This rule checks the space that is currently available to the Oracle database against the
thresholds defined in the vFoglight registry by the following variables:

- DBSMbn. War ni ngFr eeTabl espaceSi ze
« DBSMon. Critical FreeTabl espaceSi ze
- DBSMbn. Fat al FreeTabl espaceSi ze

Database administrators should provide values for these thresholds in order to get
notified when the database starts growing out of bounds.
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Scope
CataystTablespace
Rule Definition
Conditions State
The size that is available to the Oracle database exceeds the Warning

threshold of set by the DBSMon. War ni ngFr eeTabl espaceSi ze
registry variable.

The size that is available to the Oracle database exceeds the Critical
threshold of set by the DBSMon. Cri ti cal FreeTabl espaceSi ze
registry variable.

The size that is available to the Oracle database exceeds the Fatal
threshold of set by the DBSMon. Fat al Fr eeTabl espaceSi ze
registry variable.

DiagnosticAgentDiscovery
Purpose

This periodically looks for new agent instances that are connecting to the vFoglight
Management Server. It rebuilds the topology if it detects new agents.

Scope
CatalystServer

Email Reports Sample Rule
Purpose

Thisrule directs all scheduled reportsto their email recipients. A scheduled report can
have one or more email recipients.

Scope

None

vFoglight Agent Type License Checker
Purpose

Checks whether the CPU count of an agent type exceeds the licensed number of agents.
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Scope

AgentTypeLicense

vFoglight Memory Usage Check Rule

Purpose

This rule checks the memory that is available to vFoglight.
Scope

(CatalystServer).jvm

vFoglight Topology Size Limit Reached
Purpose

Checksif any attemptsto create topology objects are failing because the topology size
limit has been reached. This number is defined by thef ogl i ght. I'i mi t . i nst ances
registry variable whose global default valueis set to 10000. You can change this value
asrequired. For more information, see “Editing Registry Variables’ on page 200.

Scope
CatalystTopol ogySizeConstraintService

Remote Agent Manager State Rule
Purpose

This rule checks whether all instances of the vFoglight Agent Manager are connected to
the vFoglight Management Server.

Scope

RemoteClient

Rule Definition

Conditions State

An instance of the vFoglight Agent Manager is disconnected Warning




Working with vFoglight Rules and Registry Kkl
Working with Rules

ServicelLevelEvaluation - FMSServiceSLP Rule
Purpose

vFoglight monitors each service (either implicit or user-defined) for service level
compliance. The Servicel evel Evaluation — FM SServiceSL P rule checks the avail ability
of each service and raises an alarm if the availability is lower than the a predefined
threshold during a period of one hour.

Scope
FSM Servicelevel Policy

Rule Definition

Conditions State

An average availability during one hour period is below 95%. Warning
An average availability during one hour period is below 85%. Critical
An average availability during one hour period is below 70%. Fatal

Example: Creating a Multiple-Severity Rule Scoped to an EJB
Instance

This section provides an example of a multiple-severity rule and describes the process
of creating it.

Thereis aspecific EJB instance (called EJB_Instancel) in the application
MyApplication that you want to monitor; you would like to be alerted when the number
of rollbacks per minute exceeds a certain threshold.

To configure vFoglight to monitor EJB_Instancel, you launch the vFoglight
Administration Module and create a multiple-severity rule that is scoped to this specific
topology object and that has conditions set for the Fatal, Critical, and Warning levels.

Launching the Create Rule dashboard

To begin the process of creating the rule, in vFoglight, in the Administration module,
open the Create Rule dashboard by choosing Rules & Notifications > Create Rule
from the navigation panel.
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Setting basic rule properties

In the Rule Definition area of the Create Rule dashboard, you name therule

EJB_I nst ancel- Rol | backs and add comments about the purpose of thisrule. You
select Multiple-Severity Rule asthe Rule Type. Since you want thisrule to be
evauated every time that metrics associated with EJB_|Instancel are sent to the
vFoglight Management Server, you leave the Trigger Type at its default setting, Data
Driven.

Scoping the rule

Having set the basic rule properties, you scope the rule to the specific topology object
that you want to monitor. First, you select WebL ogicEJBI nstance from the Topology
Type box and then click the Append button ([A]) to the right of the menu to insert the
name of this topology type into the Rule Scope box. After inserting the name of the
topology type, you must manually type a space in the Rule Scope box, followed by the
word wher e, followed by another space. Next, you specify the EJB instance and
application in this box using the query language.

Since you want this rule to apply to a specific EJB instance (EJB_I nst ancel), you
specify it by name in the Rule Scope box. To do so, you select the topology type
property name from the Property drop-down menu. You then place the cursor in the
Rule Scope box where you want your selection to be inserted and click the Append
button ([&]) to the right of the Property menu. After inserting the property name, you
manually specify the value for the property as follows:

nanme="EJB_ | nstancel”

You want to specify another property after the instance name, so you manually type a
space in the Rule Scope box, followed by the word and, followed by another space
after name="EJB_I| nst ancel”.

You then specify the application name in the Rule Scope box using the following
syntax:

ej b. application. nane=" MyAppl i cati on”

When you finish editing the information in this box, the rule scope is specified as
follows:

WebLogi cEJBI nst ance where nane="EJB_| nstancel” and
ej b. applicati on. name=" MyAppl i cati on”
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You click the Validate Scope button ([v]) to ensure that the topology typeis valid and
that you used the correct syntax in the Rule Scope box. The rule scope is successfully
validated, so you click Next to navigate to the Condition, Alarms & Actions tab.

Specifying conditions

After scoping theruleto EJB_| nst ancel in MyAppl i cat i on, you specify the
conditions for the rule on the Condition, Alarms & Actions tab.

To start the process of setting the condition for the Fatal severity level, you click the
header for this level on the Condition, Alarms & Actions tab.

You had previously created aderived metric calledt r ansact i onRol | backRat e: you
derived this metric from the raw metrict r ansact i onsRol | edBackTot al Count S0
that it returns arate (the total number of transactions that are rolled back per minute).

On the Condition sub-tab for the Fatal level, you click the Condition Editor button
() to launch the Condition Editor. You switch to the M etric/Property tab, select

transactionRollback Rate from the Choose M etric Valuelist, and click Select to insert
it into the Condition box. You then type >10 in this box after the metric name.

When you finish editing theinformation in the Condition box, the condition is specified
asfollows:

#transacti onRol | backRat e#>10

You repeat this process for the Critical and Warning levels, specifying the conditions for
these levelsas#t r ansact i onRol | backRat e#>8 and
#transacti onRol | backRat e#>6, respectively.

You click Finish when you have specified the conditions for all three severity levels.
You review the settings for the rule on the Rule Added area and then click the Go to
Rule List button. The new ruleislisted on the Manage Rules dashboard.

Example: Creating a Simple Rule

A simpleruleis scoped to the topology type JVMand has the condition
#t hr eads_st art ed#>10. This means that the rule will enter the Fire state when any
instance of the JVMtopology type returns a started-threads count greater than 10.

Theruleincludes an expression called Thr eadsNum The value of this expression isthe
metric #t hr eads_st ar t ed#, the same metric that is used in therule’s condition. In
turn, thisexpression is referenced in amessage called Pr obl enSynopsi s whose value
isThreads started count is too high: @hreadsNum
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An entering Email action is set for thisrule. This action uses the Pr obl enSynopsi s
message as the text of the email that is sent when the rule enters the Fire state.

» “Example: Creating Multiple-Severity Rules with a Topology Scope” on
page 314

« “Example: Configuring Rule Action Parameters’ on page 314
» “Example: Creating Rules with Different Topology Types’ on page 315
« “Example: Implementing Command Actionsin Rules’ on page 322

Example: Creating Multiple-Severity Rules with a Topology
Scope

You want to monitor processor objects on a particular server (called Ser ver 1) based on
the metric per cent User Ti me. You create a multiple-severity rule to monitor these
objects, and scope the rule to the Pr ocessor topology type. To cause thisruleto apply
to the server that you are interested in, you specify in the scope that the rule should
apply to the Pr ocessor topology object whose host name property is Ser ver 1:

Processor where host.nanme="Serverl”

You want to include all three severity levels (Fatal, Critical, and Warning) in therule.
You set these levels' conditions as follows:

« Fatal: #percent User Ti me#>15
e Critical: #percent User Ti ne#>10
e Warning: #percent User Ti me#>5

Example: Configuring Rule Action Parameters

You want to define rule actions for arule severity level: aremote command action on a
monitored host and a script action on the vFoglight Management Server.

To configure a rule's action parameters:

Note The information in this procedure assumes that you have a good understanding of the rule
editing workflow. For step-by-step instructions on how to add actions to a rule and edit their
parameters, see “Defining actions” on page 278.

1 Verify that the script is accessible by the rule. To do that, copy your script to the
<vfoglight_home>/scripts directory on the vFoglight Management Server.
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2 Open therulefor editing and navigate to the Action tab of the severity level for
which you want to define the actions.

3 Add an entering ScriptAction and edit its parameters.

a If your script has one or more arguments, usethe Argunent 1-10
parameters to specify the arguments’ value.

b If you want the script to run against a particular topology object, use the
Scri pt obj ect id parameter to specify the object’sID.

¢ UsetheScript nane parameter to specify the script name.
4 Return to the Action tab.

5 Add an entering Remote Command Action that is to be executed on a monitored
host and edit its parameters.

a Usethe Host Narme parameter to specify the name of the monitored host
machine.

b Usethe Rermot eWr ki ngDi r parameter to specify the absolute path on the
remote host in which you want the command to run.

¢ Usethe COWAND_LI NE parameter to specify the command that you want to
run remotely along with any options or argumentsif applicable.

6 Return to the Action tab and save your changesto therule.

When the rule enters the severity state that includes newly-defined actions it
executes those actions as specified.

Example: Creating Rules with Different Topology Types

In thisexample, you will create two rules, Processor Load and Host Processor Load. For
the purpose of this example, the Processor Load rule is scoped to the Pr ocessor
topology type that monitors the utilization of all Pr ocessor objectsinstancesin the
topology model, and fires when the utilization for a processor reaches 90% in a 24-hour
period. For instructions on how to create this rule, see “ To scope arule to the Processor
type:” on page 316.

Unlike the Processor Load rule that monitors all instances of the Processor type. the
Host Processor Load ruleis scoped to the Host typethat monitorsall of the Pr ocessor
instances for a particular Host object, and firesif al of the Pr ocessor objectsfor the
scoped Host object reach the utilization of 90%. For instructions on how to create this
rule, see “To scope arule to the Host type:” on page 322.
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The following diagram illustrates the scope of each of the rules that you are about to
create from the topology model perspective.

[ Host Model )

Host A

Processor 1 Processor 1

/ percentUserTime percentUserTime |
L(Processor 2>

+{ percentUserTime

—(Processor 3>

L percentUserTime

Processor 2

percentUserTime

—

\\VrRule: Host Processor Load s /‘

\| | Rule:|Processor Load

To scope a rule to the Processor type:
1 Createasimple, data-driven rule with the Pr ocessor scope.
a Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

b On the navigation panel, under Dashboards, choose Administration > Rules
& Notifications> Create Rule.

The Create Rule dashboard appearsin the display area with the Rule
Definition tab open.
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In the Create Rule dashboard, in the Rule Definition tab, in the Rule Name
box, type the rule name. For example, Pr ocessor Load.

Under Rule Type, select the Simple Rule option.
Under Rule Triggering, select the Data Driven option.

2 Scopetheruleto the Processor topology type.

a

In the Rule Definition tab, in the Rule Scope pane, ensure that the No
Scoping Query check box is clear.

Click Topology Type and select Core > Processor from the list that appears.
Click the Append button ([&]) to the right of the Topology Type box.

The box immediately below the Topology Type box, showing the newly-
selected Pr ocessor type.

Validate the topology scope by clicking the Validate Rule Scope button ([«]) to
the right of the Property box.

A confirmation message appears above the Topology Type box while the
name of the Pr ocessor type appears in the box at the bottom.
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3 Write acondition that triggers the rule each time the utilization of aPr ocessor
type reaches 90% using the Pr ocessor’ s per cent User Ti me metric.

a Inthe Create Rule dashboard, open the Conditions and Actions tab.

T i | I et i [
Datns Conitinan & Limany [ ctiees o]

B B
Bk g Cos s

b Expand the condition editing pane by clicking the Fire bar.

i 3 -
J £ [ severing Lavel varlabled "l [ detion

Canition: &
FEEEEEEECEEETE. B

¢ Click the Condition Editor button (7))
The Condition Editor dialog box appears.
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#—, Redistry Wariable

Name
AvailabilityCritical
AveailabiltyFatal
Availability Target
Aveailabilityiarming
BazelineFactar
B3 URL
CapacityCritical
CapacityFatal
CapacityWsrning
CATALYST_URL
CPUCritical
CPUFatal
CPLWrning

Inzert Close

” =55 MetriciProperty ” %4 Function l

Type
Draukle
Double
DroLkle
Double
DaLkle
String
Integer
Irteger
Irtecer
String
Irtecer
Integer
Irteger

Global Default
5.0

70.0

950

95.0

2.0

95
95
a0
bttp: STOROT 2991 prod guest o
g0
a0
70

In the Condition Editor dialog box, open the M etric/Property tab.

319
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Condition Editor

[ *, Registry Variable ” &% MetriciProperty ” ﬁn Function I

Choose Metric or Property

4 r
Scoping Topology
Processor
Child Topology
‘Windowves_Processor

Other Topology
Agert

AgertHeathState
AgentState
AggregateModelinstance
AggregatehodelRoot
AlarmChangeType
AlarmRuleBazedyiew =)

Inzert Close

e OntheMetric/Property tab, in the left pane, in the Scoping Topology area,
click Processor.

Tip The Scoping Topology area shows the rule scope, Pr ocessor, that you
defined in step 1.
f  The pane on the right refreshes, showing the instances and metrics for the
selected Pr ocessor type.
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[ ]

Scoping Topology Instances
Processor tor01 2981 prod guest corp 0
tor01 2981 prod guest corp 1

Child Topology

Windovws_Processar

.
O

aggregatelarmState
percentidleTime
Other Tnpnlngy percent=ystemTime
Agent percentzerTime
AgentHealthState utilization
AgertState
Aggregatetodelinstance
AggregatetodelRoot
AlarmChangeType i
AlarmRuleBazedyiew E.V.J

g IntheMetrics area, select percentUser Time and click I nsert.

The Condition box in the display area refreshes, showing the newly-selected
metric.

Condition: @

) o o T

:#percenEUSer'Ti.me#

h Edit the condition as follows:
#percent User Ti me# > 0.9

i Click the Validate button ([]) above the Condition box.
A success message appears above the Condition box.

4 Refinethe newly-created condition by adding atime constraint to it and a Groovy
function that retrieves a maximal value of the metric over a 24-hour period.
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Edit the condition as follows:
max( #percent User Time for 24h#) > 0.9
5 Click Finish.

To scope a rule to the Host type:

Note The information in this procedure assumes that you have a good understanding of the rule
creation workflow. For step-by-step instructions on how to scope a rule to a topology type or
use the Condition Editor, see the above procedure, “To scope a rule to the Processor type:”
on page 316.

1 Createasimple, data-driven rule.
2 Scopetheruleto the Host topology type.

3 Write acondition that generates an alarm each time the utilization of all of the
scoped host's processors are utilized over 90% using the Pr ocessor 's
per cent User Ti me metric for each Pr ocessor object that iswithin therule
scope, set to the Host type (see step 1).

For example:

m n( #percent User Ti me from Processor where host = $scope#)
> 0.9

4 Saveyour changes.

Example: Implementing Command Actions in Rules

In this example, you will define a command action that calls a shell script and defines a
set of environment variables containing information about the agent instances in your
monitoring environment. Next, you will write the shell script that will print the content
of the command action variablesto an output file.

When you save your changes, the command action calls the shell script, which
populates the output file with agent-related information whenever the rule condition is
met.

Alternatively, acommand action can issue a command directly without referencing it in
ascript by calling the command line directly.

To integrate a command action with a shell script:

1 Locate arulethat you want to associate with acommand action and open it for
editing.
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In the Edit Rule view, open the severity level to which you want to add a
command action.

In the severity level area, open the Severity L evel Variablestab, and add
severity-level variablesthat contain the information that you want to print to an
output file. For example:

Severity Level Variables ‘]

Severity Level Variables

Name Exprez=ion/Meszage Tvpe
Subject Oracle @wvar1 has invalid object= Mes=age
Text Oracle: @var1 @var2 has @vard inv... Mezsage

[ a.

ar queryResult = # Instance from Oracle... Expression

var2 scope.get("Owner”) Expreszsion
ward #Num_Objects# Exprezsion
ward faregistry"OraDB AW arning™) Exprezsion
vars scope.get("agenthost").name Expres=ion

The above example shows seven different severity-level variables:

Subj ect , Text : Define the text that appearsin the alarm message.
var 1: Retrieves the result of a query.

For example, the expression
queryResult = #l nstance from Oracl eHost _Pr ocesses# returnsthe
value of the Instance field of the OracleHost_Processes table.

var 2, var 5: Retrieve the value of atopology property that existsin the rule
scope using the scope variable and itsget function.

For example, the expression scope. get (" agent/ host ") . nane obtainsthe
name of amonitored host that is being monitored by an agent object instance
that existsin the rule scope.

var 3. Retrieves the value of a property of the scoped topology type.

For example, the expression #Num_Cbj ect s# retrievesthe value of the
#Num_Qbj ect s# property of the scoped topology type.

var 4: Retrieves the value of avFoglight registry variable.
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For example, the expression f 4r egi st ry(" Or aDBAWar ni ng") retrievesthe
value of the Or aDBAWAr ni ng registry variable.

4 Open the Action tab and add an entering command action.
5 Define the action parameters as follows:

e COWMAND LI NE: Specify the absolute path and name of the shell script that
you want the command action to call.

* ENVI RONMENT_VARI ABLES: Type alist of the variables that you defined in
step 3, using the following syntax to specify avariable:

out put _dat a=@ari abl e

Tip  Use the exclamation mark ‘I’ to separate variables.

For example:

|' Conditon "I | Seventy Level vansbies | |

Actions Coerrarcld: tor

Action Typr: Entereg

Dieseriplin ;l

Actich Paramsters

|

[ - E:’::‘ Rocuired | Type |Value Parsmaler Descriphion
COMMAND | undefined | mandatary | Sting | s

g .
HMERT_VARMELES | Undefined | color Sy ?..: T p—

G bo AchenList |

6 Saveyour changes.

7 Create the shell script, ensuring that its name and location match the one you set
inthe COMMAND_ACTION action parameter (see step 5).

8 Add alineto the shell script using the following command syntax:

out put _file_path_and_nane
For example:

/ bin/echo ${P1}: ${P2}: ${ P3}: ${ P4}: ${ P5} >
[ opt/quest/out.txt

Tip  Alternatively, to issue the command directly without referencing it in a script as
instructed in step 7, use the COMMAND_ACTION's value to specify the command.
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When the rule meets the condition that includes the newly-defined command
action, it writes the information to the output file. Here is a sample of what that
output may look like:

jorcl:PUBLIC: 19. 0: root @ ocal host:
mel scv- w2k3- f db. el sal es. dev. nel . au. gsft

For complete information on how to add actions to rules, see “ Defining actions’ on
page 278.
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Working with Data

This chapter introduces you to vFoglight data management entities on how to create and
manage these entities. It contains the following sections:

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

This chapter contains the following sections:

About Data Management in VFOGHGNT .........ovireeeicceeees s 328
AddING TOPOIOGY TYPES ..veverrreeirireieiireisiseesiseeesi st sess sttt ess et essesens 329
WOrking With DEMVEA MELTICS .....cvcveveieieiriieecieieeie sttt sesns 332
Working With TRIESROIUS ......c.eviireeescsr s 353
Managing REteNtioN POlICIES ..o 372

Enabling the Collection of Data with Older TIMESAMPS .......cvrvieriinirereese s 392
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About Data Management in vFoglight

vFoglight modelsretain collected data and transform it into nodes, adding configuration
data to each node as properties, and attaching metric data to appropriate nodes as
metrics. Each metric is associated with atopology type or with a specific topology
object. In some cases you will need to create custom topol ogy types that suit your
monitoring needs. For more information, see “Adding Topology Types’ on page 329.

There are two types of metricsin vFoglight:
* Raw metrics. They include the metrics collected directly from monitored hosts.

» Derived metrics. They are calculated from one or more raw or derived metrics.
Derived metrics are scoped to atopology type or its objects. You can create and
manage derived metrics using the Administration module. Derived metrics are
useful in situations when you need to reuse metric expressions in rules. For more
information on how to manage and create derived metrics, see “Working with
Derived Metrics’ on page 332.

In vFoglight, retention policies allow you to define time periods where monitoring data
can be sampled, aggregated, or purged from your system. Topology objects inherit
retention policiesfrom itstopology type. vFoglight allows you to alter retention policies
for one or more topology types as required. For more information, see “Managing
Retention Policies’ on page 372.

In addition to adding derived metrics and topology types, and altering the retention
policy for atopology type, vFoglight allows you to assign threshold levelsto metrics.
This feature is useful in case you need to reference these levelsin rules or derived
metrics. For more information on how to create and manage thresholds, see “Working
with Thresholds’ on page 353.
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Adding Topology Types

vFoglight transforms monitoring data into models. A model is a set of objects and

rel ationships designed to represent a monitored resource and its parts. Topology
describes the logical and physical relationships between data nodesin a model. At run-
time, vFoglight dynamically builds topology models based on data about your system
that is collected by vFoglight agents. Topology models provide the context for the
metrics sent by the agents to the vFoglight Management Server. The set of topology
typesthat exist in your environment depends on your monitoring needs, reflected in the
type and nature of cartridges that you use for data collection. If you need additional
topology types, you can add them to vFoglight as required using the Adding Topol ogy
Types dashboard.

Use the XML syntax when defining a topology type. For example:

<type nanme="ApacheSvr_Transacti ons" extends="F4Tabl e">
<property nanme="I|nterval Transacti ons" type="Metric"
i s-contai nnent="true" />
<property nanme="Transacti onRate" type="Metric"
i s-contai nnent="true" />
<property nane="Transacti onTag" type="String"
is-identity="true" />
<property nanme="Transacti onThroughput" type="Metric"
i s-contai nnent="true" />
<property nanme="Transacti onThroughput Rate" type="Metric"
i s-contai nnent="true" />
</type>

Important Topology types can only be removed by uninstalling the cartridge that contains the types
that you want to delete.

To add topology types:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 On the navigation panel, under Dashboar ds, choose Administration > Data >
Add Topology Type.

The Add Topology Type dashboard appears in the display area.
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Al Tapsleqy Type a1 22, 2008 1265750 FM EDT
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3 To add one or more topology types that are defined in an XML file accessible by
your local machine, complete one of the following stepsin the Import From File
area of the Add Topology Type dashboard.

e Ensurethat the File on Local Computer option is selected. Then click
Browse, and navigate to the topology file in the file browser that appears.

The file browser closes and the File on L ocal Computer option refreshesto
show the absolute path and name of the topology file.

or

» Select theFileon Local Computer option, and in the box to the right, type the
absolute path and name of the topology file

Windows example:
C:\ Vi zi oncor e\ vFogl i ght\ t opol ogy. xmi

4 To add one or more topology typesthat are defined in an XML file accessible by
the machine on which the viFoglight Management Server is running, complete the
following steps.

a Select theFile Location on Server option.
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b IntheFileLocation on Server box, type the path and name of the topology
file. Use either an absolute path or a path relative to the installation directory
of the vFoglight Management Server.

Note Use the back slash character \' as a directory separator.

For exampl e, both of the following lines point to the same topology file:
C:\ Vi zi oncor e\ vFogl i ght\ t opol ogy\ t opol ogy. xm

t opol ogy\ t opol ogy. xm

5 To define one or more topology types using the text editor in the Add Topology
Type dashboard, in the Import From Text area, type the topology definition that
you want to add between the <t ypes> and </ t ypes> tags.

For example:

<! DOCTYPE types SYSTEM "../dtd/topol ogy-types. dtd">
<types>
<type name="M/Host" extends="Host">
<property name="MAI arnifot al Count" type="Integer"
i s-contai nnent="true" />
<property nanme="M/Domai nName" type="String"
i s-contai nment="true" />
</type>
<type name="M/Agent" extends="Agent">
<property name="Agent Name" type="String"
i s-contai nnent="true" />
<property nanme="M/Annot ations" type="String"
i s-contai nment="true" />
</type>
</types>

Validate the topology definition by clicking Validate.
The Alert message box appears, indicating that the topology definition isvalid.

Alert X

Successful
The ML topology bvpe is walid and can be imported,

Note The validation process is limited. Your XML may appear to be valid and still fail on import.

6 Close Click Import Topology.
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The Alert message box appears, thistime indicating that the topology import was
successful.

Alert e
Successful
Topology Type Successfully Imported, affecting 2 types,

Working with Derived Metrics

vFoglight transforms collected data into nodes. It adds configuration and metric datato
each node as properties and metrics, respectively. A metric is a specific valuethat is
measured over time. Each metric is associated with atopology type or with a specific
topology object.

There are two types of metricsin vFoglight:

» Raw Metrics. Raw metrics are collected directly from your monitored
environment by the agents and sent to the vFoglight Management Server.

» Derived Metrics. Derived metrics are calculated from one or more (raw or
derived) metrics. They are scoped to a topology type and can optionally be
scoped to specific objects of that type. Many derived metrics come included with
vFoglight and its cartridges. If required, you can create derived metrics and add
them to your environment.

There are many reasons why it can be useful to create derived metrics. For example,
creating derived metrics can make creating and managing rules simpler by allowing you
to reuse metric expressions (metrics and functions performed on metrics). For more
examples, see the following sections:

» “Example: Creating and Managing Multiple Rules with the Same Scope” on
page 351

» “Example: Using a Single Derivation with Multiple Scoping or Multiple
Derivations’ on page 352

» “Example: Optimizing Performance” on page 353

You create new derived metrics and manage the existing ones using the dashboards that
come with the Administration module. For complete information, see the following
sections:

* “Managing Derived Metrics’ on page 333
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» “Creating Derived Metrics’ on page 342
» “Defining Derived Metrics’ on page 344

Managing Derived Metrics

The Manage Derived Metrics dashboard contains alist of all derived metrics showing
their name and scope. The derived metrics that exist in your vFoglight environment
appear on the Manage Derived Metrics dashboard. However, there is no distinction
between raw and derived metrics in other locations on the Administration module.

This dashboard also includes controls for filtering the list of derived metrics by the
metric name, scope, or cartridge. For instructions on how to use the Manage Derived
Metrics dashboard, see the following sections:

* “Accessing the Manage Derived Metrics dashboard” on page 333
» “Editing permissions of derived metrics’ on page 335

» “Copying derived metrics’ on page 339

» “Deleting derived metrics’ on page 341

* “Viewing and editing derived metrics’ on page 341

Accessing the Manage Derived Metrics dashboard

The Manage Derived Metrics dashboard includes alist of the derived metrics that exist
in your monitoring environment and allows you to add or delete derived metrics and
perform other metric management operations.

To access the Manage Derived Metrics dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Data >
Manage Derived Metrics.

The Manage Derived Metrics dashboard appears in the display area.
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3 To sort thelist of derived metrics by their name or scope, click the Derived
Metric Name or Derived Metric Scope column headings as required.

4 Optional. Filter the list of derived metrics.

L]

L]

To show only the derived metrics whose name matches a particul ar text
pattern, in the Derived M etric Name box at the top, type the text pattern.

The Manage Derived Metrics dashboard refreshes, showing only the derived
metrics whose name matches the specified text pattern.

To show only the derived metrics whose scope matches a particular text
pattern, in the Derived Metric Scope box at the top, type the text pattern.

The Manage Derived Metrics dashboard refreshes, showing only the derived
metrics whose scope matches the specified text pattern.

To show only the derived metrics that belong to a particular cartridges, in the
Cartridge Name box at the top, type the cartridge name.

The Manage Derived Metrics dashboard refreshes, showing only the rules that
come with the specified cartridge.

To clear thefilters, click Clear Filters.
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The Manage Derived Metrics dashboard refreshes, showing the list of al
variables.

e v

s Bt g e i et b * e i tlery

[T — - FEs - [r—

E|

From here, you can proceed to any of the following procedures:
» “Editing permissions of derived metrics’ on page 335
» “Copying derived metrics’ on page 339
» “Deleting derived metrics’ on page 341
* “Viewing and editing derived metrics’ on page 341

Editing permissions of derived metrics

vFoglight allows you to control access to derived metrics. For each derived metric you
can grant or deny read, write, or control accessto roles or users. For more information

about security conceptsin vFoglight, see Chapter 3, “Managing Users and Security” on
page 105.

vFoglight employs the following behavior when it comes to permissions of derived
metrics:

« If no one has a permission to the derived metric, everyone has a permission.



336 vFoglight
Administration and Configuration Guide

* |f one has a permission to the derived metric, others with undefined permission
do not have any permission.

» Fina permission is based on a combination of the role, user, and derived metric
defined on the server side.

Use the Edit Permissions button (i) on the Manage Derived Metrics dashboard to
navigate to the Edit Permissions for Derived Metric area, that allows you to add or edit
permissions to roles and users, as outlined below. The Edit Permissions for Derived
Metric area contains two tables that show the permissions for each vFoglight user or
role.

Permission granted

[ '%_? P Permission denied
L L

o

——— Permissions not assigned

2 Nok assigned

To add permissions for a derived metric:

Note This procedure continues from “Accessing the Manage Derived Metrics dashboard” on
page 333.

1 Inthe Manage Derived Metrics dashboard, in the row containing the rule whose
permissions you want to edit, click the Edit Permissions for Derived Metric

button ().

The Edit Permissions for Derived Metric area appears in the Manage Derived
Metrics dashboard.
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2 To add permissions to a derived metric, complete the following steps.
a Click therole or user to which you want to assign permissions.

337

Tip The Not Assigned icons in the Permissions columns indicate that the role has no

permissions assigned to it.

The Add Role Permission or Add User Permission dialog box appears.
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Add Role Permission Add User Permission

Role Name: Advanced Operator User Name: demo
[vRead [vRead

[ hrite [Fhrite:

[#iControl [#IControl

b Inthedialog box that appears, use the Read, Write, and Control check boxes
to assign permissions as required, and click Save.

The dialog box closes and the selected entry refreshes, showing three check

marks in the Per mission columns, one for each of the read, write, and control
permissions.

‘ Permission granted

\— Permission denied

3 To edit or delete permissions for arule, complete the following steps.
a Click the role or user whose permissions you want to edit.

Tip  Three check marks in the Permissions columns indicate that the role already has
permissions assigned to it.

The Edit Role Permission or Edit User Permission dialog box appears.
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Edit Role Permission Edit User Permission
Role Name: Administrator User Name: administrator
[vRead [vFead
GEdif[Flwirite (GEdit|[Phirite
[¥[Control [#IControl
CDelete Delete

b To edit the permissions, ensure that the Edit option is selected and use the
Read, Write, and Control check boxes as required.

¢ To delete the permissions, select the Delete option
d Click Save.

The dialog box closes and the selected entry refreshes, showing the newly-
edited permissions.
Copying derived metrics

Use the Copy Derived Metric button on the Manage Derived Metrics dashboard to copy
aderived metric, as outlined below.

To copy a derived metric:

Note This procedure continues from “Accessing the Manage Derived Metrics dashboard” on
page 333.

1 Inthe Manage Derived Metrics dashboard, in the row containing the derived
metric that you want to copy, click the Copy Derived Metric button (l.1).

The Copy Derivation dialog box appears.
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Copy Derivation

Are you sure you want ko create a copy of the selected Derived
Metric? (Vau will be directed bo create derivation page with selected
values,)

[ oK ] [ Cancel ]

2 Inthe Copy Derivation dialog box, click OK.

The Copy Derivation dialog box closes and the Create Derived Metric view
appearsin the display area.
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3 Provide a unique name for the destination metric.

Inthe Create Derived Metric view, in the Derived Metric Name box, type the
name of the derived metric.

4 If required, edit the settings of the newly-copied derived metric.
For more information, see “Defining Derived Metrics” on page 344.
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Deleting derived metrics

Use the Delete Selected button on the Manage Derived Metrics dashboard to delete a
derived metric, as outlined below.

To delete a derived metric:

Note This procedure continues from “Accessing the Manage Derived Metrics dashboard” on
page 333.

1 Inthe Manage Derived Metrics dashboard, select the row containing the derived
metric that you want to delete.

2 Click the Delete Selected button at the bottom.
The Delete Derivation dialog box appears.

Delete Derivation #
Are wou sure you want ko delete the Following derived metricis)?

kB fariittenCony

l QK I [ Cancel ]

3 Inthe Delete Derivation dialog box, click OK.
The Delete Derivation dialog box closes.
4 Observe the Manage Derived Metrics dashboard.
The newly-deleted derived metrics no longer shows in the list.

Viewing and editing derived metrics
To view or edit derived metric:

Note  This procedure continues from “Accessing the Manage Derived Metrics dashboard” on
page 333.
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1 Inthe Manage Derived Metrics dashboard, click the Derived Metric Name
column of the row containing the derived metrics whose definitions you want to
view.

The Edit Derived Metric view appears in the Manage Derived Metrics
dashboard.
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2 Observe the metric definitions.
3 Edit the derived metric as required.

For complete instructions, see “Adding calculations to derived metrics’ on
page 344.

Creating Derived Metrics

vFoglight allows you to create derived metrics using the Create Derived Metric
dashboard. You can access this dashboard from the navigation panel, or through the
Manage Derived Metrics dashboard.
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When you create a derived metric, vFoglight changes the topol ogy type to which the
derived metric is scoped by associating a new metric property to that topology type.

To create a derived metric:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the left.
2 Open the Create Derived Metric dashboard by completing one of the following
steps:
¢ On the navigation panel, under Dashboards, choose Administration > Data
> Manage Derived Metrics.

In the Manage Derived Metrics dashboard that appears in the display area,
click the Add Derived Metric button in the lower-left corner.

or
¢ On the navigation panel, under Dashboar ds, choose Administration > Data
> Create Derived Metric.

The Create Derived Metric dashboard appears in the display area.
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From here, you can proceed to “ Defining Derived Metrics” on page 344.

Defining Derived Metrics

Derived metrics are calculated from one or more (raw or derived) metrics. They must be
scoped to atopology type and can optionally be scoped to specific objects of that type.
If arule or derived metric is not scoped to specific objects, it appliesto all objects of
that type. Many derived metrics are included with vFoglight and its cartridges. You can
also create customized derived metrics from within the Administration module.

For instructions, see the following sections:
» “Getting started with derived metric definitions’ on page 344
» “Adding calculations to derived metrics’ on page 344
e “Triggering derived metrics” on page 348
e “Setting the value type” on page 350

Getting started with derived metric definitions

Once you create a derived metric, you can add nameit and proceed to edit its settings as
required.

To get started with derived metric definitions:

Note This procedure continues from “Creating Derived Metrics” on page 342.

» Provide a descriptive name for the derived metric.

In the Create Derived Metric dashboard, in the Derived M etric Name box, type
the name that you want to assign to the derived metric.

From here, you can proceed to “ Adding cal culations to derived metrics’ on page 344.

Adding calculations to derived metrics

The scope of aderived metric defines the set of topology objects against which
vFoglight calculatesit. A derived metric is scoped to atopology type and can optionally
be scoped to specific topology objects of that type. If aderived metric is not scoped to
specific objects, it appliesto all instances of that type. You specify the derived metric
scope using the query language. You can change the scope of a derived metric (the
topology type or one or more specific topology objects of that type to which it applies)
after its creation.
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The vFoglight Management Server processes the derived metric cal culation in the order
they are listed, starting with the first one. Changing their order affects the behavior of
the actions that are associated with the derived metric.

For example, if there are two cal culations whose conditions evaluate to True, the first
calculation listed takes precedence, causing one or more actions that are associated with
that metric to be generated before the next one.

For detail information on how to scope arule or derived metric to one or more topology
objects, see “Using the Query Language”’ on page 473.

To get started with adding calculations to a derived metric:

Note This procedure continues from “Getting started with derived metric definitions” on page 344
or “Viewing and editing derived metrics” on page 341.

1 New derived metrics. Inthe Derived Metric Calculations area, click Add
Calculation.

The display area refreshes, showing the Derived Metric Scope and Expression
areas that allow you to define the scope for the derived metric.
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2 Usethe Derived Metric Scope and Expression areas to specify the scope of the
derived metric.

Caution If you change the topology type or object(s) to which the derived metric is scoped,
you may need to reconfigure the derived metric expression: the metrics specified
in the existing expression may not be available for the new topology type or
object.

Likewise, if you change the metrics that are specified in the Expression field,
ensure that the new metrics are available for the topology type or object(s) to
which the derived metric is scoped.

For detail instructions, see “ Setting the Scope for a Rule or Derived Metric” on
page 474.
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When you finish adding cal culations to derived metrics, ensure that their order is
valid.

Caution The vFoglight Management Server evaluates derived metric calculations in the
order that they are listed, starting with the first one. Changing their order affects
the output of actions that are associated with those calculations.

To move athreshold bound up or down, in the Derived Metric Calculations
table, in the Derived Metric Scope column, usethe Move up (&) or Move down
(") buttons as required.

Specify the unit of the derived metric.

Use one or a combination of the two Unit boxes under the Derived Metric
Calculations list to specify the unit. Each box contains the following choices:
e billion

e billionth

e bit

* byte

e count

e day

¢ exabyte

« gigabyte

¢ hour

¢ Kkilobyte

¢ megabyte

e microsecond
¢ million

¢ millionth

« millisecond
e minute

¢ month

e nanosecond
e percent

e petabyte

e second

e terabyte
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» thousand

* thousandth

e trillion

o trillionth

.« year

For example, to set the unit of the derived metric to a number of days per month,

click the left Unit box, and select day from the list that appears, then click the
right Unit box and select month, asillustrated bellow.

Unit: |day ;If|mc:nth ;l

5 Define the datatype of the derived metric.

A derived metric take over the form of ametric or an observation type. Click
Value Type and select one of the following values, as required:

¢ AgentSateObservation

¢ AlarmSateObservation

¢ CatalystPersistencePalicyRollupObservation
¢ HostTopCPUProcessObservation

e HostTopl OProcessObservation

¢ HostTopM emoryProcessObservation
e Metric

* RequestTraces

e SPIDefaultObservation

e SringListObservation

e SringObservation

Caution The derived metric data types that you define at metric creation time cannot
be changed.

6 Optional. Add comments about the newly-created derived metric.
From here, you can proceed to “ Triggering derived metrics’ on page 348.

Triggering derived metrics

An instance of aderived metric is created when its definition is triggered. A derived
metric is configured to have one of the following triggers:
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Schedule-Driven Derived Metric. A schedule-driven derived metric is evaluated
based on a schedule created in the Administration Module. See Chapter 8, “Using
Schedules” on page 395 for information about schedules.

There are three trigger timing options for schedule-driven derived metrics:
« Enter and Exit. Causes the derived metric to be evaluated when the period
defined by the schedule begins and ends.

¢ Enter only. Causes the derived metric to be evaluated when the period defined
by the schedule begins.

« Exit only. Causes the derived metric to be evaluated when the period defined
by the schedule ends.

Time-Driven Derived Metrics. A time-driven trigger causes the derived metric to
be evaluated once per pre-defined interval.

Data-Driven Derived Metrics. If a derived metric has a data-driven trigger, it will
be evaluated every time that data that is used in the expression for the derived
metric is sent to the vFoglight Management Server.

To assign a schedule -driven trigger:

Note

This procedure continues from “Adding calculations to derived metrics” on page 344.

1

In the Expression area, under Trigger Type, select the Schedule Driven option.
The Expression area refreshes, showing a set of controls on the right.

(5chaduls Driven Schedule: [Blways [+]
Trigger Type: (:)Time Driven Trigger Timing: | Enter and Exit | w

Iﬁ i
‘_Data Driven [CJEnable Trigger without: Data

Choose the schedule during which you want the derived metric to be triggered.
Click Schedule and select a schedule from the list that appears.

Note The list shows all schedules that exist in vFoglight. For information on how to add or
remove schedules, see Chapter 8, “Using Schedules” on page 395.

Select the trigger timing option to specify the point in time in which vFoglight
evaluates the derived metric in relation with the newly-specified schedule.

Click Trigger Timing and select one of the following options from the list that
appesars:
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* Enter and Exit
¢ Enter only
« Exit only

4 Toenablethetrigger without data, select the Enable Trigger without Data check
box.

5 Saveyour changes.
To assign a time -driven trigger:

Note This procedure continues from “Adding calculations to derived metrics” on page 344.

1 Inthe Expression area, under Trigger Type, select the Schedule Driven option.
The Expression arearefreshes, showing a set of controls on the right.

';_;»‘_Srchedule Driven [hh:mmiss] 00 |: 00 |: oo

5 . Yy ;

Trigoer Tyne: e Drllven [ClEnable Trigoer without Data
‘. Data Driven

2 Specify the recurrence interval for the trigger in the hh: mm:ss format.

3 Toenablethetrigger without data, select the Enable Trigger without Data check
box.

4 Saveyour changes.
To assign a data -driven trigger:

Note This procedure continues from “Adding calculations to derived metrics” on page 344.

1 Inthe Expression area, under Trigger Type, select the Data Driven option.
2 Saveyour changes.
From here, you can proceed to “ Setting the value type”’ on page 350.

Setting the value type

Once you define the scope and trigger of the derived metric, you can specify the value
type for the derived metric. The value type for a derived metric dictates the appearance
of the derived metric. You can set the derived type to a metric, and specify its unit of
measurement, or to an observation.
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To set the value type for a derived metric:

Note This procedure continues from “Triggering derived metrics” on page 348.

1 Intheareaimmediately below the Derived Metric Calculationsligt, click Value
Type and select Metric from the list that appears.

2 Select the units of measurement.
Use one or both of the Unit boxes on the left of Unit Type as required.
For example, percent or count / second.

Note You cannot change the value type of a derived metric unless you also change the
name of the derived metric.

You can change the unit of measurement for a derived metric, but only to a
compatible unit. For example, you could change the unit from megabyte to kilobyte,
but you could not change it from megabyte to percent without also changing the
name of the derived metric.

To set the value type to an observation:

Note  This procedure continues from “Triggering derived metrics” on page 348.

1 Intheareaimmediately below the Derived Metric Calculations list, ensure that
both of the Unit boxes are blank.

2 Specify the observation that you want to use as the value type for the derived
metric.

Click Value Type on the right and select an observation from the list that appears.
3 Optional. Add comments about the value type.

Type your commentsin the Comments box.
4 Saveyour changes.

Click Add (when creating a new derived metric) or Save (when editing an
existing metric).

Example: Creating and Managing Multiple Rules with the Same
Scope

If you need to create multiple rules that are scoped to the same topology type and that
use the same metric expressions in their conditions, you can make the process of
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creating rules simpler and more efficient by creating a derived metric scoped to the
sametopology type and using it in these rules’ conditions. See “ Examples’ on page 490
for an example.

In addition, creating a derived metric could help you manage these rules. For example,
if the metric expression used in therules’ conditions needed to be calculated differently,
you could simply edit the expression for the derived metric instead of editing multiple

conditions.

Example: Using a Single Derivation with Multiple Scoping or
Multiple Derivations

Derivation definitionswill allow multiple scoping query/expression pairs under asingle
definition. For each topology object, the expression paired with the first scoping query
which matches the object will be calculated. This allows you to override aderivation
definition based on the scoping query where multiple derivations definitions exist.

Use the following guidelines to decide when to use one derivation with multiple scopes,
or when to use multiple derivation definitions:

« Choose a single derivation definition when you need the overriding behavior. If
you have a subset of atopology object type that requires a derivation to be
calculated differently, use a single derivation definition with additional scope/
expression pairs.

For example, you have aderivation f r eeMenor y for topology type OS, with a
subtype Uni x that requires a different f r eeMenor y calculation. Define asingle
derivation f r eeMenor y create two scope/expression pairs (one for Os and the
other for Uni x).

« Choose a multiple derivation definition when you are using the same observation
name for unrelated scoping queries.
For example, if you have aderivation f r eeMenor y for the types 0S and JVM
create two separate derivations to avoid coupling the definitions.

» Choose multiple derivation definitions when you have alternate ways of
calculating the same observation for the same topology objects. If you keep the
calculations in the same derivation definition, only thefirst calculation in the list
will take affect.
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Example: Optimizing Performance

Derived metrics can also help you optimize performance by reducing the number of
calculations that need to be performed at run-time. For example, if there are multiple
rules that need to use the same complex metric expression in their conditions, creating a
derived metric with this expression and using it in these rules’ conditions would have a
positive impact on performance: the calculation specified in the metric expression
would only need to be performed each time an instance of the derived metric is created
instead of each time theruleis evaluated.

Working with Thresholds

Threshold levelsin metrics are useful in situations when you need to reference a
specific metric value multiple times, for example in derived metrics or rules.

You create new thresholds metrics and manage the existing ones using the dashboards
that come with the Administration module. For complete information, see the following
sections:

e “Managing Thresholds’ on page 353
e “Creating Thresholds’ on page 361
» “Defining Thresholds’ on page 362

Managing Thresholds

The Manage Threshold dashboard allows you to create new registry variables, assign
values to registry variables, and manage registry variables. For complete information,
see the following sections:

« “Accessing the Manage Thresholds dashboard” on page 353
» “Editing threshold permissions” on page 355

» “Deleting thresholds’ on page 359

* “Viewing and editing thresholds” on page 360

Accessing the Manage Thresholds dashboard

The Manage Thresholds dashboard includes alist of the thresholds that exist in your
monitoring environment and includes mechanisms for adding and del eting thresholds.
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To access the Manage Thresholds dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [ on the left.

2 Onthe navigation panel, under Dashboards, choose Administration > Data >
Manage Thresholds.

The Manage Thresholds dashboard appears in the display area.
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3 To sort the list of thresholds by the metric in which they are defined or the
topology type that is used to define the metric, click the Metric or Topology
Type column headings as required.

4 Optional. Filter thelist of thresholds using the topology type as the filter.
In the Topology Type box at the top, type the name of the topology type.

The Manage Thresholds dashboard refreshes, showing only the thresholds that
are defined for the specified topology type.

To clear thefilter, click Clear Filters.
The Manage Thresholds dashboard refreshes, showing the list of all thresholds.
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From here, you can proceed to any of the following procedures:
» “Editing threshold permissions’ on page 355
» “Deleting thresholds’ on page 359
* “Viewing and editing thresholds” on page 360

Editing threshold permissions

vFoglight allows you to control access to thresholds. For each threshold you can grant
or deny read, write, or control access to roles or users. For more information about
security conceptsin vFoglight, see Chapter 3, “Managing Users and Security” on
page 105.

vFoglight employs the following behavior when it comes to threshold permissions:
« If no one has a permission to the threshold, everyone has a permission.

« If one has a permission to the threshold, others with undefined permission do not
have any permission.

» Final permission is based on a combination of the role, user, and threshold
defined on the server side.

Use the Edit Permissions for Threshold button (i) on the Manage Thresholds
dashboard to navigate to the Edit Permissions for Threshold area, that allows you to add
or edit permissionsto roles and users, as outlined below. The Edit Permissions for
Threshold area contains two tables that show the permissions for each vFoglight user or
role.
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Permission granted

: Permission denied

o &

“2 ok assigned

—{— Permissions not assigned

To add permissions for a threshold:

Note This procedure continues from “Accessing the Manage Thresholds dashboard” on
page 353.

1 Inthe Manage Thresholds dashboard, in the row containing the variable whose
permissions you want to edit, click the Edit Permissions for Threshold button
(1.

The Edit Permissions for Threshold area appears in the Manage Thresholds
dashboard.
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2 To add permissions to a threshold, complete the following steps.
a Click therole or user to which you want to assign permissions.

Tip The Not Assigned icons in the Permissions columns indicate that the role does
not have permissions assigned to it.

The Add Role Permission or Add User Permission dialog box appears.
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Add Role Permission
Role Name: Advanced Operator
[wRead

[whndrite
[#IControl

Add User Permission
User Name: demo
[vRead

[#hrite
[#IControl

b Inthedialog box that appears, use the Read, Write, and Control check boxes
to assign permissions as required, and click Save.

The dialog box closes and the selected entry refreshes, showing three check
marksin the Permission columns, one for each of the read, write, and control

permissions.

} Permission granted

\— Permission denied

3 To edit or delete permissions for a threshold, complete the following steps.

a Click the role or user whose permissions you want to edit.

Tip  Three check marks in the Permissions columns indicate that the role already has

permissions assigned to it.

The Edit Role Permission or Edit User Permission dialog box appears.
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Edit Role Permission Edit User Permission
Role Name: Administrator User Name: administator
[vFead [vRead
GEdif[#hwirite EEdt|[Fhrite
[¥IZontrol [vIContral
CDelete Delete

b To edit the permissions, ensure that the Edit option is selected and use the
Read, Write, and Control check boxes as required.

¢ To delete the permissions, select the Delete option

d Click Save.
The dialog box closes and the selected entry refreshes, showing the newly-
edited permissions.

Deleting thresholds

Use the Delete Selected button on the Manage Thresholds dashboard to delete a
threshold, as outlined bel ow.

Note When a threshold is deleted, all references to that threshold in rule conditions or derived
metric expressions become invalid. This may cause a rule to fail to evaluate. If this occurs,
you must manually modify the rule condition or expression.

To delete a threshold:

Note This procedure continues from “Accessing the Manage Thresholds dashboard” on
page 353.

1 Inthe Manage Thresholds dashboard, select the row containing the threshold that
you want to delete.

2 Click the Delete Selected button at the bottom.
The Delete Threshold dialog box appears.
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3 Inthe Delete Threshold dialog box, click OK.
The Delete Threshold dialog box closes.
4 Observe the Manage Thresholds dashboard.
The newly-deleted threshold no longer appearsin the list.

Viewing and editing thresholds
To view or edit a threshold:

Note This procedure continues from “Accessing the Manage Thresholds dashboard” on
page 353.

1 Inthe Manage Thresholds dashboard, click the M etric column of the row
containing the threshold whose definitions you want to view.

The Edit Threshold view appears in the Manage Thresholds dashboard.
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2 Observethe threshold definitions.
3 Edit the threshold as required.

For complete instructions, see “ Adding bounds to metric threshold levels’ on
page 364.

Creating Thresholds

You can add new thresholds to vFoglight using the Create Threshold dashboard. You
can access this dashboard from the navigation panel, or through the Manage Thresholds
dashboard.

To create a threshold:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.
2 Open the Create Threshold dashboard by completing one of the following steps:

¢ On the navigation panel, under Dashboar ds, choose Administration > Data
> Manage Thresholds.
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In the Manage Thresholds dashboard that appearsin the display area, click the
Add Threshold button in the lower-l€eft corner.

or

¢ On the navigation panel, under Dashboar ds, choose Administration > Data
> Create Threshold.

The Create Threshold dashboard appearsin the display area.

Create Threshold

Select Metric

Topology Type:

Metric:

Select Threshold Lewel

Step 1: Create Threshold - Select Metric

Apr 29, 2008 11:22:01 AM EDT

Add Bounds Threshold added

| - - Select Topology Type - -

- - Seleck Metric - - ||

From here, you can proceed to “ Defining Thresholds’ on page 362.

Defining Thresholds

Defining thresholdsinvolves several steps. Once you get started with threshold creation,
you need to select the topology type and the metrics using that type for which you want
to define thresholds. Furthermore, you need to specify threshold levels and bounds, and
finaly, view the threshold summary.

For instructions, see the following sections:
» “Selecting metrics and threshold levels’ on page 363
» “Adding bounds to metric threshold levels’ on page 364
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Selecting metrics and threshold levels

To select a metric and its threshold level:

Note

This procedure continues from “Creating Thresholds” on page 361.

Choose the topology type of the metric whose thresholds you want to set.

In the Create Threshold dashboard, in the Sep 1. Create Threshold - Select
Metric area, click Topology Type and select the topology type from the list that

appesars.
Choose the metric whose thresholds you want to set.

Click Metric and select the metric from the list that appears.
Click Next.

The Sep 2: Create Threshold - Select Threshold L evel areaappearsin the
Create Threshold dashboard.

Create Threshold Apr 29, 2008 11:28:23 AM EDT

Select Metric Select Threshold Level &dd Bounds Threshold Added

Skep 2: Create Threshold - Select Threshold Lewvel

Topology Type: Host

Metric:  numProcesses

Threshold Levels: | - - Select Threshold Levels - - -V1

Back] '

Inthe Step 2: Create Threshold - Select Threshold Level area, click Threshold
Levels and choose one of the following predefined threshold levels:

« AgentHealthSate

e AgentSate

¢ AlarmChangeType

¢ AlarmSeverity

e CatalystServicetate
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e ThresholdSeverity
4 Click Next.

The Sep 3: Create Threshold - Add Bounds area appears in the Create
Threshold dashboard.
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From here, you can proceed to “ Adding bounds to metric threshold levels’ on page 364.

Adding bounds to metric threshold levels

A metric threshold level can have a number of different levels one or more of sub-
levels, aslisted in the following table:

Threshold Level Threshold Sub-Level

AgentHealthState OK
Running Unexpectedly
Broken

Agent Info Not Present
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Threshold Sub-Level

AgentState

AlarmChangeType

AlarmSeverity

Unknown
Stopped
Starting
Stopping
Running
Collecting data
Running but not collecting data
Fire

Clear
Acknowledge
Undefined
Normal

Fire

Warning
Critical

Fatal

365



366 vFoglight
Administration and Configuration Guide

Threshold Level Threshold Sub-Level

CatalystServiceState  Stopped
Stopping
Starting
Started
Failed
Destroyed
Created
Unregistered
Registered
ThresholdSeverity Normal
Critical
Fatal
You can have one or more threshold bounds in athreshold level. There are three
different types of threshold bounds:
» Metric Threshold Bound. Severity level isbound to another metric.
* Registry Variable Threshold Bound. Severity level is bound to aregistry variable.

e Constant Threshold Bound. Severity level is bound to afixed value.

The vFoglight Management Server evaluates threshold bounds in the order that they are
listed, starting with the first one. Changing their order affects the output of actions that
are associated with those threshold levels.

For example, if athreshold level includes several threshold bounds that reference
standard vFoglight severity levelsin the ascending order such as Normal, Warning,
Critical, and Fatal, and you change their order in the list to Normal, Critical, Warning,
and Fatal, the Warning, the bound that is associated with the Warning level evaluates to
True only after the evaluation of the Critical level.
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To bind a threshold level to a metric:

Note  This procedure continues from “Selecting metrics and threshold levels” on page 363 or
“Viewing and editing thresholds” on page 360.

1 Select the severity type of the threshold level.
Click Level and select athreshold level from the list that appears.
2 Select the Metric Threshold Bound option.

The display arearefreshes, showing a set of controls that allow you to define the
metric to which you want to bind the severity level.

@ Metric Threshold Bound
Bound Type: (O # Regiskry Wariable Threshold Bound
O anskant Threshold Baund

Metric: |- - Select Metric - - [»]

Number of Standard Deviation:

[nclusive

3 Click Metric and select ametric from the list that appears.

4 Optional. Specify the standard deviation from the value that the selected metric
contains.

Inthe Number of Sandard Deviation box, type the standard deviation.

5 If you want vFoglight to acknowledge that the threshold is reached when the
threshold level exceeds the value of the binding metric, ensure that the Inclusive
check box is cleared.

If you want vFoglight to acknowledge that the threshold is reached when the
threshold level reaches the value of the binding metric, check the Inclusive check
box.

6 Click the Add button on the right of the Bound Type options.

The newly-created metric threshold bound appearsin the Threshold Bounds
table.
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Threshold Bounds
Level Type Inc Info

Runnin - s metric=availablePagingSpace num_std=105

To bind a threshold level to aregistry variable:

Note This procedure continues from “Selecting metrics and threshold levels” on page 363 or
“Viewing and editing thresholds” on page 360.

1 Select the severity type of the threshold level.
Click Level and select a severity level from the list that appears.
2 Select the Registry Variable Threshold Bound option.
The Registry Variable Name box appears below the Bound Type options,

alowing you to specify the registry variable to which you want to bind the
severity level.

O ##etric Threshold Bound
Bound Type: (& JE.-Registry Wariable Threshaold Bound
O canstant Threshold Baund

Registry ¥ariable Name;
| - - Select Registry Variable - - v1

[Mnclusive

3 Click Registry Variable Name and select avariable from the list that appears.

4 If you want vFoglight to acknowledge that the threshold is reached when the
threshold level exceeds the value of the binding registry variable, ensure that the
Inclusive check box is cleared.

If you want vFoglight to acknowledge that the threshold is reached when the
threshold level reaches the value of the binding registry variable, check the
Inclusive check box.

5 Click the Add button on the right of the Bound Type options.
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The newly-created registry variable threshold bound appearsin the Threshold
Boundstable.

Threshold Bounds
Lewel Type  Inc Info

Starting war=Ayvailability Critical

To bind a threshold level to a constant value:

Note This procedure continues from “Selecting metrics and threshold levels” on page 363 or
“Viewing and editing thresholds” on page 360.

1 Select the severity type of the threshold level.
Click Level and select a severity level from the list that appears.
2 Select the Constant Threshold Bound option.

The Value box appears bel ow the Bound Type options, allowing you to specify
the constant value to which you want to bind the severity level

Level:

O = stric Threshold Bound
Bound Type: O #";Registry ‘Wariable Threshold Bound
@ " onstant Threshald Bound

¥alue:

[Hnclusive

3 Specify the value to which you want to bind the threshold level.

In the Value box, type that value. This can be a positive or a negative value,
depending on the metric range.

4 If you want the vFoglight to acknowledge that the threshold is reached when the
threshold level exceeds the value of the binding registry variable, ensure that the
Inclusive check box is cleared.
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If you want vFoglight to acknowledge that the threshold is reached when the
threshold level reaches the value of the binding registry variable, check the
Inclusive check box.

5 Click the Add button on the right of the Bound Type options.

The newly-created registry variable threshold bound appears in the Threshold
Boundstable.

Threshold Bounds
Lewvel Type  Inc Info

Collecting data —— walue=85

To save your changes:

Note  This procedure continues from any of the following sections:
e “To bind a threshold level to a metric:” on page 367
« “To bind a threshold level to a registry variable:” on page 368

¢ “To bind a threshold level to a constant value:” on page 369

1 Ensure that the order of the bounds in the threshold boundsis valid.

Caution The vFoglight Management Server evaluates threshold bounds in the order that
they are listed, starting with the first one. Changing their order affects the output
of actions that are associated with that threshold level.

To move a threshold bound up or down, in the Threshold Boundstable, in the
I nfo column, use the Move up this bound (&) or Move down this bound (| )
buttons as required.

2 Complete one of the following steps:
e Existing thresholds. Click Save.

A list appearsin the display area, showing the newly-added threshold bounds
for the selected threshold level.
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New thresholds. Click Add.

A list appearsin the display area, showing the threshold bounds for the
selected threshold level.
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'I'.h_n'r followang thresheld was successfully added 1o the Sysiem
.'I'-pqhgy Type: applicationTopalogy
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Observe the Manage Thresholds dashboard.
The newly-added threshold appearsin the list.

Managing Retention Policies

Topology is arepresentation of—and away of understanding—the logical and physical
relationship between itemsin your monitored environment. At run-time, vFoglight
dynamically buildstopology models using the monitoring data about your system that is
collected by vFoglight agents. A model is a set of objects and relationships designed to
represent a monitored resource and its parts. vFoglight models retain collected data and
transform it into nodes, adding configuration data to each node as properties, and
attaching metric data to appropriate nodes as metrics. Topology models provide the
context for the metrics sent by the agents to the viFoglight Management Server.

Retention policies allow you to define time periods where monitoring data can be
sampled, aggregated, or purged from your system. All topology objects in vFoglight
form a hierarchy whose root is the super-type Topol ogyhj ect . Retention policies are
inherited from the object’s type. These policies may be overwritten, in which case the
modification appliesto all child typesin the hierarchy.

In addition to retention policies, the collected data has additional life-cycle properties
that are defined in the st or age- confi g. xm filethat islocated in the directory
<vfoglight_home>/config. For example, according to the default retention policy for
Topol ogyQbj ect , al dataisrolled up to 15 minute periods after the age of 15 minutes,
then rolled up to one-hour periods after the age of four hours, and finally rolled up to
four-hour periods after the age of five days. Furthermore, the default settingsin

st or age- confi g. xnl dictate that the 15-minute interval datais kept for three days
and is converted to one-hour interval data, while one-hour interval datais kept for two
weeks and then converted to four-hour interval data.

If thereis no existing retention policy for atopology type, that typeinheritsthe retention
policy from its parent type. If no policies exist within the entire hierarchy, the type
inherits the policy from the Topol ogy Obj ect type. Conversely, setting a retention
policy for atopology type completely overwrites any policy it inherits from a super-
type, and is applied to al sub-types of that topology type. For an example of how to
configure a retention policy in cases where data storage is limited, see “ Example:
Addressing Data Storage Concerns’ on page 390

You create new retention policies and manage the existing ones using the Manage
Retention Policies dashboard. For complete information, see the following sections:
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» “About Retention Policy Mechanisms’ on page 373

» “Accessing the Manage Retention Policies Dashboard” on page 378

» “Deleting Retention Policies’ on page 381

* “Viewing the Hierarchy of Topology Typesin the Database Schema’ on page 383
» “Editing Retention Policies’ on page 386

» “Creating Retention Policies’ on page 388

About Retention Policy Mechanisms

Whileit istheoretically possible to create any retention policy that you desirein
vFoglight, the design of the system constrains the easy-to-accomplish retention policies
to anarrow range of options. Specifically, the database design of vFoglight provides a
structure that is capable of holding datain three different buckets, called generations,
that are defined in <vfoglight_home>/config/storage-config.xml. Each generation has a
predefined period of timein which it retains data. Without modification to the
generations, there are specific rules that must be followed when assigning retention
policiesto ensure that you get the results you are expecting.

This section provides information on the key mechanismsinvolved in retention policies
and rules for defining retention policies that work effectively with the default database
configuration.

For complete information, see the following sections:
» “About database generations’ on page 373
» “How vFoglight popul ates database generations’ on page 374
» “How retention policies interact with database generations’ on page 375

» “Developing aretention policy: Example’ on page 376

About database generations

Generations refer to the database structures that hold long-term data. For any given
metric, each generation can hold one aggregation level of data (for example, raw, hourly
averages, 4 hour averages, and so on). Out of the box, there are three generations, each
holding data for:

e Generation 1: Datafor 0— 3 days
e Generation 2: Datafor 3— 14 days
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* Generation 3: Indefinite

Because data is constrained to those buckets, retention policies must are also
constrained to a set of rules. In general, you can create retention policies that:
» Have 3 retention palicies (including a purge), where:
« Thefirst retention policy setsthe granularity of data stored for 3 daysin
generation 1.
e The second sets the granularity of data stored for 14 daysin generation 2

e Thethird setsthe granularity of datathat live indefinitely (until a purge) in
generation 3

» Have 2 retention policies (including a purge), where:
e Thefirst retention policy setsthe granularity of data stored for up to 14 daysin
generation 1 and/or generation 2

¢ The second sets the granularity of datathat live indefinitely (until a purge) in
generation 3

» Have 1 retention policy (including a purge), where

e Thefirst retention policy sets the granularity of data that will live indefinitely
(until apurge) in generation 1, 2 or 3.

How vFoglight populates database generations

Moving data from memory to the database

The data service periodically writes data from the short-term memory cache to
generation 1. The frequency by which data are written is defined in the first retention
policy (for more information, see “How retention policies interact with database
generations’ on page 375). Thisinterval should not exceed 15 minutes to prevent the
vFoglight Management Server memory from growing too large.

Database roll-ups

A nightly roll-up job aggregates data and writes those data to generations 2 and 3. The
roll-up is only done once daily, according to the time set in the Daily Database
Maintenance schedule. For more information about schedules in vFoglight, see
Chapter 8, “Using Schedules’.
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How retention policies interact with database generations

Both mechanisms for popul ating the repository (from memory to the database, database
roll-ups) use the retention policies defined in the Retention Policies Dashboard as the
guidelines for how they store data.

A retention policy isthe set of definitions, for a given object, that indicate how datais
stored. Each definition within a policy contains two parameters:

» Age: Specifiesthe age at which the datais eligible for aroll-up
» Roll-up period: Specifies the period of time over which the data is aggregated

Policies can be set at an object level; however, retention policies also adhere to the
object inheritance capabilities. If apolicy has not been explicitly assigned to an object,
it inherits avalue from ahigher level in the model. The top-level object is

Topol ogyhj ect .

The policy that is applied to Topol ogyQbj ect , and therefore any object which does
not have explicitly assigned policies, is as follows:

Policy Trandatesto

Age 15 minutes | After 15 minutes, store 15 minute average data to
Generation 1 (where they are stored for three days)

Roll-up 15 minutes

Age 4 hours Data older than four hours is eligible for roll-up (they are
actually only rolled up once aday during the database roll-

Roll-up 1 hour up) to one-hour averages and persisted into Generation 2
(where they are stored for 14 days)

Age 5 days Dataolder than 5 days old is eligible for Roll-up (they are
actually only rolled up once per day during the database

Roll-up 4 hours roll-up) to four-hour averages and persisted into

Generation 3 indefinitely

Theillustration below shows the interaction between the Topol ogyChj ect retention
policy and the default generation definitions.
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Default Retention
Policies

Agent collects data

Default Generations

) s .
P1: Average data older [ e "
than 15 mta 16 m [r— (5] Store for 3 days, regardless of purge setting.

v :
P2: fverage data older ™~ . :
thandhta1h [— (52 Storefor 14 days, regardless of purge setting.

]

P3: Average data older — -
than 5 daysto 4h [r— (53 Store forever oruntil purge.

Individual cartridges frequently have their own policies which must be examined on
individual object level to understand that retention policy behavior.

Developing a retention policy: Example

While the browser interface does not prevent you from setting policies that arein

conflict with the generations, setting policies that are outside of these boundaries does
not yield the expected results. Instead, the retention policy engine find the most optimal
schemefor your data (ensuring that the lowest granularity iswritten to Generation 1 and

that longest duration data are written to Generation 3).

The table shows how to configure retention policies, at 1, 2 or 3 levels of aggregation,

following the specifications below.

Acceptable
age values

Acceptable
roll-up values

Explanation

Three-level policy (including a pur ge)

Level 1 <= 15 minutes

<= 15 minutes

Datais persisted at the roll-up
interval defined in the Level 1
policy for three days.
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Acceptable Acceptable Explanation
age values roll-up values
Level 2 > 15 minutes | Any roll-up The age date for the Level 2 policy
and < 3 days greater than must be less than or equal to three
Level 1 days. Datais persisted at the roll-
up interval defined in the Level 2
policy for 14 days.
Level 3 > Level 2 Any roll-up The age date for the Level 3 policy
setting and < greater than must be less than or equal to 14
14 days Level 2 days. Datais persisted at thisroll-
up interval indefinitely. A purge
policy defines a minimum length
of time that data must persist
before it istruncated.
Purge >Level 3 Purge Datais never purged from the
Policy setting system before the age value of the
purge policy. Data may, however,
be retained for longer than the
setting as the system waits to find
an acceptable time to purge data.
Two-level policy (including a purge)
Level 1 <=15minutes | <= 15 minutes | Datais persisted at the roll-up

interval defined in the Level 1
policy for either three or 14 days,
depending on the age of the Level
2 setting. If the age of the Level 2
setting isless than or equal to three
days, then the datais persisted for
three days. If the age of the Level 2
setting is between three and 14
days, the datais persisted for 14

days.
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Acceptable
age values

Acceptable
roll-up values

Explanation

Level 2

<= 14 days

Any roll-up
greater than
Level 1

The age date for the Level 2 policy
must be less than or equal to 14
days. Datais persisted at thisroll-
up interval indefinitely. A purge
policy defines a minimum length
of time that data must persist
before it istruncated.

Purge
Policy

> Level 2
setting

Purge

Datais never purged from the
system before the age value of the
purge policy. Data may, however,
be retained for longer than the
setting as the system waits to find
an acceptable time to purge data.

One-level policy (including a purge)

Level 1

<= 15 minutes

<= 15 minutes

Datais persisted at the roll-up
interval defined inthe Level 1
policy indefinitely. A purge policy
will define a minimum length of
time that data must persist before it
istruncated.

Purge
Policy

> 15 minutes

Purge

Datais never purged from the
system before the age value of the
purge policy. Data may, however,
be retained for longer than the
setting as the system waits to find
an acceptable time to purge data.

Accessing the Manage Retention Policies Dashboard

Use the Manage Retention Policies dashboard to create and edit retention policies for
topol ogy types and properties of topology types. Each policy specifies one or moretime
periods after which datais rolled up and the granularity of the roll-up.



Working with Data 379
Managing Retention Policies

In the Manage Retention Policies dashboard, the Age column specifies the amount of
time allotted for data collection. The Roll-up Period defines the granularity of the
collection period. For example, if Age is defined as one minute, and the Roll-up Period
is defined as five minutes, any data older than one minute is eligible to be aggregated
into the five-minute roll-up period.

Caution The first period in the retention policy specifies the aggregation that is performed before
the raw data is persisted. Therefore, the Age determines how long raw samples remain
in memory before being persisted. In order to constrain the server's memory usage, the
Age specified for the first roll up period should not be too large. Settings larger than 30
minutes should be carefully considered.

Caution The Roll-up Period of the first retention policy period determines the amount of the initial
aggregation. If you do not want any aggregation to be performed, this can be set to 0 ms.
If not set to zero, this setting should not be too small, as it increases the amount of
processing performed by the server. A setting smaller than 30 seconds should be
carefully considered.

For metrics, the aggregation retains the count, minimum, maximum, sum, average, and
standard deviation of the aggregated values. For other observation types, aggregation is
asampling process that retains the latest value per time dlice.

The default roll-up period is 15 minutes; therefore any raw data older than 15 minutesis
rolled up to the next period.

To access the Manage Retention Policies dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 On the navigation panel, under Dashboar ds, choose Administration > Data >
Manage Retention Policies.

The Manage Retention Policies dashboard appears in the display area.
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Manage Retention Policies Apr 29, 20028 2:50:18 PM EDT

Manage Retention Policies (Filkered by Cartridge: Core) @

By Cartridge

Filter:
| Core 'v]

Showing topologies 1 - 10 of 140

1234567891011 Mext=> Last== ShDW@topoloqies T
Topology Type - Property Name Age Roll-up Period
= Agent

[ AgentHealthtate

Il .AgentState

= AggregateModellnstance

ol AggregateiodelRoot

el AlarmiChangeType

=] AlarmSeverity

= ApplicationTier

- ApplicationTopolagy

el -ApplicationTopologyModel

Delete Selected

3 To sort thelist of retention policies by the topology type to which they apply,
click the Topology Type - Property Name column heading as required.

4 Optional. Filter the retention policies by the subset of topology types for any
installed cartridges in your monitoring environment. Use thisfilter to search for,
isolate, and apply policies on the basis of each individual case.

In the Filter area, click By Cartridge and select the cartridge from the list that
appears.

The Manage Retention Policies dashboard refreshes, showing only those
topology types that exist in the specified cartridge.

Example. If you have the OS Cartridge installed and you want to look up the

retention policy for the W ndows_Syst em Top_CPU_Tabl e, use the agent
name, OS- W ndows_ Syst em as thefilter.

Thelist of topology types refreshes, showing the tables that come with the
selected agent, including the W ndows_Syst em Top_CPU_Tabl e.
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From here, you can proceed to any of the following procedures:
» “Deleting Retention Policies” on page 381
» “Viewing the Hierarchy of Topology Typesin the Database Schema’ on page 383
» “Editing Retention Policies’ on page 386
» “Creating Retention Policies’ on page 388

Deleting Retention Policies

Use the Delete Selected button on the Manage Retention Policies dashboard to delete
the retention policy associated with a particular topology object, as outlined bel ow.
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To delete a retention policy:

Note  This procedure continues from “Accessing the Manage Retention Policies Dashboard” on
page 378.

1 Inthe Manage Retention Policies dashboard, in the row containing the topology
type whose retention policies you want to delete, select the check box on the left
of the Topology Type - Property Name column.

2 Click the Delete Selected button at the bottom.

Your Web browser displays a dialog box that allows you to proceed or with or
cancel the delete operation.

The page at http://localhost: 8080 says:

| Ape you sure you want ko delete retention policies of selected topalogy/property ?
L

e

Note The appearance of the above dialog may be different, depending on the type and
version of your Web browser.

3 Confirm the delete operation.
4 Observe the Manage Retention Policies dashboard.
The newly-deleted retention policies no longer appearsin the list.
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Viewing the Hierarchy of Topology Types in the Database
Schema

Before you get started with editing retention policies, you need to identify the correct
topol ogy type whose retention policies you want to edit. When you set aretention policy
for atopology type, the ancestors of that topology type inherit the newly-set retention
policy. It is therefore important to identify the ancestors of the topology type before
editing its retention policies.

The Manage Retention Policies dashboard lists al of the available topology types that
exists in the database schema and their properties but does not provide information on
their position in the schema, such astheir ancestors, descendants, or object instances. To
identify the ancestors of a particular topology type, use the Schema Browser dashboard.
In addition to topology type ancestors, the Schema Browser dashboard can show the
properties, descendants, and instances for each topology type. For complete information
about the Schema Browser dashboard, see the viFoglight User Guide.

Mimmyn B [k
Manage Batintion Policiad [Fitered by Cartridgs: Core) 0

By Cartricgs
Cong =]

ERdwing tapologies 1 - 10 &f 148

Togaleqy Typs - Prapery Hics
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5 AgeniHealthS1ate

w AgentSlate

5 Aggregatebodaingtancs

=] =l k]

v Aggregatehiodeion

|

7 AlwmChingsType

5 AlwrmPulsBaged s

o MamSeventy

5 ApplcationTin

- | —

List of topology types in the Manage Retention Policies Dashboard

Ijaajn
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Ancestors of a topology type in the Schema Browser

To view the hierarchy of a topology type:
1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the left.

2 Onthe navigation panel, under Dashboar ds, choose vFoglight > Schema >
Schema Browser.

The Schema Browser dashboard appears in the display area, and the Schema
Selector appears in the navigation panes
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Ensure that the Schema Browser shows the core topology types.

On the navigation panel, under Schema Selector, verify if the vFoglight entry is
selected.

w Schema Seleckor

Foglight Administration Console

Dashboards Meta Data

Observethe list of topology types that appear in the Schema Browser dashboard.

Select atopology type in the upper pane of the Schema Browser and review its
detailsin the lower pane.

For example, to look at the details of the Alarm topology type, in the list
appearing in the upper pane, click the Alarm entry.

The lower pane shows the details of the Alarm topology type.
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Details of Alarm Views by: Properties | Ancestors | Descendants | Instances
Marne Type Mame -~
uniqueld Skring
sourcell Skring
sourceMame Skring
ruleld Skring
ruleMame Skring
createdByLocalRule Boolean
severity AlarmSevericy
topology Object TopalogyObject
Message Skring :J

To find out the ancestors of the selected topology type, at the top of the lower
pane, on theright of View by, click Ancestors.

The lower pane refreshes, showing the ancestors of the selected topology types.

Details of Alarm Views by: Properties | Bncestorsi| Descendants | Instances
Mame e
Alarm
DataChject
Ohject

When you find out the hierarchy of the topol ogy type whose retention policies you want
to edit, you can proceed to “Editing Retention Policies’ on page 386. For additional
complete information about the Schema Browser dashboard, see the viFoglight User
Guide.

Editing Retention Policies

The Manage Retention Policies dashboard allows you to edit an existing retention
policy period. The following example shows how you can edit the super-type

Topol ogyObj ect to change the default retention policies for all observationsin your
system.

Note If the retention policy is inherited from another policy, you have to click the topology type to
invoke the Edit Retention Policy Period dialog. Use the mouse to roll over the period listings
to see if the policy is inherited, and from which Topology Type the policy is inherited.
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To edit the default retention policy period:

Note  This procedure continues from “Accessing the Manage Retention Policies Dashboard” on

page 378.

1 Inthe Manage Retention Policies dashboard, locate the Topol ogyQbj ect type.

2 Review the default retention policies for the Topol ogy Qbj ect type.
Expand the TopologyObject node to see the default policy periods.

A set of policies appears under the TopologyObject node.

- TopologyObject

15min 15min
4hours 1hours
Sdays 4hours

3 Edit the age of aretention policy period.
Choose a period and click its Age column.
The Edit Retention Policy Period dialog box appears.

Edit Retention Policy Period

Topology Type: TopologyObject
Property Name:

After ... Roll-up to ...

min |

4 Edit the existing data sampling period.

In the Edit Retention Policy Period dialog box, inthe After column, specify the
duration and the measurement unit of the data sampling period. For example: 16

m n.
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5 Edit the existing roll-up period or configure the retention policy to purge the data.

In the Roll-up to column, specify the duration and the measurement unit of the
roll-up period. For example: 1 hour.

If you want the data to purge after the retention period, click the box on the right
and select purge from the list that appears.

6 Click Save.

The Edit Retention Policy Period dialog box closes and a message appearsin
the upper-l€ft, indicating the success of the edit operation.

Manage Retention Policies (Filkered by Cartridge: Core) @

By Cartridge

Filter: -
|Cu:|re vl

Showing topaologies 131 - 140 of 140

The requested operation was successful

7 Observe the Manage Retention Policies dashboard.
The newly-edited retention and roll-up periods appear in the list.

Creating Retention Policies

You can create new retention policies for the topology types listed in the table on the
Manage Retention Policies dashboard.

To create a retention policy:

Note This procedure continues from “Accessing the Manage Retention Policies Dashboard” on
page 378.

1 Inthe Manage Retention Policies dashboard, click the topology typeto which you
want to assign aretention policy.

The Add Retention Policy dialog box appears.
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Add Retention Policy

Topology Type: AggregateiodelRoat
Property Name:

After ... Roll-up to ...
ms v
o

2 Add adata sampling period.

In the Add Retention Palicy dialog box, in the After column, specify the
duration and the measurement unit of the data sampling period. For example: 20
mn.

3 Add aroll-up period or configure the retention policy to purge the data.

In the Roll-up to column, specify the duration and the measurement unit of the
roll-up period. For example: 1 hour.

If you want the data to purge after the retention period, click the box on the right
and select purge from the list that appears.

4 To add another retention period, click the plus button (3).

Another row appears in the table, allowing you to specify another set of data
sampling and retention periods.

After ... Roll-up to ...
ms
o ms v

I
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Specify the data sampling and roll-up or purging parameters periods for the
newly-added retention period using the controlsin the After and Roll-up to
columns.

To delete aretention period from the table, use the red Delete button ().
5 Click Save.

The Edit Retention Policy Period dialog box closes and a message appearsin
the upper-l€ft, indicating the success of the edit operation.

Manage Retention Policies {Filtered by Cartridge: Core) @

By Cartridge

Filter: .
|Core vl

Showing topologies 131 - 140 of 140

The requested operation was successful

6 Observe the Manage Retention Policies dashboard.
The newly-edited data sampling and roll-up periods appear in thelist.

[Fl =... iggregateModelR ook

-
{|3ms 1sec
s -

Example: Addressing Data Storage Concerns

If you have data storage concerns, you may want to increase the default aggregation
periods or purge times. For example, the following settings will create alarge data set:

after 15 minutes - roll up to 15 m nutes
after 1 year - purge

The following example uses a one-day granularity, and therefore asmaller dataset is
retained:

after 15 minutes - roll up to 15 m nutes
after 1 week - roll up to 1 day
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after 1 year - purge

Note If the roll-up period is less than one day, the roll-up period must be a multiple of the previous
roll-up period value.

Note  You cannot define two identical data sampling periods for the same topology type or
property.
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Enabling the Collection of Data with Older Timestamps

By default, the vFoglight Management Server accepts only the data that is collected
within one hour from the moment it is received. The one-hour window allowsthe server
to accept the data that agents collect during such short-term disruptions. When the
connection with the server islost, vFoglight agents continue to collect and store data
from monitored hosts, and forward that data to the server when the connection is
restored without any additional configuration of the agents or agent manager
components.

This feature is useful in situations when an agent temporarily loses a connection with
the server. However, in some situations, such as alonger-term network outage, you may
need to increase the one-hour time window to prevent the vFoglight Management
Server to discard the data with timestamps that are older than one hour.

The length of that time window can be controlled with a virtual machine (VM) option,
foglight.data_service. max_past _ti mest anp_del t a. Add this option to the
configuration file <vfoglight_home>/config/foglight.config to change the length of the
store-and-forward period in milliseconds.

Any datawith older timestamps that is received and accepted by the vFoglight
Management Server triggers data-driven rules and derived metrics. Time-driven rules
do not re-evaluate data with older timestamps, even if that data meets their conditions
and would cause them to fire if collected in real-time. For more information about rule
triggers, see Chapter 6, “Triggering rules’ on page 251.

To enable the collection of data with older timestamps:

1 On the computer on which the viFoglight Management Server isinstalled, locate
the <vfoglight_home>/config/foglight.config file and open it for editing.

2 Inthefoglight.config file, locate the following line of code:

# Uncomrent the following lines starting with optionO to
adj ust VM settings

Following the above lineisalist of VM options, some of which may or may not
be used. A default installation does not have any of the VM options set:

#

# foglight.vmoption0 = "";
# foglight.vmoptionl
# ...

# foglight.vmoption99 = "";
#
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3 Find an unused VM option and set it to adesired length in milliseconds.
a Remove the comment marker from the beginning of the line.

b Insertthefoglight.data_service. max_past tinmestanp_delta
option and the length of the store and forward period between the quotation
marks.

For example, to set the store and forward period to 8 hours, you should set the
foglight.data_service. max_past_ti nmestanp_del t a option to
28,800,000 milliseconds:

8 hours = 8 hours * 60 minutes* 60 seconds* 1,000 = 28,800,000
milliseconds

For example:

foglight.vmoptionO="-Dfoglight.data_service.
max_past _timest anp_del t a=28800000";

4 Saveyour changes.

Important In order for the changes to take effect, you need to restart the vFoglight
Management Server.
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Using Schedules

This chapter introduces you to vFoglight schedules and provides information on how to
create and manage them. It contains the following sections:

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

This chapter contains the following sections:

ADOUL SCREAUIES ... 396
MaNAGING SCREAUIES ........vvreeiiieieirerce e 397
Creating SCREAUIES ......ccveviiii ettt nenenas 407
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About Schedules

A scheduleisacaendar entry. A schedule consists of one or more schedule items. Each
schedule item is effectively a sub-schedule: it includes a start date (and can include an
end date), atime range during which it runs, a recurrence pattern (once, periodically,
daily, weekly, monthly, or yearly), and range of recurrence.

You use schedules to set effective periods and blackout periods for rules and agents. For
more information, see Chapter 6, “Associating Rules with Schedules’ on page 299 and
Chapter 5, “Assigning Blackouts to Agent Instances” on page 179. Additionally, you
can create schedule-driven derived metrics and configure the values for registry
variables to change at certain times based on schedules. See Chapter 7, “ Triggering
derived metrics’ on page 348 and Chapter 6, “Using performance calendars’ on

page 204 for more information.

If a schedule only includes one schedule item, then that item is the schedule. If a
schedule includes multiple schedul e items, then they collectively form the schedule. For
example, if you wanted a schedule to run indefinitely from 10:00 am to 11:00 am daily
and on thefirst day of the month from 8:00 am to 6:00 pm, but also every Saturday from
11:00 am to 4:00 pm in May, add a schedule item for each of these time spansto the
schedule.

You can create hew schedules and manage the existing ones using the dashboards that
come with the Administration module. For complete information, see the following
sections:

» “Managing Schedules’ on page 397
» “Creating Schedules’ on page 407
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Managing Schedules

The Manage Schedules dashboard allows you to manage existing schedules, assign
permissions to schedules, and other features. For complete information, see the
following sections:

» “Accessing the Manage Schedules Dashboard” on page 397
» “Editing Schedule Permissions’ on page 399

e “Copying Schedules’” on page 402

» “Deleting Schedules’ on page 404

* “Viewing Schedule Definitions’ on page 405

* “Viewing and Editing Schedules’ on page 406

Accessing the Manage Schedules Dashboard

The Manage Schedules dashboard includes alist of the schedules that exist in your
monitoring environment and includes an interface for adding and deleting schedules.

To access the Manage Schedul es dashboard:

Note  This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration >
Schedules > M anage Schedules.

The Manage Schedules dashboard appears in the display area.
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Manage Schedules Apr 30, 2008 9:25:14 AM EDT
@ Showing 1 - 18 of 18 schedules as of Apr 30, 2005 10:25:49 Refresh &
Schedule Name Mezxt Scheduled Time &

Freguent [Test “Wed Apr 30, 2008 10:25 EDT I L,j
flweays wed Apr 30, 2008 10:25 EOT E B®
Business hours “Wed Apr 30, 2008 10:25 EDT E L,j
Business waek ‘Wed Apr 30, 2008 10:25 EDT = L.j
Howrle Wed Apr 30, 2008 11:00 EDT = &
End of Day Wed Apr 30, 2008 17:00 EOT E B
Beginning of the day Thu Mayw 01, 2003 00:00 EDT =] L.j
Eirst day of month Thu May 01, 2008 00:00 EDT = L|:|
Beginning of the month Thu Mav 01, 2008 00:00 EDT = (3
Doaily Of Hours Thu May 01, 2008 00:00 EDT E &
Manthly OF Hours Thu May 01, 2008 00:00 EDT = @
Craily Cratabase Maintenance Thu May 01, 2003 02:00 EDT = L|:|
St o L Thu May 01, 2008 08:00 EOT B &
Weakands Sak May 03, 2005 00:00 EDT E B
First day of week Mon May 05, 2005 00:00 EDT E L.j
Wteakly OF Hours Mon May 05, 2008 o000 EDT (5] ()
Beginning of the week Mon May 05, 2005 00:00 EDT E L.j
Ouarterly O Hours Tus Jul 01, 2008 00:00 EDT B &
elete Seleckad [ Seleck Al Sele-cl Mone

3 To sort the list of variables by their name or next scheduled time, click the
Schedule Name or Next Scheduled Time column headings as required.

From here, you can proceed to any of the following procedures:
« “Editing Schedule Permissions’ on page 399
e “Copying Schedules’ on page 402
» “Deleting Schedules’ on page 404
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* “Viewing Schedule Definitions’ on page 405
* “Viewing and Editing Schedules’ on page 406

Editing Schedule Permissions

vFoglight allows you to control accessto a schedule. For each schedule you can grant or
deny read, write, or control accessto roles or users. For more information about security
conceptsin viFoglight, see Chapter 3, “Managing Users and Security” on page 105.

vFoglight employs the following behavior when it comes to schedule permissions:
 If no one has a permission to the schedule, everyone has a permission.

 If one has a permission to the schedule, others with undefined permission do not
have any permission.

» Fina permission is based on acombination of the role, user, and schedul e defined
on the server side.

Use the Edit Permissions button () on the M anage Schedul es dashboard to navigate to
the Edit Permissions for Schedule area, that allows you to add or edit permissions to
roles and users, as outlined below. The Edit Permissions for Schedule area contains two
tables that show the permissions for each vFoglight user or role.

Permission granted

| L;‘,'? L Permission denied
of b

—— Permissions not assigned

2 Nok assigned

To add permissions for a schedule:

Note  This procedure continues from “Accessing the Manage Schedules Dashboard” on
page 397.

1 Inthe Manage Schedules dashboard, in the row containing the schedule whose
permissions you want to edit, click the Edit Permissionsfor Schedule button ([i-).

The Edit Permissions for Schedule area appears in the Manage Schedules
dashboard.



400 vFoglight
Administration and Configuration Guide
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fe ] T
fedid ‘Pmm
parms ¥ b sered
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2 To add permissionsto a schedule, complete the following steps.
a Click therole or user to which you want to assign permissions.

Tip The Not Assigned icons in the Permissions columns indicate that the role has no
permissions assigned to it.

The Add Role Permission or Add User Permission dialog box appears.



Add Role Permission

Role Name: Advanced Cperator
[vRead

[whirite

[#iContral
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Add User Permission
User Name: demo
[vRead

[#hirite

[#iContral

401

b Inthe dialog box that appears, use the Read, Write, and Control check boxes
to assign permissions as required, and click Save.

The dialog box closes and the selected entry refreshes, showing three check
marksin the Permission columns, one for each of the read, write, and control

permissions.

} Permission granted

\— Permission denied

3 To edit or delete permissions for a schedule, compl ete the following steps.

a Click the role or user whose permissions you want to edit.

Tip Three check marks in the Permissions columns indicate that the role already has

permissions assigned to it.

The Edit Role Permission or Edit User Permission dialog box appears.
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Edit Role Permission Edit User Permission
Role Name: Administrator User Name: administator
[vRead [¥Read
GEd{[Fprite SEdit[Frit
[wControl [vIZontrol
Delete CDelete

o)

b To edit the permissions, ensure that the Edit option is selected and use the
Read, Write, and Control check boxes as required.

¢ To delete the permissions, select the Delete option.
d Click Save.

The dialog box closes and the selected entry refreshes, showing the newly-
edited permissions.

Copying Schedules

Use the Copy Schedul e button on the Manage Schedul es dashboard to copy a schedule,
as outlined below.

To copy a schedule;

Note  This procedure continues from “Accessing the Manage Schedules Dashboard” on
page 397.

1 Inthe Manage Schedules dashboard, in the row containing the schedule that you
want to copy, click the Copy Schedule button ([i7).

The Copy Schedule dialog box appears.
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Copy Schedule 'il
Are ¥Ou sure you want bo save a copy of the selected schedule (End |
of Day)?

,_ oK J [ Cancel ]

The dialog box closes and the Edit Schedule view appears in the Manage
Schedules dashboard.

Mam ge bibndude g 0, e i A DR
£l Schociules « Sy of Ered of Dy 0
Soterdule Mame:  Coey of End of Dy (v | [ et |

ke Bk rung ok the end of the day, This schaduls used o |daws
" = Rrigges n activity. A 5 replt & doss ot Pavs & sgrdicent dorston.

Sehisduls Rams
Ciebirts Rl Scheduled Time Returmince Putteen | Range of Octumsnce | Detads | Toow Rl
ed Age 30, 2008 17:00000 EOT Dy M4 End [Ewiey 1 dayis) 170007100

2 If required, edit the newly-copied schedule.
For more information, see “Viewing and Editing Schedules’ on page 406.
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Deleting Schedules

Use the Delete Selected button on the Manage Schedules dashboard to delete a
schedule, as outlined bel ow.

Note When a schedule is deleted, all references to that schedule are removed as well; any
performance calendars that are based on that schedule are removed and the deleted
schedule is removed from the list of effective and blackout schedules for rules.

To delete a schedule:

Note  This procedure continues from “Accessing the Manage Schedules Dashboard” on
page 397.

1 Inthe Manage Schedules dashboard, select the row containing the schedul e that
you want to delete.

2 Click the Delete Selected button at the bottom.
The Schedule Delete Confirmation dialog box appears.

Schedule Delete Confirmation ¥

Are you sure you wank to delete the Following schedules?

Endl of Day

[ K ] [ Cancel l

3 Inthe Schedule Delete Confirmation dialog box, click OK.
The Schedule Delete Confirmation dialog box closes.

4 Observe the Manage Schedules dashboard.
The newly-deleted schedule no longer appearsin the list.
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Viewing Schedule Definitions

To view schedul e definitions:

Note  This procedure continues from “Accessing the Manage Schedules Dashboard” on
page 397.

1 Inthe Manage Schedules dashboard, click the Schedule Name column of the row
containing the schedul e whose definitions you want to view.

The Edit Schedule view appears in the Manage Schedul es dashboard.

Manage Schedulst Apr 10, 000 15k A DD T

Edit Schedule - Business hours o

schedule Nanve:  Fusness hours e | [ Schedule |
BAM Lo SPM Morwday Lo Fridey | S

CrescHptbon Commeents:

Sebebed cohedubs B nol woer edables Lype. You Can only updabe U descriplion,

|5 ks Schuechabe Lisk | [Dosbests This Schadde |

2 View the definitions of the selected schedule.

In the Edit Schedule view, click the View Schedule button in the upper-right
corner.

The Business Hour s dialog box appears.
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3 Observe the schedule definitions for a selected date.

In the Business Hour s dialog box, use the calendar in the upper-left corner to
select adate.

On theright, the schedule for the selected date refreshes, showing the schedule’s
effective hoursin blue.

When you finish observing schedul e definitions, close the Business Hour s dialog
box.

Viewing and Editing Schedules

You can edit the existing schedules by adding or removing recurrence patternsto it as
required. For example, if you have a schedule that runs indefinitely from 10:00 am to
11:00 am daily and on thefirst day of the month from 8:00 am to 6:00 pm, but you want
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to edit it to also run every Saturday from 11:00 am to 4:00 pm in May, add a schedule

item for each of these time spans to the schedule.

To view and edit a schedule:

Note  This procedure continues from “Accessing the Manage Schedules Dashboard” on
page 397.

1 Inthe Manage Schedules dashboard, click the schedule that you want to edit.

The Edit Schedule view appears in the Manage Schedul es dashboard.

Crests Sobadule ey 14, TR 43540 AM EDT

Edit Schaiali - My Schedule 3 O

Schedule Mame: My Schaduls 3 Savd | View Schedule

SME
s papimntl onmnenis:
Sehedule lbems
e Schedulesd Tie Recurence Patiem Rargs o Soourence T H Time: Rarge
T g 1, 2000 OC5E 22 0T Once Ered Ery g 15, D003 00000 g 14, T0063 00 D0 Ay 115, 2000 Q0000 Kok,

Delaia Hnlﬂdndi Add Schadule lem | Copry Schedule | Go e Schadula List| Deleda Ihlg!:r!mr!ulnl

2 Observe the schedul e definitions.
3 Edit the schedule definitions as required.

For complete instructions, see “ Adding or Removing Schedule Items” on
page 410.

Creating Schedules

vFoglight allows you to create schedules using the Create Schedule dashboard. You can

access this dashboard from the navigation panel, or through the Manage Schedules

dashboard. When you create aschedule, you can useit in rule, derived metric, and agent

definitions as required.
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Creating a schedule involves several steps. Once you get started with schedule creation,
you need to define the start date and recurrence pattern. For instructions, see the
following sections:

“Accessing the Create Schedule Dashboard” on page 408
“Getting Started with Schedule Definitions’ on page 409
“Adding or Removing Schedule Items’ on page 410
“Defining Schedule Items” on page 415

Accessing the Create Schedule Dashboard
To access the Create Schedule dashboard:

Note

This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.

To open the navigation panel, click the right-facing arrow [+ on the | eft.
Open the Create Schedule dashboard by completing one of the following steps:

* Onthe navigation panel, under Dashboar ds, choose Administration >
Schedules > M anage Schedules.

In the Manage Schedul es dashboard that appearsin the display area, click the
Add Schedule button in the lower-1eft corner.

or

¢ Onthe navigation panel, under Dashboar ds, choose Administration >
Schedules > Create Schedules.

The Create Schedul e dashboard appears in the display area, showing the Step 1.
Create Schedule - Schedule Name and Description view.
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Create Schedule Apr 30, 2008 11:37:02 AM EDT
Schedule Mame and Description Details of Schedule Schedule Added

Skep 1 Create Schedule - Schedule Mame and Description @

Schedule Name:

Description/Comments:

409

From here, you can proceed to “ Getting Started with Schedule Definitions” on
page 409.

Getting Started with Schedule Definitions
To get started with schedul e definitions:

Note  This procedure continues from “Accessing the Create Schedule Dashboard” on page 408.

1 Specify the schedule name.

In the Create Schedule dashboard, in the Schedule Name box, type the name that

you want to assign to the schedule.
2 Optional. Add information that describes the schedule.

In the Description/Comments box, type the schedul e description or comments as

required. For example:

A schedul e that runs at the end of the day. This schedule is
used to trigger an activity. As a result it does not have a

significant duration.
3 Click Next.
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The Step 2: Create Schedule - Details of Schedule view appearsin the Create
Schedul e dashboard.

Create Schedule Apr 30, 2008 1:17:35 PM EDT

Schedule Name and Description Dekails of Schedule Schedule Added

Step ) Create Schedule - Details of Schedule @

Schedule Name: Test3
Description/Comments:

Start Date [30 |[apil  [w]2008 |[.]

Start Time[hh:mm] : [“|Whole Day

Recurrence Pattern
& 0nce

(Periodical

CDaily

i eekly

Oitlanthly

i early

Range of Occurrence

Ma Enl End Date 1 Mary | % | 2005 E]
®End By Date Epd Time[hh:mm]

From here, you can proceed to “ Adding or Removing Schedule Items’ on page 410.

Adding or Removing Schedule Items

A schedule can contain one or more items, each describing a recurrence pattern. For
example, if you wanted a schedule to run indefinitely from 10:00 am to 11:00 am daily
and on thefirst day of the month from 8:00 am to 6:00 pm, but also every Saturday from

11:00 am to 4:00 pm in May, add a schedule item for each of these time spansto the
schedule.
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When you create a schedule, you have to specify at least one schedule item and its
recurrence pattern. You can edit the schedule at alater time by adding or removing
schedule items as required.

To add a schedule item to a newly-created schedule that has no other schedule items:

Note  This procedure continues from “Getting Started with Schedule Definitions” on page 409.

 Inthe Create Schedule dashboard, in the Step 2: Create Schedule - Details of

Schedule view, specify the start date, end date and duration (if applicable), and
the range of occurrence, as required.

Eraais Gilkedule - ekt B84 EDT
Sobmduls Marma and Description Dutails of Scheduls Schudule fdded
Stap 2: Criite Schisduld - Detalls of Schiduls &
Schedule Mamse: My Schadule 3

[Mscripsion Comments:
S Date [17  [Begen =)l |
Stan Timash:mm] 00 00

Recumence Patein
& Cirec

= Pancdical
Dy
ikl
Wanihiy
i Y aty
Range o Dooumence
Mg Erd Endl Dt 14 “"":"'__I"' S R J
& En

d By Dat® gy Timehhomam] [00 (7]
Back | Add l’.‘anmll

For complete information on how to define a schedule item, see “ Defining
Schedule Items” on page 415.

To add a schedule item to a newly-created schedul e that already contains schedule
items:

Note This procedure continues from “Defining Schedule Items” on page 415.

1 Open the schedule for editing.
In the Step 3: Create Schedule - Schedule Added view, click Edit Schedule.
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The Edit Schedule view appears.
2 Inthe Edit Scheduleview, click Add Schedule Item in the lower-right corner.

Edt Schadule - My Schedu 3 O

Schedule Home: [y Scraciie 1 Smeu| W Schadule|
Sow]
(ST ——
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The Edit Schedule -> Add Schedule Item view appears, allowing you to define
another schedule item.
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For complete information on how to define a schedule item, see “ Defining
Schedule Items” on page 415.

To add a schedule item to an existing schedule:

Note  This procedure continues from “Viewing and Editing Schedules” on page 406.

1 IntheEdit Schedule view, click Add Schedule Item in the lower-right corner.

Ed¥ Schesus - by Schesdule 3 0

Schoduls Mama: Wy Schacule 1 Savn| View Schaduls

Soe |
A T e ——

S fudbe 1LeTis

Bt Schuchubd Timss Recumercs Paliern  Rangs of Cooumencs Tty Tirss R
e g 11, 00 15 KT 15 EDT e Ered By A 1, OB 0000 Aug 13, 2008 00 (0 16, 0B 0000 R

ms-m@m:unmm| Q% Schedula List| Duless This Sehedule
B




414 vFoglight
Administration and Configuration Guide

To delete a schedule item:

Note  This procedure continues from “Viewing and Editing Schedules” on page 406 or “Defining
Schedule Items” on page 415.

1 Inthe Edit Schedule view, select the row containing the schedule item that you

want to delete and click Delete Selected.

Edit Schadule = My Scheduls 3 &

Sohedule Mame: My Schedule 3

Sove| Wit Schadale

Sow|
[ wi p i L commmenty

St hedule Tbeem
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Thas Sy 10, 2008 1300 29 BDY e
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The Schedule Confirmation dialog box appears, asking you to confirm the
delete operation.

Schedule Confirmation

| Are vou sure vou want ko delete the selected items Fram this
schedule?

l Ok l [ Cancel ]

2 Inthe Schedule Confirmation dialog box, click OK.

The Edit Schedule view refreshes, no longer showing the newly-del eted
schedule item in the list.



Defining Schedule Items

There are six types of patterns that you can define in a schedule item, as listed bel ow.

Pattern

Allows you to create pattern
that
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For instructions, see

Once

Periodical

Daily

Weekly

Monthly

Starts at a specified date and
time, for a specified duration,
and ends at a defined end date
and time

Starts at a specified time and
date for a certain duration,
repeats at specified time periods,
with or without a defined end
date and time

Starts at a specified time and
date, runs for awhole day or a
fraction of aday, repeatsat a
regular interval of days, with or
without a defined end date and
time

Starts at a specified time and
date, runs for awhole day or a
fraction of aday, repeats at a
regular interval of weeks on one
or more days of the week, with
or without adefined end date and
time

Starts at a specified time and
date, runs for awhole day or a
fraction of aday, repeatsat a
regular interval of monthson one
or more days of the week, with
or without adefined end date and
time

“To define a schedule item that
occurs once:” on page 416

“To define a schedul e item that
occurs periodically:” on page 419

“To define a schedul e item that
occurs periodically:” on page 419

“To define a schedule item that
occurs weekly:” on page 427

“To define a schedul e item that
occurs monthly:” on page 433
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Pattern Allows you to create pattern For instructions, see
that
Yearly Starts at a specified time and “To define a schedule item that

date, runs for awhole day or a occurs yearly:” on page 440
fraction of aday, repeats at a

regular interval of years on one

or more days of the week each

month, with or without a defined

end date and time

To define a schedul e item that occurs once:

Note This procedure continues from “Adding or Removing Schedule ltems” on page 410.

1 Inthe Recurrence Pattern area, ensure that the Once option is selected.

2 Specify the start date and time of the recurrence pattern using the controls that
appear above the Recurrence Pattern area.

StartDate [13  [August  ~|2008 .|
Start Time[hh:mm] iEID :!EID

a Usethe Sart Date boxesto specify the day, month and year of the start date.

Alternatively, click the Calendar button on the right and use the calendar
controls that appear to specify the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.
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b Usethe Sart Time[hh:mm] boxesto specify the hour and minute of the start
time.

Tip The Hour box accepts the values between 0 and 23. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.

The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

3 Specify the date and time after which the schedule item ends using the controlsin
the Range of Occurrence area.

Range of Occurrence

cMoEng  EndDate 4 [August  ~Jfeocs |

@End By Date ppy Time[hh:mm] [00 :[00

Note Inthe Range of Occurrence area, the No End option appears disabled while the
End By Date option is enabled and selected. This is because a schedule item that
occurs once must have an end date.

a Usethe End Date boxes to specify the day, month and year of the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

Alternatively, click the Calendar button on the right and use the calendar
controls that appear to specify the end date.
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b Usethe End Time [hh:mm] boxes to specify the hour and minute of the end
time.

Tip

The Hour box accepts the values between 0 and 24. Any positive values outside

that range are automatically adjusted to 24; negative values are not accepted.

The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

4 Save the changesto the schedule item.

¢ New schedules. In the lower-right corner, click Add.
» Existing schedules. In the lower-right corner, click Save.

The Schedule Items table refreshes, showing the newly-added schedule item.

Lresie bobeduly

thap 1 Craabe Schaduls - Tehe

fchedule Namu:

My Schadule
Dot o Lo s
Grhedale 1heo

hmat Soraduied Teme

Wiled gy 13, 20088 185050 EDY

af Lchedule Schaduls Added

Bacurmerce Patern  Bangs of Cooumence [ Tiras Rurgs

Dena

B By ey 13, MO AT 08 gy 1, 20080 10 B Ry 13, 200 ATAE MR,

Edit Sehadue| 0o o Schedule Lin|
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5 Add one or more scheduleitemsif required.

For details, see“ Adding or Removing Schedule Items’ on page 410.
To define a schedule item that occurs periodically:

419

Note  This procedure continues from “Adding or Removing Schedule Items” on page 410.

1 Inthe Recurrence Pattern area, select the Periodical option.

The view refreshes, showing a set of controls that allow you to define a schedule

item that occurs periodically.

Schedule Name: My Schedule
Description/Comments:

—

Start Date [14  [August ~lfzoos .| N
Start Time[hh:mm] |0 I I Duratlon[hh mm] |0 i i _//

:Recurrence Pattern

i~ Once

& Periodical _
ey Eretthmmi [T T[0T hous)
" Manthly |
[ early

I€ _\

2 Specify the start date and time, and the duration of the recurrence pattern using

the controls that appear above the Recurrence Pattern area.

a Usethe Sart Date boxes to specify the day, month and year of the start date.

Alternatively, click the Calendar button on the right and use the calendar
controls that appear to specify the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.
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b Usethe Sart Time[hh:mm] boxesto specify the hour and minute of the start
time.

Tip The Hour box accepts the values between 0 and 23. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.
The Minute box accepts the values between 0 and 59. Any positive values outside

that range are automatically adjusted to 59; negative values are not accepted.

¢ Usethe Duration [hh:mm] boxesto specify the hour and minute of the start
time.

Tip  The Hour box accepts any positive values.
The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

3 Specify the recurrence pattern.

In the Recurrence Pattern area, use the Every [hh:mm] boxes to specify the
hour and minute of the start time.

Important The recurrence period must be longer than the duration specified in step 2.
For example, if the duration of the schedule item is three hours, the recurrence periods
should occur at intervals that are longer than three hours.

Tip  The Hour box accepts any positive values.
The Minute box accepts the values between 0 and 59. Any positive values outside that
range are automatically adjusted to 59; negative values are not accepted.

4 Specify the date and time after which the schedule item ends using the controlsin
the Range of Occurrence area.
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Range of Occurrence

~No End End Date [[5 [August ~llzo0e L]
@End By Date gy Time[hh:mm] IDEI :IDEI

« To specify an end date, in the Range of Occurrence area, ensure that the End
By Date option is selected, and specify the end date and time using the End
Date and End Time [hh:mm)] boxes as required.

Tip Use the Calendar button on the right and use the calendar controls that appear to
specify the start date.

g August 2008 [
27 28 28 30 31 A 2
0 11 1z |13 | 14 18 16

29 25 26 27 23 29 20

ﬂ! Canu:ell

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

The Hour box accepts the values between 0 and 24. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.

The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

« To have the schedule item recurring at the recurrence pattern specified in step
3 without an end date, in the Range of Occurrence area, select the No End
option.

The Range of Occurrence arearefreshes, no longer showing the controls for
specifying the end date.
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Range of Occurrence
= MNo End
{"End By Date

5 Save the changesto the schedule item.

New schedules. In the lower-right corner, click Add.

Existing schedules. In the lower-right corner, click Save.

The Schedule Items table refreshes, showing the newly-added schedule item.

Creats Sahsdale fugy 14, 2008 DGTO0 AM EDT

Schedule Mame and Description Details of Schaduls Schedule Added

Step J: Create Scheduls - Schedule Added

The: falltreing schaduld wis sucoossidly added to thi Sysbem
Schedule Hame:

Wy Schedule
Description Comments:
Sehedhile Menm

Ml Seheduled Time Reécurincs Patam  Fangs of Qocumancs

Uebads
Thaa Aasy 14, 200 TRLZ T LOT Persddcnl

e Hangs
End Dty Aaig N0, 2000 D00 [Dvdsry' DR QUIRdTT] Boars, Durs MO8,

Edit Schoodubt | Go to Schdul | isrl

6 Add one or more schedule itemsiif required.

For details, see “ Adding or Removing Schedule Items” on page 410.
To define a schedule item that occurs daily:

Note  This procedure continues from “Adding or Removing Schedule ltems” on page 410.

1 Inthe Recurrence Pattern area, select the Periodical option.

The view refreshes, showing a set of controlsthat allow you to define a schedule
item that occurs on a daily basis.
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Schedule Name: Wy Schedule
Description/Comments:

‘/Sft;rtl}me.iﬁ B v‘|'|zuus J \

" End Time[hh:mm)] IL'I[I :ID[I ®
Start Time[hh:mm] IDD :lDD
\\ & purationfhh:mm] [00 :IDD

= ;
Recurrence Pattern ‘

" Whole Day *|

" Once
" Periodical

GDaly  (Eye 4
Weekly @Wﬁh avie)

S

 Manthly
Y early

2 Specify the start date of the recurrence pattern.
Use the Start Date boxes to specify the day, month and year of the start date.

Alternatively, click the Calendar button on the right and use the calendar controls
that appear to specify the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside that
range are automatically adjusted to 31; negative values are not accepted.

4 August 2008 [

2Fr 28 20 30 3N 1 2
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3 Specify the duration of the scheduleitem.

¢ If you want the schedule to occur for a part of the day, complete one of the
following steps.
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« Specify the start time and end time of the schedule item.

» Usethe Sart Time[hh:mm)] boxes to specify the hour and minute
of the start time.

Tip The Hour box accepts the values between 0 and 23. Any positive values
outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

* Select the End Time [hh:mm] option and specify the hour and
minute of the end time.

Note The Duration [hh:mm] boxes appear disabled when you specify the
End Time [hh:mm] option.

Start Date [T [Pugust__ =Jleoos L
= End Time|hhamm] [0 0 g
 Duration|hhzmm]) [}

Start Tinwa[hhzmm] |14 a0 ™ Whalae Day *

The end time should occur after the start time.

Tip  The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

or

« Specify the start time and duration of the schedule item.
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e Use the Sart Time [hh:mm)] boxes to specify the hour and minute
of the start time.

Tip  The Hour box accepts the values between 0 and 23. Any positive values
outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

 Select the Duration [hh:mm] option and specify the hour and
minute of the duration time.

Note The End Time [hh:mm] boxes appear disabled when you specify the
Duration [hh:mm] option.

Stant [Fate rrlr‘un_m' | dl’W _J
T End Time[hhamm] T I_-'

Start Time[hh: 14 10 =
tart Time e ] D astionhhzmm) IJ_ ILI_

™ Wheole Day *

Tip  The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

or

¢ If you want the schedule to occur for the entire day, select the Whole Day
check box.

The Sart Time [hh:mm], End Time [hh:mm], and Duration [hh:mm]
boxes appear disabled.

Schedule Name: My Schedule
Description/Comments:

Start Date [14 [August  ~|l2008 |
© End Time[hh:mm] IL'I :Iﬂ \
m [0 PO/

—

[7{Whole Day *

%ﬂ Time[hh:mm] Iﬂ :|D
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4 Specify the recurrence pattern.

In the Recurrence Pattern area, use the Every box to specify the number of days
at which the schedule recurs.

Tip The Every box accepts any positive values.

5 Specify the date and time after which the schedule item ends using the controlsin
the Range of Occurrence area.

Range of Occurrence

~No End End Date [[5 [August ~llzo0e L]
@End By Date gy Time[hh:mm] IDEI :IDEI

« To specify an end date, in the Range of Occurrence area, ensure that the End
By Date option is selected, and specify the end date and time using the End
Date and End Time [hh:mm)] boxes as required.

Tip  Use the Calendar button on the right and use the calendar controls that appear to
specify the start date.

4 August 2003 [
sabas | oail mn il =y
o 41 1z | 13 | 14 15 18

29 25 26 27 28 20 30

2007 2003 2003

ﬂl Canc:ell

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

The Hour box accepts the values between 0 and 24. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.

The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.
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* To have the schedule item recurring at the recurrence pattern specified in step
4 without an end date, in the Range of Occurrence area, select the No End
option.

The Range of Occurrence area refreshes, no longer showing the controls for
specifying the end date.

Range of Occurrence
Mo End
{"End By Date

6 Save the changesto the schedule item.

¢ New schedules. In the lower-right corner, click Add.
e Existing schedules. In the lower-right corner, click Save.

The Schedule Items table refreshes, showing the newly-added schedule item.

Lraste Schedule Py B, 2008 114G 1AM EDT

Edit Schadule - by Schedule B

Schedule Hame:  [My Schedulie M View Schainduln
Sus
Dot ription/Comments:
Sahedule Items
Feeod Tohesdiuibd Time FsCumancs Pallenn  Rangs of OLoumencs Lestads e Ringss
Thiu Ausy 14, 2008 235500 BDT Dy Ena By Aug 15, 2008 0000 Every 1 dn(a) 2355 howers) from 23559

Delete Selecied | Add Schedule bem| Copy Schedue| Ga ta Schedule List| Delete This Schadue|

7 Add one or more scheduleitemsiif required.
For details, see“ Adding or Removing Schedule Items’ on page 410.
To define a schedule item that occurs weekly:

Note  This procedure continues from “Adding or Removing Schedule Items” on page 410.
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1 Inthe Recurrence Pattern area, select the Weekly option.

The view refreshes, showing a set of controlsthat allow you to define a schedule
item that occurs on aweekly basis.

Schedule Name: Wy Schedule
Description/Comments:
r/S{t:m Date [14 [August _ ~Jleoos | _| \l
% End Time[hh:mm] ID :ID %
Start Time[hh:mm] ID :iD ["'Whele Day *|
" Duration[hh:mm] |U :|D _//'
[Recurrence Pattern I
" Once S ==
" Periodic
Ever weelk(s) on
CDaily FEvery [ (=) )

Weekly | [ Manday Tuesday ["Wednesday W Thursday|
CMonthly \[_Friday [Saturday [ Sunday
C¥early -

2 Specify the start date of the recurrence pattern.
Use the Start Date boxes to specify the day, month and year of the start date.

Alternatively, click the Calendar button on the right and use the calendar controls
that appear to specify the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside that
range are automatically adjusted to 31; negative values are not accepted.

4 August 2003 [
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3 Specify the duration of the schedule item.
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If you want the schedule to occur for a part of the day, complete one of the
following steps.

* Specify the start time and end time of the schedule item.

» Usethe Start Time [hh:mm)] boxes to specify the hour and minute
of the start time.

Tip

The Hour box accepts the values between 0 and 23. Any positive values
outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

* Select the End Time [hh:mm] option and specify the hour and
minute of the end time.

Note

Tip

or

The Duration [hh:mm] boxes appear disabled when you specify the
End Time [hh:mm] option.

Strt Date 19 [Bogust  =Jle00s |
= End Time|hhamm] [0 0 g
 Duration|hhzmm) )

Start Tinwa[hhzmm] |14 a0 ™ Whalae Day *

The end time should occur after the start time.

The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

« Specify the start time and duration of the schedule item.
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or

L]

e Usethe Sart Time[hh:mm)] boxes to specify the hour and minute
of the start time.
Tip  The Hour box accepts the values between 0 and 23. Any positive values

outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

 Select the Duration [hh:mm] option and specify the hour and
minute of the duration time.

Note The End Time [hh:mm] boxes appear disabled when you specify the
Duration [hh:mm] option.

Stant [Fate rrlr‘un_m' | dl’W _J
T End Time[hhamm] T I_-_'

Start Time[hh: 14 10
tart Time e ] D astionhhzmm) IJ_ ILI_

™ Wheole Day *

Tip  The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

If you want the schedule to occur for the entire day, select the Whole Day
check box.

The Sart Time [hh:mm], End Time [hh:mm], and Duration [hh:mm]
boxes appear disabled.

Schedule Name: My Schedule
Description/Comments:

Start Date [14 [August  ~|l2008 |

© End Time[hh:mm] IL'I :Iﬂ \
| [T/

—

[7{Whole Day *

%ﬂ Time[hh:mm] Iﬂ :|D

& Duration[hh



Using Schedules 431
Creating Schedules

4 Specify the recurrence pattern.

In the Recurrence Pattern area, use the Every box to specify the number of
weeks at which the schedule occurs.

Tip The Every box accepts any positive values.

Select one or more check boxes that represent the days of the week on which the
schedule occurs.

For example, to have the schedule occurring on Mondays and Wednesdays for
four weeksin arow, inthe Every box, type 4, and select the Monday and
Wednesday check boxes, asillustrated bellow.

Every |4 week(s) on

[T Friday [T Saturday [T Sunday

5 Specify the date and time after which the schedule item ends using the controlsin
the Range of Occurrence area.

Range of Occurrence

Mo End End Date |15 August v"zgng _l
@End By Date gy Time[hh:mm] IDIZI :IDIZI
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¢ To specify an end date, in the Range of Occurrence area, ensure that the End
By Date option is selected, and specify the end date and time using the End
Date and End Time [hh:mm] boxes as required.

Tip Use the Calendar button on the right and use the calendar controls that appear to

specify the start date.

4
27 28
3 4
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24 256

August 2008
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2007 2008 2003

m Cancell
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30

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

The Hour box accepts the values between 0 and 24. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.

The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

« To have the schedule item recurring at the recurrence pattern specified in step
4 without an end date, in the Range of Occurrence area, select the No End

option.

The Range of Occurrence arearefreshes, no longer showing the controls for

specifying the end date.

;.Range of Occurrence ;

= Mo End
[{"End By Date

6 Save the changesto the schedule item.

* New schedules. In the lower-right corner, click Add.
¢ EXxisting schedules. In the lower-right corner, click Save.
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The Schedule Items table refreshes, showing the newly-added schedule item.

Crdste Schaduls o B 2008 114EL AM EDT
Edit Schedule - My Schedule O

Changes have boen $aved

S haedule Mame: |My Schindulie SM' Witew Schirgiul
S
Dot ription/Comments:
Schedule tems
Feeod Tohesdiuibd Time FsCumancs Pallenn  Rangs of OLoumencs Lestads

Time: Rangs
Thiu Ausy 14, 2008 235500 BDT Dy Ena By Aug 15, 2008 0000 Every 1 dn(a) 2355 howers) from 23559

Delete Selecied | Add Schedule hem| Copy Schedue| Ga ta Schedule List| Delete This Schadue

7 Add one or more scheduleitemsif required.

For details, see “Adding or Removing Schedule Items’ on page 410.
To define a schedul e item that occurs monthly:

Note  This procedure continues from “Adding or Removing Schedule Iltems” on page 410.

1 Inthe Recurrence Pattern area, select the Monthly option.

The view refreshes, showing a set of controls that allow you to define a schedule
item that occurs that occurs on a monthly basis.
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Schedule Name: My Schedule
Description/Comments:

StartDate [T4  [August =008 .|

{/— & End Time[hh:mm] IDD :IDD & \
:Sclt Time[hh:mm] lDD :IDD [~ Whole Day ")

" Duration[hh:mm] |DD :|[IE|

s

iRecurrence Pattern
|~ Once

|~ Periodical ___ =g
| Daily @By Date fd of ] thist|
| eskly @y Wik e LRI e (S)\)|

-

| = Manthly = |

| Yearly

2 Specify the start date of the recurrence pattern.
Use the Start Date boxes to specify the day, month and year of the start date.

Alternatively, click the Calendar button on the right and use the calendar controls
that appear to specify the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside that
range are automatically adjusted to 31; negative values are not accepted.

4 August 2003 [
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3 Specify the duration of the schedule item.
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If you want the schedule to occur for a part of the day, complete one of the
following steps.

* Specify the start time and end time of the schedule item.

» Usethe Start Time [hh:mm)] boxes to specify the hour and minute
of the start time.

Tip

The Hour box accepts the values between 0 and 23. Any positive values
outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

* Select the End Time [hh:mm] option and specify the hour and
minute of the end time.

Note

Tip

or

The Duration [hh:mm] boxes appear disabled when you specify the
End Time [hh:mm] option.

Strt Date 19 [Bogust  =Jle00s |
= End Time|hhamm] [0 0 g
 Duration|hhzmm) )

Start Tinwa[hhzmm] |14 a0 ™ Whalae Day *

The end time should occur after the start time.

The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

« Specify the start time and duration of the schedule item.
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or

L]

e Usethe Sart Time[hh:mm)] boxes to specify the hour and minute
of the start time.
Tip  The Hour box accepts the values between 0 and 23. Any positive values

outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

 Select the Duration [hh:mm] option and specify the hour and
minute of the duration time.

Note The End Time [hh:mm] boxes appear disabled when you specify the
Duration [hh:mm] option.

Stant [Fate rrlr‘un_m' | dl’W _J
T End Time[hhamm] T I_-_'

Start Time[hh: 14 10
tart Time e ] D astionhhzmm) IJ_ ILI_

™ Wheole Day *

Tip  The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

If you want the schedule to occur for the entire day, select the Whole Day
check box.

The Sart Time [hh:mm], End Time [hh:mm], and Duration [hh:mm]
boxes appear disabled.

Schedule Name: My Schedule
Description/Comments:

Start Date [14 [August  ~|l2008 |

© End Time[hh:mm] IL'I :Iﬂ \
| [T/

—

[7{Whole Day *

%ﬂ Time[hh:mm] Iﬂ :|D

& Duration[hh
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4 Specify the recurrence pattern.

To have the schedule occurring on a specified day of the month, at the rate of
one or more months, in the Recurrence Pattern area, ensure that the By Date
option is selected, and then specify the day of the month and the rate at which
it occurs.

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

The every box accepts any positive values.

For example, to have the schedule occurring on the fifth day of every second
month, in the Day box, type 5, and in the every box, type 2, asillustrated
bellow.

;gi \Dﬂ?‘:gk Day 3 u:uf EVErY |2 rmaonthis)

To have the schedule occurring on one or more days of the week, at arate of
one or more months, in the Recurrence Pattern area, select the By Week
option.

The Recurrence Patter n arearefreshes, showing a set of the controls that
alow you to specify the pattern.

-Recurrence Pattern

E0nce /ﬁ F'Pl\f]uner1sddaa}Ir \' l

 Periodical I'Wednegda

" Daily By Date Th _ Thursd Ynfever 1 rmonthis)

CWeekly @By Week| LISt '_F eda v

&Monthly Cibridsy

Yearly \ [ Saturday )
e _[ISunday |

Specify the week of the month, the day of the week and the rate at which it
ocCurs.

Tip The every box accepts any positive values.

For example, to have the schedule occurring on the second Tuesday of every
third month, click First and select Second from the list that appears. Then,
select the Tuesday check box, and in the every box, type 3, asillustrated
below.
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[T Maonday
W Tuesday
[TWWednesday

;gi \D-"u?égk The I"Thursday of every |3 rnonth(s)

[T Friday
[T Saturday
[T Sunday

In the Recurrence Pattern area, use the Every box to specify the number of
weeks at which the schedule occurs.

Tip The Every box accepts any positive values.

5 Specify the date and time after which the scheduleitem ends using the controlsin
the Range of Occurrence area.

Range of Occurrence

Mo End End Date |15 August v"zgng _l
@End By Date gy Time[hh:mm] IDIZI :IDIZI

« To specify an end date, in the Range of Occurrence area, ensure that the End
By Date option is selected, and specify the end date and time using the End
Date and End Time [hh:mm)] boxes as required.

Tip  Use the Calendar button on the right and use the calendar controls that appear to
specify the start date.

4 August 2008 [
77 =g | 2ol (=00 g
W 1 1z |13 [ 14 15 1B

24 25 26 27 28 298 20

2007 2008 2003

m Cancell

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.
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The Hour box accepts the values between 0 and 24. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.

The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

To have the schedule item recurring at the recurrence pattern specified in step

4 without an end date, in the Range of Occurrence area, select the No End
option.

The Range of Occurrence area refreshes, no longer showing the controls for
specifying the end date.

Range of Occurrence
Mo End
{"End By Date

6 Save the changesto the schedule item.

New schedules. In the lower-right corner, click Add.
Existing schedules. In the lower-right corner, click Save.

The Schedule Items table refreshes, showing the newly-added schedule item.

Create Subedule

Tehidule Mame sl Doscription Details of Teheduli Sohodobe addod

Stap 3 Craate Scheduls - Schaduls Added

The following scheduls was successfully added to the sys1

Schedule Name:
Wy Schedule
Desciption Conments

Schedule Items

Hirxd Sbnchdied Tieree Recurmaicn Palleen  Fafge of Oétunacs Dk Tiriw: R
Sun Sep 14, 2003 0000000 EDT - Monthiy Erdd Ery Sasp 15, 2003 D000 Dy 18 of ey § mongngs) 00000 b3 frioe O 00

Edi Schodula | Ga 1o Schodule List|

7 Add one or more scheduleitemsiif required.

For details, see“ Adding or Removing Schedule Items’ on page 410.
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To define a schedule item that occurs yearly:

Note  This procedure continues from “Adding or Removing Schedule Items” on page 410.

1 Inthe Recurrence Pattern area, select the Yearly option.

The view refreshes, showing a set of controlsthat allow you to define a schedule
item that occurs on ayearly basis.

Schedule Name: My Schedule
Description/Comments:

Start Date [T4  [August  ~J[e008 |
/_  End Time[hh:mm] IDD :IDD *
'\S\tjrt Time[hh:mm] IDD :IDD

" Whole Day *

& Duration[hh:mm)] IDD :IDD

g

Recurrence Pattern

COnce

¢ Periodical

¢ Daily @By Date I—X
Civeekly @y \p"u’eekEVEnIf ALl 14 /
¢ Monthly =

@Y early

2 Specify the start date of the recurrence pattern.
Use the Start Date boxes to specify the day, month and year of the start date.

Alternatively, click the Calendar button on the right and use the calendar controls
that appear to specify the start date.

Tip The Day box accepts the values between 1 and 31. Any positive values outside that
range are automatically adjusted to 31; negative values are not accepted.
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10
17
24
21

28

11
18
28

August 2002

28 30 31

] ] T
12 | 13 | 14
18 20 21
26 27 I8
z i} 4
2007 2003 2003

ﬂl Canc:ell

15
2z
28

16
23
20

3 Specify the duration of the schedule item.

Using Schedules
Creating Schedules
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< If you want the schedule to occur for a part of the day, complete one of the
following steps.

* Specify the start time and end time of the schedule item.

» Usethe Sart Time[hh:mm)] boxes to specify the hour and minute
of the start time.
Tip The Hour box accepts the values between 0 and 23. Any positive values

outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

* Select the End Time [hh:mm] option and specify the hour and
minute of the end time.

Note The Duration [hh:mm] boxes appear disabled when you specify the
End Time [hh:mm] option.

Strt Date 19 [Bogust  =Jle00s |
= End Time|hhamm] [0 0 g
 Duration|hhzmm) )

Start Tinwa[hhzmm] |14 a0 ™ Whalae Day *
The end time should occur after the start time.

Tip  The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

or

« Specify the start time and duration of the schedule item.
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e Use the Sart Time [hh:mm)] boxes to specify the hour and minute
of the start time.

Tip  The Hour box accepts the values between 0 and 23. Any positive values
outside that range are automatically adjusted to 23; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

 Select the Duration [hh:mm] option and specify the hour and
minute of the duration time.

Note The End Time [hh:mm] boxes appear disabled when you specify the
Duration [hh:mm] option.

Stant [Fate rrlr‘un_m' | dl’W _J
T End Time[hhamm] T I_-'

Start Time[hh: 14 10 =
tart Time e ] D astionhhzmm) IJ_ ILI_

™ Wheole Day *

Tip  The Hour box accepts the values between 0 and 24. Any positive values
outside that range are automatically adjusted to 24; negative values are
not accepted.

The Minute box accepts the values between 0 and 59. Any positive values
outside that range are automatically adjusted to 59; negative values are
not accepted.

or

¢ If you want the schedule to occur for the entire day, select the Whole Day
check box.

The Sart Time [hh:mm], End Time [hh:mm], and Duration [hh:mm]
boxes appear disabled.

Schedule Name: My Schedule
Description/Comments:

Start Date [14 [August  ~|l2008 |
© End Time[hh:mm] IL'I :Iﬂ \
m [0 PO/

—

[7{Whole Day *

%ﬂ Time[hh:mm] Iﬂ :|D
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4 Specify the recurrence pattern.

To have the schedule occurring on a specified day of the month, at the rate of
one or more months, in the Recurrence Pattern area, ensure that the By Date
option is selected, and then specify the day of the month and the rate at which
it occurs.

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

For example, to have the schedule occurring on the sixth day of every April
month, click the Month box and select April from the list that appears, and in
the Day box, type 6, asillustrated bellow.

e |
By WEEkEvery April [

To have the schedule occurring on a particular day of the week, in the
Recurrence Pattern area, select the By Week option.

The Recurrence Pattern arearefreshes, showing a set of the controls that
allow you to specify the pattern.

Recurrence Pattern

[Thlonday

("Onc_e . [T Tuesday
" Periodical
Coaly OO e o[ E Tursasy o]
CiWeekly @By Week LS l_FrigraS ay e
Manthly Y
& Yearl [ Saturday

¥ [T Sunday

Specify the week of the month, the day of the week and the month on which
the schedule occurs.

For example, to have the schedule occurring every third Thursday in
November, click First and select Third from the list that appears. Then, select
the Thursday check box, click the Month box on the right and select
November from thelist that appears, as illustrated below.
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[T Maonday
[T Tuesday
By Date [Wednesday

[ Friday
[ Saturday
[ Sunday

5 Specify the date and time after which the schedule item ends using the controlsin
the Range of Occurrence area.

Range of Occurrence

~No End End Date [[5 [August ~llzo0e L]
@End By Date gy Time[hh:mm] IDEI :IDEI

« To specify an end date, in the Range of Occurrence area, ensure that the End
By Date option is selected, and specify the end date and time using the End
Date and End Time [hh:mm)] boxes as required.

Tip Use the Calendar button on the right and use the calendar controls that appear to
specify the start date.

g August 2008 [
27 28 28 30 31 A 2
0 11 1z |13 | 14 18 16

29 25 26 27 23 29 20

ﬂ‘ Canu:ell

Tip The Day box accepts the values between 1 and 31. Any positive values outside
that range are automatically adjusted to 31; negative values are not accepted.

The Hour box accepts the values between 0 and 24. Any positive values outside
that range are automatically adjusted to 23; negative values are not accepted.
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The Minute box accepts the values between 0 and 59. Any positive values outside
that range are automatically adjusted to 59; negative values are not accepted.

« To have the schedule item recurring at the recurrence pattern specified in step
4 without an end date, in the Range of Occurrence area, select the No End
option.

The Range of Occurrence arearefreshes, no longer showing the controls for
specifying the end date.

Range of Occurrence
= MNo End
{"End By Date

6 Save the changesto the schedule item.

* New schedules. In the lower-right corner, click Add.
¢ EXxisting schedules. In the lower-right corner, click Save.

The Schedule Items table refreshes, showing the newly-added schedule item.

Lraste Schedule Py B, 2008 114G 1AM EDT

Edit Schadule - by Schedule B

Schedule Hame:  [My Schedulie M View Schainduln
Sevel
Dot ription/Comments:
Sahedule Items
Feeod Tohesdiuibd Time FsCumancs Pallenn  Rangs of OLoumencs Lestads e Ringss
Thiu Ausy 14, 2008 235500 BDT Dy Ena By Aug 15, 2008 0000 Every 1 dn(a) 2355 howers) from 23559

Delete Selecied | Add Schedule bem| Copy Schedue| Ga ta Schedule List| Delete This Schadue|

7 Add one or more scheduleitemsiif required.
For details, see “Adding or Removing Schedule Items” on page 410.
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Working with vFoglight Tooling

This chapter introduces you to the Tooling dashboards and providesinformation on how
to build script agents and use the query tool. It contains the following sections:

Note In order to complete each of the procedures in this chapter, your user account must belong
to a group with the Administration role. For more information about users, groups, and roles,
see “Managing Users and Security” on page 105.

This chapter contains the following sections:

AbOUt VFOGIGNE TOONNG v en 448
BUIIAING SCHPE AGENLS w..vevieieieiree ettt 448
Retrieving Data with QUEreS and SCIPLS ..o 467
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About vFoglight Tooling

The vFoglight Management Server collects data from your monitored system and
organizes that datainto atopology model. Each topology model is comprised of nodes.
The nodes and their relationship in the topology model represent the logical and
physical structure of the entitiesin your monitored environment. Furthermore, each
topology model includes a set of topology types to describe the nodes, or topology
objects, in that model.

The topology types that exist in your environment depend on the nature and complexity
of your monitoring environment and the type of vFoglight cartridges and their agents
that you use to collect information from monitored hosts.

In addition to awide offering of vFoglight cartridges for a number of different
environment types, your business scenario may require additional custom agents.
vFoglight allows you to add one or more script-based custom agents to address your
unique monitoring needs. For more information, see “Building Script Agents’ on
page 448.

Furthermore, vFoglight uses the query language that allows you to drill through the
topology model and select topology objects as required. You interact with the query
language when specifying rule conditions, derived metrics, and other vFoglight entities.
You can take advantage of the query language to select arange of topology objects and
run a script against those objects to retrieve instant results. For more information, see
“Retrieving Data with Queries and Scripts’ on page 467.

Building Script Agents

Custom script agents interact with the vFoglight Agent Manager through the vFoglight
collector executable. You can use any scripting language to write your scripts. Script-
based custom agents output to standard output (st dout ) and the vFoglight collector
reads the data and retransmits it to the vFoglight Agent Manager.

There are two types of Script Agents:

» Type1scripts. The vFoglight collector calls these scripts every time they need to
collect data. In Type 1 scripts, the collector executes the script, then stands by for
atime period specified in the agent properties. When the standby period ends, the
collector becomes active and reruns the script. Type 1 scripts are useful for
collecting data that does not require calculations from multiple collection periods.

For asample of a Type 1 script, see “Example: Type 1 Script” on page 466.
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» Type2 scripts. These scripts control their own collection frequency cycle. In Type
2 scripts, the vFoglight collector executes the script and remains open. The script
controls the standby period instead of the agent properties. Type 2 scripts perform
data calculations before the data enters the database and measure changes
between collection periods.

For a sample of a Type 2 script, see “Example: Type 2 Script” on page 466.

Building a script agent involves several steps. First, you need to write an agent script
using a particular syntax, upload it using the Build Script Agent dashboard. The upload
process automatically builds the agent package. Next, you deploy that agent package to
the vFoglight Agent Manager, create one or more agent instances as required, and edit
agent propertiesif required. For complete instructions, see the following sections:

» “Looking at the Script Syntax” on page 449

» “Accessing the Build Script Agent Dashboard” on page 451

» “Uploading Agent Scripts and Building Agent Packages’ on page 452
» “Deploying Script Agent Packages’ on page 454

e “Creating and Activating Script Agent Instances’ on page 457

» “Editing Script Agent Properties’ on page 464

Looking at the Script Syntax
When writing a script to create a custom agent, use the following syntax:

TABLE t abl e_nane
START_SAMPLE_PERI OD
field_nane[.type[.{id|obs}]][:unit]=value
END_SAMPLE_PERI OD

END_TABLE

Note The ellipsis ‘..." indicates that you can repeat the level.

A Canonical Data Transformation (CDT) dynamically converts the output data into the
appropriate format (such as topology types and observations) that exist in the collection
model. This mechanism dictates the syntax of the line of the code that specifiesthefield
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dataimmediately following the START_SAMPLE_PERIOD command, as shown inthe
above syntax block:

START_SAMPLE_PERI OD
field_nane[.type[.{id|obs}]][:unit]=value

The following table describes the script elements, some of which appears in the above

block.

Script Element Definition

END_SAMPLE_PERI CD Sends the current collection sample to the database
and completes the transaction.

END TABLE Closes the table.

fiel d_nane Contains the name of the field under which to store
the observation.

id Indicates that the property should be treated as an
identity.

LOG nessage Sends a status message to vFoglight Agent Manager

logs with nessage specifying the message.

LOG severity nessage | Sendsan error message to viFoglight Agent Manager
logs with nessage specifying the message and
severi ty setto one of the following values: FATAL,
WARNI NG or CRI Tl CAL.

NEXT_SAMPLE Sends multiple rows of field datain asingle
transaction.
obs Indicates that the specified topology typeisan

observation (such as St ri ngQbser vat i on).

SLEEP sanpl e_freq In Type 2 scripts, this element ends the script and
instructs the collector to wait for the specified time
before executing the script again.

Note In NT operating systems, use the r apssl| eep
command, as those systems do not have a sleep
facility:
rapssl eep %anpl e_freq%
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Script Element Definition

START_SAMPLE_PERI OD Starts the data collection for the specified table and
inserts field data using the line of code that
immediately follows this command.

TABLE t abl e_name Opens the table with t abl e_nane specifying the
name of the table. If an identity field is declared,
append it to the table name.

type Specifies the topology typeif it isnot ametric.

unit Contains the name of the measurement unit to use for
metrics. If aunit is not specified, vFoglight uses
“count” as the unit by default.

When you finish writing the agent script, you can proceed to “ Accessing the Build
Script Agent Dashboard” on page 451.

Accessing the Build Script Agent Dashboard

When you finish your script, navigate to the Build Script Agent dashboard. The Build
Script Agent dashboard allows you to upload an agent script to the vFoglight
Management Server.

To access the Build Script Agent dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensure that the navigation panel is open.
To open the navigation panel, click the right-facing arrow [+ on the | eft.

2 Onthe navigation panel, under Dashboar ds, choose Administration > Tooling
> Build Script Agent.

The Build Script Agent dashboard appears in the display area.
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Build Script Agent May 2, 2008 10:46:38 PM EDT

Build Script fgent @

Upload Scripk:

Script Yersion:

From here, you can go to “Uploading Agent Scripts and Building Agent Packages’ on
page 452.

Uploading Agent Scripts and Building Agent Packages

Once you finish your script and get started with the Build Script Agent dashboard, you
can upload your script to the vFoglight Management Server and build the agent
package.

To upload an agent script:

Note  This procedure continues from “Accessing the Build Script Agent Dashboard” on page 451.

1 Ensurethat your agent script is valid and complete.

For information about the script syntax, see “Looking at the Script Syntax” on
page 449.

2 Locate your agent script.
In the Build Script Agent dashboard, click Browse.

Navigate to your script using the file browser that appears. When you close the
file browser and return to the Build Script Agent dashboard, the Upload Script
box refreshes, showing the path and name of the script file while the Script
Ver sion boxes show the version number.

Upload Script: IC:'\,Ouest_SthNare'\,FDglighﬁMyScript@gent.bﬂ Browse... |
Script Yersion: |1 -2 -0
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3 Ensurethat the version number of the script agent that you are about to upload is
correct.

To change the version number, use the Script Version boxes as required.
4 Upload the script and build the agent.
Click Submit.

The Build Script Agent dialog box appears, asking you to confirm the build
operation.

Build Script Agent
Cartridge : Cartridge
Mame: MySceriptagent Version: e
! ; Agent
Agent Type: MyScriptbgent Varsina: 2.0

Areyou sure you want to proceed with the building and deployment of this

cartridge?
Confirm I Cancel I

The Build Script Agent dialog box shows that the agent you are about to create
includes two components: an agent component and a cartridge component. That
is because in vFoglight each agent requires a cartridge component that contains
topology definitions and default agent properties while the agent component acts
as adata collector. When you create script-based agents, the name and version
number of the agent component are identical to the name and version number of
the cartridge component.

5 IntheBuild Script Agent dialog box, click Confirm.

Note vFoglight checks the collection of the existing cartridge list and displays a warning
message if duplicate cartridges exist. If it finds a cartridge with the same name and
version, the Confirm button appears disabled and a warning message appears. If a
cartridge with the same name but different version exists, a warning message
appears but the Confirm button is enabled. In this case, vFoglight disables the
existing cartridge during the installation of the new cartridge.

The Build Script Agent dialog box closes. A progress bar in the Build Script
Agent dashboard indicates that the upload operation isin progress. After afew
moments, the Build Script Agent dialog box reappears, indicating the success of
the build operation.
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Building was successful, Continue to agent listing or build more scriptable agents,

hove to Agent Listing | Build More Agents |

6 IntheBuild Script Agent dialog box, click Moveto Agent Listing.
The Agent Satus area appears in the Build Script Agent dashboard.

Musild Serwips Agane At 13, T000 JE150 AM ODT
Agent SLEE (] Thowing 1 - 4 of 4 sgents ac of Aug 12, 2008 11:13:34 -
THer by Madnene I g nl Harms | T i
oo | vevsie | wadd |
| s 51 | Clear Fillars

W 0 Mednms Bgrnk Hime Hmsip e Tips varisa  Tig
® @ tor1299.prodque OSCartridgerAppic SR Appkionitor 5.2.3 o B
L | bt 299 prod.que OSCartridges Logril 5P LogFilter £33 X
| @ Lot 2991 . prod.que OSCartridged Wetss P WbrAonitor 823 x
" 4 larl 299 . prod.que My Wirdews _Syite 5P Windows_Sysberr 5.2.1 X

|
Diegl Bt B Ed#t Fropatios E:.'IIT:u'.-I Got '.ll.1| Star] Diats Colloct .:|:|:_|_,_“ﬂ'l s
Crosaii Sipp Dain Colecson| Activate| Deschvea] Detets]

From here, you can proceed to “ Deploying Script Agent Packages’ on page 454.

Deploying Script Agent Packages

When you successfully upload the agent script and build the agent package, you can
deploy that package to the vFoglight Agent Manager. Package deployment isidentical
to the process you use to deploy any other agent package. One thing you need to pay
attention to is the package name and version: use the same name and version number
that you specify when uploading and building the package.
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Use the Agent Status areain the Build Script Agent dashboard to deploy a script agent.
Alternatively, you can deploy the package using the command line. To deploy a script
agent package:

Note  This procedure continues from “Uploading Agent Scripts and Building Agent Packages” on
page 452.

1 OntheBuild Script Agent dashboard, in the lower-left corner of the Agent Satus
area, click Deploy Agent Package.

The Agent Satus area appears in the Build Script Agent dashboard.
The Deploy Agent Package dialog box appears.

Deploy Agent Package

Host:

Select a Host,

Package:

Show Packages I
for all
Platforms:

| | [ Caneel l

2 Specify the monitored host to which you want to deploy the agent package.

Note In order to select the agent adapter, the adapter must be up and running on the
monitored host.

In the Deploy Agent Package dialog box, click Host and select the monitored
host to which you want to deploy the agent package.

3 Select the script agent package.

Click Package and select the script agent package that you created in “ Uploading
Agent Scripts and Building Agent Packages’ on page 452 from the list that

appears.

Package: bt
CSCartridge-agent-windowsxP-5_2_4

Show Packages — : oy

for all -@Scrlptﬁg;nt_l.z.g,.

Platforms:
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For example: MyScri pt Agent-1.2.0
4 Click Deploy.

The Deploy Agent Package dialog box refreshes, showing the status of the
deployment operation.

Deploy Agent Package

Task: Deploying package

Progress
Message Status
In=tallation on tor01 2991 prod gquest corp#Es! 5259-55c9-481 3-¢

After afew moments, in the Deploy Agent Package dialog box, in the Status
column of the Progr esstable, a green check mark appears, indicating a success of
the deployment operation.
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Deploy Agent Package

Task: Deploying package MyScriptégent 1.2.0

Progress

Mezzage Status
z(-_‘_\-\\

Installation on tor1 2991 prod quest .corp#BSal a259-55c9-4e1 3-{ éﬁ |

L

5 Click OK to closethe Deploy Agent Package dialog box.

From here, you can proceed to “ Creating and Activating Script Agent Instances’ on
page 457.

Creating and Activating Script Agent Instances

Once you have successfully deployed the package containing the script agent, you can
create one or more instances of your custom script agent. Instance creation is identical
to the process you use to create agent instances of any other type. However, you need to
ensure that the agent type you choose matches the one you build and deploy.

Use the Agent Status areain the Build Script Agent dashboard to create one or more
instances of your script agent. Alternatively, you can create agent instances using the
command line.

To create and activate a script agent instance:

Note This procedure continues from “Deploying Script Agent Packages” on page 454.
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1 IntheBuild Script Agent dashboard, in the Agent Status area, click the Create
Agent button in the lower-left corner.

The Create Agent dialog box appears.

Create Agent
Host: Select a Host., >

Agent Type:

Instance Mame:

Generate Mame: r

| : | l Cancel l

2 Specify the host that you want to monitor with the script-based agent instance that
you are about to create.
Note In order to select the host, the vFoglight Agent Manager must be up and running on
the monitored host.
In the Create Agent dialog box, click Host and select the monitored host
computer.

The Agent Type box refreshes, showing alist of agent types that can be created
on the selected host. The script agent package that you deployed to the monitored
host in “Deploying Script Agent Packages’ on page 454 appearsin thelist.
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Create Agent

Host: tor012991, prod, quest. corp:Fglan v

Agent Type:  (MyScriptAgent/MyScriptagent ) =]
O_SCartridgefNetMDnitDr -
OSCartridge,/LogFiter
OSCartridoe,vwebMonitor
OSCartridoe, ApacheSwr
OSCartridge/SHMP
OSCartricdge, windows_Systern
OSCartridge/ Apphonitor LI

Instance Name:

Generate Mame: r

| : | [ Cancel ]

The list reflects the cartridges that have been installed, enabled, and deployed to
the monitored host.

Select the script agent to use as atype for the agent instance you are about to
create.

Note  You can only create instances of those agents whose types have already been
deployed to the monitored host.

In the Agent Type box, click script agent type whose package you deployed in
“Deploying Script Agent Packages’ on page 454.

For example, MyScriptAgent/MyScriptAgent.
Specify the name of the agent instance that you are about to create.

e To assign a specific name to the agent instance, in the I nstance Name box,
type that name. For example, MyAgent .

« To assign ageneric name, select the Gener ate Name check box.
Click Create.

The Create Agent dialog box closes and the Create Agent Results dialog box
appears, showing the status of the operation.



460 vFoglight
Administration and Configuration Guide

Create Agent Results

Task: Creating agentis)

Progress
Message Status
Creating MyScriptAgentMlyScriptAgent_on_tor0l 2991 prod.ques

After afew moments, in the Create Agent Results dialog box, in the Satus
column of the Progr esstable, a green check mark appears, indicating a success of
the operation.
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Create Agent Results

Task: Creating adent(s)
Progress
Message Status
rg ]

Creating My ScriptAgentMyScript&gent_on_tor012991 .prnd.ques‘i -q";' ‘I
S

Ty

The Agent Status dashboard, refreshes, showing the newly-created agent
instance.

B toro12991.prod. quest.c MyScriptigent/ MySerip' SPI MyScriptégent  1.2.0 b 4

6 Activate the newly-added script agent instance.

a Inthe Agent Status area, select the row containing the script agent instance
and click Activate.
The Agent Oper ation dialog box appears, showing the status of the activation
process.
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Agent Operation

Task: agent Operation Progress

Progress
Mezsage Status
Activating MyScriptAgentMyScriptAgent_on_tor01 2931 prod.gue

After afew moments, in the Agent Operation dialog box, in the Status
column of the Progress table, a green check mark appears, indicating a
success of the operation.
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| Agent Operation

Task: Agent Dperation Progress

Progress

Message Status
—

Activating MyScript&gentMyScriptAgent_on_tor01 2931 .prnd.que{ _@?\;
. S

b Inthe Agent Operation dialog box, click OK.

The Agent Operation dialog box closes and the Agent Status area refreshes,

showing the Activated icon (m) and Collecting Dataicon () in the row
containing the script agent indicating that the agent is active and collecting

data.
Bl [ sgend Mams Mimeipaie  Type Warsinh  lige
L] .—"11- o299 prod quist, c MyScript&gonts MySerip. Sp MyRoript&gemt 1.2.0 X

Note It may take some time for the Activated (l) and Collecting Data (i) icons to appear even if
activation of the agent was successful.
The Activated icon appears when the Management Server has confirmed that the agent has
started and is running.

If the activation command was executed successfully but the agent fails after starting, the
Activated icon will not appear.
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Editing Script Agent Properties

In some cases you might need to edit the properties of the newly-created script agent.
For example, Type 1 script agents control their standby periods using agent properties.
For more information, see “Building Script Agents’ on page 448 and “ Example: Type 1
Script” on page 466.

Use the Agent Status areain the Build Script Agent dashboard to begin editing agent
properties.

To edit the properties of a script agent:

Note  This procedure continues from “Deploying Script Agent Packages” on page 454.

1 OntheBuild Script Agent dashboard, in the Agent Status area, select the row
containing the script agent whose properties you want to edit.

2 Click the Edit Properties button at the bottom.

The Build Script Agent dashboard refreshes, showing the properties of the
selected script agent instance.
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Agent Status Sep 30, 2008 11:41:09 AM ECT
Selected Agents
Agent Mame Hostname Type Tags

My ScriptAgentMyScriptdgent_on_tor01 2991 prod.gue tor012991 prod gquest.corp MyScriptAgent

This agent is currently using properties for MyScriptdgent agents.,
Fif todify these properties for this agent only.
& todify the properties for all MyScriptagent agents.

tyScriptdgent Properties

Platforms_supported [\#inkiT4.0 Wincows2000 Windows 2003 WindowsxP Linux2 4 Linux2 &
agentName W

cmdLine IW

purgeDays W

purgeTime lDays— d

Back To Agent Status I

Note The type and range of script agent properties depends on the script that you used to
build the agent.

Click Modify these propertiesfor thisagent only.
The boxes in the agent properties area become enabled for editing.

tyscriptigent Properties

’rplatforms_sUpPOI'Ted |WinNT4_D Windows2000 Windows2003 Windows=P Linux2 4 Linux2.3‘\,

‘{ agentMame |Collector

‘ emdline [hyScriptAgent bt

[ purgeDays [150

purgeTime [Days

'ksglinple_freq | il /I

In the agent properties area, edit the script agent properties as required.
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5 Saveyour changes.
Click Save.
The Build Script Agent dashboard refreshes, showing alist of all agent instances.

Example: Type 1 Script

The following is an example of a Type | script:

@cho of f

if not "9YECHO®W =="" echo YECHO%

if not "9%0S% =="W ndows_NT" goto EXIT

if "%ample_freq¥® =="" set sanpl e_freqg=60

echo LOG Start collecting data for NT at %anpl e_freq% seconds
echo TABLE NT

echo START_SAWMPLE PERI OD

echo Foold. String.id = Bar

echo stringProp.String = This is a non-identity string property.
echo intProp.Integer = 30

echo countMetric = 40

echo timeMetric:second = 50

echo rateMetric: count/second = 50

echo fancyMetric:[4 kil obyte] = 50

echo intWthUnit.Integer:[mnute] = 60

echo stringQbs. StringObservation.obs = Hello Wrld

echo END_SAMPLE_PERI OD

echo START_SAMPLE_PERI OD

echo Foold. String.id = Anot her Bar

echo stringProp.String = This is a non-identity string property.
echo intProp.Integer = 31

echo count Metric = 41

echo timeMetric:second = 51

echo rateMetric: count/second = 51

echo fancyMetric:[4 kilobyte] = 51

echo intWthUnit.Integer:mnute = 61

echo stringQbs. StringObservation.obs = abc

echo END_SAMPLE_PERI OD

echo END _TABLE

Example: Type 2 Script

The following is an example of a Type |l script:
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@cho of f

if not "YECHO®W =="" echo YECHO%

if not "%0OS% =="W ndows_NT" goto EXIT

if "%anple_freq¥®% =="" set sanpl e_freq=60

echo LOG Start collecting data for NI at %sanpl e_freg% seconds
: Loop

echo LOG New sanple is avail able

echo TABLE NT

echo START_SAMPLE_PERI OD

echo Foold. String.id = Bar

echo stringProp.String = This is a non-identity string property.
echo intProp.Integer = 30

echo countMetric = 40

echo timeMetric:second = 50

echo rateMetric: count/second = 50

echo fancyMetric:[4 kil obyte] = 50

echo intWthUnit.Integer:[mnute] = 60

echo stringQbs. StringObservation.obs = Hello Wrld
echo END_SAMPLE_PERI OD

echo START_SAMPLE PERI OD

echo Foold. String.id = Another Bar

echo stringProp.String = This is a non-identity string property.
echo intProp.Integer = 31

echo countMetric = 41

echo timeMetric:second = 51

echo rateMetric: count/second = 51

echo fancyMetric:[4 kilobyte] = 51

echo intWthUnit.Integer:mnute = 61

echo stringQbs. StringObservati on.obs = abc

echo END_SAMPLE_PERI OD

echo END TABLE

"../bin/rapssl eep" %sanple_freq%

goto :Loop

EXIT

Retrieving Data with Queries and Scripts

vFoglight query language allows you to drill down through the topology model in your
monitoring environment and retrieve data objects as required. The query language
alows you to select one or more topology objects and run scripts against them to
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retrieve desired results. For more information about the query language and its syntax,
see “Using the Query Language” on page 473.

You may be required to run scripts at the request of Vizioncore Support or for other
maintenance functions. You can also test sample scripts from this window. Thistool has
no restrictions, but is recommended for advanced users.

Use the Script Editor dashboard to display the instances of particular topology typesin
your monitoring environment, and drill down through their objects to see detailed
information on each type. For instructions, see the following sections:

e “Accessing the Script Editor Dashboard” on page 468
e “Selecting Topology Objects’ on page 469
* “Retrieving Data’ on page 472

Accessing the Script Editor Dashboard

The Script Editor dashboard allows you to select topology objects that exist in your
monitoring environment and retrieve information about those objects.

To access the Script Editor dashboard:

Note This procedure continues from “Getting Started with the Administration Module” on page 32.

1 Ensurethat the navigation panel is open.
To open the navigation panel, click the right-facing arrow [y on the left.

2 On the navigation panel, under Dashboar ds, choose Administration > Tooling
> Script Editor.

The Script Editor dashboard appearsin the display area.
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Faript Editer B 1, DM 4945 PM EDT

Guery and Seripting Service Tool

Chuen y:

|.ﬂJK_I last ﬂ List Ingtances |
[hor Chusry

Instances

Object I |

Object Type Hierarchy
Object Properties

Scripl: 1]

Fin

Hesull:
From here, you can go to “ Selecting Topology Objects’ on page 469.

Selecting Topology Objects

Once you access the Script Editor dashboard, you can use it to select the objects of a
particular topology type and view the data that they contain. When you select topology
objects, use the Query button to display the following information about a selected

topology type:
+ Instances
* Instance names
» Object IDs
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» Object type hierarchies

» Object properties, including:

Unique ID

Object ID

ID

Version

Effective start date

To select topol ogy objects:

Note

This procedure continues from “Accessing the Script Editor Dashboard” on page 468.

1 Select atopology type whose objects you want to query.

In the Script Editor dashboard, click Query, and select atopology type from the
list that appears. For example, to select al objects of the Host topology type,

select Host.

2 List al instances of the selected topology type.

Click List Instances.

The Instances arearefreshes, showing all instances of the selected topology type
and also any objects whose typeisinherited from the sel ected topology type. For
example, if you selected the Host topology type, the I nstances arealists all
object instances of that type, showing the following information for each

topology object:

Topology object ID

Topology type
I nstance name.
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Query:

|HDSt ;I Listlnstancesl
[Host Do C!ueryl
Instances

TET97669-ce32-47b4-9fcd-bod3d 352 fd42 Host tor01 3008, prod. quest.corp
pel123035-d9f1-4a17-93c8-686694ch9f6a Host tord 12991 .prnd.wuest.cnrp

Topology object ID Topology type Instance name

3 View information about one of the listed topology objects.
In the I nstances box, click atopology object ID.

The Object 1D, Object Type Hierarchy, and Object Properties boxes refresh,
showing the information about the selected topology object instance.

Object I [FEFATEES-co 327 b Modbod 3035 eld42

Object Type Hierarchy  Host is a Collectionsmdelingtancy i o sodelingtancg i 3 TopologyObject is a Datatbject & o Object
Chhject Frops:ties

unigueld TETUTEER. 00 1247 - e b 38 Tda2

ohjactiD rul

id ful

varikn trul

topolegyobjectid 26

eopolegObjectvarsiond BT

topolegyOhjactvarsion 3

P TR T AR R R e AR

The Object Type Hierarchy area displays the hierarchical relationship between
the selected topology type and its parent types. The parent types appear as
selectable itemsin the hierarchical listing. If you click on any of the parent types,
the I nstances box refreshes, showing the entire set of instances for the parent
type.

4 Observe the object properties.

Use the scroll bar on the right to view the values contained in the object
properties.

From here, you can go to “Retrieving Data” on page 472.
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Retrieving Data

Once you retrieve information about one or more topology objects, you can run scripts
against a selected topology object and retrieve the data that it contains as required.

The Script Editor dashboard allows you to write and run scripts using the vFoglight
query language and process scoping queries against one or more topology objects that
exist in your monitoring system.

The query language allows you to specify the scope for arule or derived metric. A rule
or derived metric must be scoped to atopology type and can optionally be scoped to
specific instances (topology objects) of that type. The expression that sets the rule or
derived metric scopeis called a scoping query. For more information about the query
language, see “Using the Query Language” on page 473.

To retrieve data;

Note This procedure continues from “Selecting Topology Objects” on page 469.

1 Using the Groovy language, write a script to retrieve information about the
selected object. For information about the Groovy language, see” Using the Query
Language” on page 473.

In the Script Editor dashboard, in the Script box, type your script.
2 Runyour script.
Click Run.

The Result area refreshes, showing the data retrieved as aresult of your script.



10

Using the Query Language

A query language is used in vFoglight to set the scope for rules and derived metrics, to
create rule conditions and expressions, to reference expressions in messages, and to
create derived metric expressions.

This appendix contains the following sections:

Using the Query Language to Set the Rule or Derived Metric SCOPE ....cvvvrvvrrvreerrerennreeennns 474
Using the Query Language in Rule Conditions or Derived Metric Expressions
Using the Query Language FAQ ........ccoreurirrrreieenisseesssseesssssssssssssssssssssssssssssssessssssssnssssssssns 495
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Using the Query Language to Set the Rule or Derived
Metric Scope

The scope of arule defines the set of topology objects against which it will run. The
scope of aderived metric defines the set of topology objectsto which it applies. A rule
or derived metric must be scoped to atopology type and can optionally be scoped to
specific instances of that type (topology objects). If arule or derived metric is not
scoped to specific objects, it appliesto all objects of that type.

You specify the scope for arule or derived metric using the query language. The
expression that sets the rule or derived metric scope is called a scoping query.

Setting the Scope for a Rule or Derived Metric

vFoglight provides controls that allow you to insert the topology type, specific topology
objects, properties of the topology type, and syntactic elements of the scoping query
into the scoping expression.

You can use the controls described below to build the scoping query. You can also
specify al or part of the rule or derived metric scope manually. See “ Specifying the
scoping query manually” on page 479 for examples of the syntax that must beusedin a
scoping query.

Note The Rule Scope and Derived Metric Scope fields are case-sensitive.

Inserting topology types

A rule or derived metric can be scoped to a topology type.

To insert the topology type into a scoping query:
1 Click Topology Type and select atopology type from the list that appears.
2 Click the Append button ([A]) to the right of the Topology Type box.

The name of the newly-selected topology type appearsin the box immediately
below the Topology Type box.

3 Complete one of the following steps.
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< Scope down to aproperty of the selected topology type by proceeding to
“Inserting topology type property names’ on page 475.

or

 Validate the rule scope by clicking the Validate Scope button ([]) to the right
of the Property box.

If the scopeisvalid, a confirmation message appears above the Topology
Type box while the name of the newly-selected topology type appearsin the
box at the bottom.

Note

You must select a topology type before you can use the Property drop-down menu or
launch the Scoping Query Editor.

Inserting topology type property names

You can optionally specify that arule or derived metric be scoped to instances to the
selected topology type with a particular property value.

To insert a topology type property name into a scoping query:

Note

This procedure continues from “Inserting topology types” on page 474.

1

2

In the box immediately below the Topology Type and Property boxes that
aready contains the topology type name, edit the logical expression that matches
the rule scope.

For example, if you want to write a query for the instances of the selected
topology type with a property that contains a a particular value, edit the logical
expression as follows:

Topol ogyType where property = "val ue"

Where Topol ogyType isthe topology type you selected in “Inserting topol ogy
types’ on page 474.

For more information about the query language syntax, see “ Specifying the
scoping query manually” on page 479.

Specify the property name you want to query.
a Intheabove expression, select property.
b Click Property and select the property name from the list that appears.

¢ Click the Append button ([@]) to the right of the Property box.
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The name of the newly-selected property appearsin the expression immediately
below the Property box.

3 Specify the property value for which you want to query.
In the above expression, select val ue and replace it with the property value.
4 Validate the scope by clicking the Validate Scope button ([«]) on the right.

If the scopeis valid, a confirmation message appears above the Topology Type
box while the name of the newly-edited expression appears at the bottom.

Note  You can also use the controls in the Scoping Query Editor to build a scoping query that
uses the correct syntax and then insert it into the Rule Scope or Derived Metric Scope
field. See Restricting the scope to topology objects below for instructions.

Restricting the scope to topology objects

When you select a topology type, use the Scoping Query Editor dialog box to narrow
down the scope for arule or derived metric. The controlsin this dialog alow you to
select an instance of atopology type insert them into the scoping expression as required.

To open the Scoping Query Editor dialog box:

Note This procedure continues from “Inserting topology types” on page 474.

1 Click the Scoping Query Editor button ().
The Scoping Query Editor dialog box appears.

Scoping Query Editor - Windows_System_System_Table

2 Instances ” W Fiter l

Topology Type: Windows_Systern_Systern_Table

Topology Instances

tordd 29919 prodguest.corp 6 MyWindowsSy stemAdgent Windows_System System_Table

Insert Query H Close ‘
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From here, you can proceed to any of the following procedures:

“Inserting topology object instances’ on page 477
“Filtering through topology type properties’ on page 477

Inserting topology object instances

When you specify atopology type, you can select an object instance of that type and
insert it into the scoping query using the Scoping Query Editor dialog box.

To insert a topology object into the scoping query:

Note

This procedure continues from “Restricting the scope to topology objects” on page 476.

In the Scoping Query Editor dialog box, ensure that the I nstances tab is open.
Select atopology object instance.
In the Topology I nstances box, select the object instance.

In the display area, in the box immediately below the Topology Type and
Property boxes, place the cursor where you want to insert the new segment of the
scoping query.

If that box is empty, a complete scoping query (including the topology type you
selected) will beinserted into it.

In the Scoping Query Editor dialog box, click Insert Query.

The Scoping Query Editor dialog box closes and the scoping query (or scoping
query segment) appears in the box immediately below the Topology Type and
Property boxes.

Validate the scope by clicking the Validate Scope button ([«]) on the right.

If the scopeisvalid, a confirmation message appears above the Topology Type
box while the name of the newly-edited expression appears at the bottom with the
topology type instance referenced with its uni quel D property.

Filtering through topology type properties

When you specify atopology type, you can select an object instance of that type using
the type's property values as afilter and insert the instances whose properties match the
filter into the scoping query using the Scoping Query Editor dialog box.
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To specify topology type properties:

Note

This procedure continues from “Restricting the scope to topology objects” on page 476.

In the Scoping Query Editor dialog box, click the Filter tab.

The Filter tab opensin the Scoping Query Editor dialog box, allowing you to
create alogical expression containing up to three comparison expressions that are
connected with “AND” or “OR” logical operators.

Scoping Query Editor -- Windows_System_System_Table

[ 2 Instances " B Fiter ]

|— - Propetties - - v] |is equal to v]
|- - Properties - - v] |is equal to v]

|- - Properties - - v] |i3 equal to v1

I

l Ingert Query H Close ‘

To specify acomparison expression, compl ete the following steps.
a IntheFilter tab, click Properties and select a property.

b Click isequal to on theright and select alogical operator from the list that
appears. isequal to, isnot equal to, islike, orisnot like.

¢ Inthebox to theright of the one containing the newly-selected logical
operator, type the property value that you want to usein the filter.

If you do not want to add more comparison expressions to thefilter, click and on
the right and select the blank entry.

If you want to add more expressions to the filter, repeat step 2 and set the logical
operators at the end of each line as required.

Note If you need to define more than three expressions in the filter, you can add them
after closing the Scoping Query Editor dialog box.

Click Insert Query.
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The Scoping Query Editor dialog box closes and the scoping query (or scoping
query segment) appears in the box immediately below the Topology Type and
Property boxes.

6 Validate the scope by clicking the Validate Scope button ([«]) on the right.

If the scope isvaid, a confirmation message appears above the Topology Type
box while the name of the newly-edited expression appears at the bottom with the
topology type instance referenced with its uni quel D property.

Specifying the scoping query manually

You can use the syntax shown in one of the examples below to manually specify all or
part of the scoping query in the box immediately below the Topology Type and
Property boxes.

Note In addition to the examples shown below, there are many different ways of specifying a
scoping query. These examples are simply provided as guidelines with regard to the query
language syntax.

Examples
* You can scope the rule or derived metric to a specific, named topology object by
using the syntax
<Topol ogyType> where nanme ="<Object>"
where Topol ogyType isthe name of the topology type of which Obj ect isan

instance and Qbj ect isthe specific instance to which you want the rule or
derived metric to be scoped.

 You can scope the rule or derived metric to multiple similarly-named topology
objects of a certain type by using syntax similar to

<Topol ogyType> where nane |ike "%bject>"

where Topol ogyType isthe name of the topology type of which the topology
objects with names like bj ect are instances. In the example shown above,

the % wildcard causes the rule or derived metric to be scoped to all topology
objects (of the specified type) with names that end with what you specify in place
of Cbj ect.

* You can cause the rule or derived metric to be scoped to all topology objects of a
specific type except for asingle, named instance by using the syntax

<Topol ogyType> where nanme ! ="<Cbject>"
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where Topol ogyType isthe name of the topology type of which Obj ect isan
instance and Obj ect isthe specific instance to which you do not want the rule or
derived metric to be scoped.

* You can cause the rule or derived metric to be scoped to all topology objects of a
specific type except those that have names like that of a certain instance by using
the syntax

<Topol ogyType> where nane ! |ike "%Cbject>%

where Topol ogyType isthe name of the topology type of which the instances
with nameslike Qbj ect are instances. In the example shown above, the %
wildcards cause the rule or derived metric to be scoped to all topology objects (of
the specified type) with names that do not include what you specify in place of
bj ect .

» You can cause the rule or derived metric to be scoped to all topology objects of a
specific type except two named instances by using the syntax

<Topol ogyType> where nane != "<Cbject1>" or nanme !=
"<Obj ect 2>"

where Topol ogy Type isthe name of the topology type of which Qbj ect 1 and
Obj ect 2 areinstances;, Qbj ect 1 and Chj ect 2 are the instances to which the
rule or derived metric will not be scoped.

Using the Query Language in Rule Conditions or Derived
Metric Expressions
A condition isthe part of arulethat is evaluated against monitoring data. When creating

asimple rule or when configuring a severity level for amultiple-severity rule, you must
specify acondition using the query language.

The query language is also used to specify the expression for a derived metric. The
derived metric is calculated based on this expression.

About the Query Language in Rule Expressions and Messages

You can create expressions and messages in the Expr ession/M essage box on the Rule
Variablestab or the Severity Level Variablestab for arule severity level.
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Expressions must be specified using the query language, and the syntax
@xpr essi onNane must be used to reference expressions in messages.

Tip  If you want to include an email address in a message, simply use the @ symbol twice. For
example:
Send email to administrator@ @example.com

Note The expressions that you can reference in a message vary depending on the scope of the
message. See Chapter 6, “Adding severity-level variables” on page 256 for details.

You can also reference registry variables in expressions using the syntax
registry("registryVariabl eNane") .

Examples

* You are editing asimple rule that is scoped to the topology type JVM the
condition for theruleis#t hr eads_st ar t ed#>10. You want to create amessage
(to use as the text of the email that is sent when the rule fires) that includes the
value of the #t hr eads_st ar t ed# metric at the time when the rule fires.

Using the controls on the Severity L evel Variablestab of the Firetab, you create
an expression called t hr eadsNumwhose value is#t hr eads_st ar t ed#. You
then create a message called Pr obl enSynopsi s. The value that you set for this
message is:

Threads started count is too high: @ hreadsNum

In this message, the at sign ‘' @’ is used to reference thet hr eads Numexpression.
When the message shown above isincluded in the email, @ hr eads Numwill be
replaced by the number of threads that were started at the time when the rule
fired.

e Thereisaregistry variable called CPUFat al whose valueis 90 for the topology
object to which the rule you are editing is scoped. You want to reference this
variable in the alarm message for the rule’'s Fatal severity level, so you create an
expression called CPUwhose definitionisr egi st ry (" CPUFat al ") . You then
reference this expression in the rule’'s alarm message: CPU usage i s at
@aPU%

Specifying a Rule Condition or Derived Metric Expression

vFoglight provides controls above the Condition field (for arule) or the Expression
field (for a derived metric) that allow you to insert el ementsinto the condition or
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expression that are either part of the query language or have been formatted to use the
query language syntax. The process of writing expressionsis described in the following
sections:

» “Inserting operators’ on page 482
» “Editing conditions and expressions’ on page 482

» “Validating conditions or expressions’ on page 490

Inserting operators

The available operators are listed along the top of the Condition and Expression boxes.
These operators are part of the query language.

To insert an operator into a rule condition or derived metric expression:

1 Placethe cursor inthe Condition or Expression box where you want to insert the
operator.

2 Click the button for that operator.

Editing conditions and expressions

The Condition Editor (rules) and Expression Editor (derived metrics) dialog boxes
alow you toinsert registry variables, metrics, and Groovy functionsinto rule conditions
or derived metric expression.

To get started with editing conditions or expressions:

Note This procedure continues from “Inserting operators” on page 482.

» Click the Condition Editor (rules) or Expression Editor (derived metrics) button
().
The Condition Editor (rules) or Expression Editor (derived metrics) dialog box
appears.
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Expression Editor
4{ Registry Wariable ” s hetricProperty ” -ﬁq—_,- Function l
MName Type Global Default
AvailabilityCritical Double  §5.0 “_:
AveailabiltyFatal Doukle 700
Availability Target Double  95.0
Aveailabilityiarming Doukle 950
BazelineFactar Double 2.0
B3 URL String
CapacityCritical Integer 95
CapacityFatal Integer 95
CapacityWsrning Integer 90
CATALYST_URL String Wit ATORO1 2991 prod.guest o
CPUCritical Integer 80
CPUFatal Integer S0
CPLWarming Integer 70 _V:

From here, you can proceed to any of the following procedures:
* “Inserting registry variables’ on page 483
» “Inserting metrics and topology object properties’ on page 484
» “Inserting Groovy functions’ on page 487

Inserting registry variables

Caution Although you can insert a registry variable into a derived metric expression, it is not
recommended that you do so.

Using a registry variable in a derived metric expression could lead to unpredictable and
confusing results since the resulting metric might change its definition at different points
in time.

The Registry Variable tab in the Condition Editor (rules) and Expression Editor (derived
metrics) dialog box lists the registry variables that are available based on the rule or
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derived metric scope. Each registry variable's type and global default value also appear
in thistable.

Note The list of registry variables displayed in this table is based on the list shown on the Manage
Registry Variables dashboard (Administration > Rules & Notifications > Manage Registry
Variables). This table is empty if no registry variables are available for the associated

topology type.

To insert a registry variable into the rule condition or derived metric expression:

Note  This procedure continues from “Editing conditions and expressions” on page 482.

1 Inthedisplay area, place the cursor in the Condition box (rules) or Expression
box (derived metrics) where you want to insert the variable.

2 Inthe Condition Editor (rules) or Expression Editor (derived metrics) dialog
box, ensure that the Registry Variable tab is open.

3 Inthe Registry Variable tab, select avariable from thelist, and click I nsert.

The dialog box closes and the Condition (rules) or Expression (derived metrics)
box refreshes, showing the newly-added variable.

From here, you can proceed to “Validating conditions or expressions’ on page 490.

Inserting metrics and topology object properties

The Metric/Property tab in the Condition Editor (rules) and Expression Editor (derived
metrics) dialog box lists the metrics and topology object properties that are available
based on the scope of the rule or derived metric. Thistab allows you to navigate through
lists of topologies, metrics, and instances associated with the rule.

Theinitia view of thistab lists three groups of topology types:

» Scoping Topology: Shows a single scoping topology type included in this
category. If the rule or derived metric is not scoped, this areais empty.

» Child Topology: Lists the descendents of the scoped topology type.
» Other Topology: Lists the following topology types:

« Core vFoglight topologies

« All topology types that belong to the same cartridge containing the rule or
derived metric whose condition or expression you are editing. If the rule or
derived metric does not belong to a cartridge, this areaincludes all topology
types without a cartridge association.
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e Parent types of the scoping topology type that descend from
Topol ogyhj ect .
Toinsert a metric or property into a rule condition or derived metric expression:;

Note  This procedure continues from “Editing conditions and expressions” on page 482.

1 Inthedisplay area, place the cursor in the Condition box (rules) or Expression
box (derived metrics) where you want to insert the metric.

2 Inthe Condition Editor (rules) or Expression Editor (derived metrics) dialog
box, click the Metric/Property tab.

The Metric/Property tab shows lists three groups of topology types: Scoping
Topology, Child Topology, and Other Topology.

Expression Editor

[ ﬁ Registry Variable ” &5 MetriciProperty ” ﬁ;; Function l

Choose Metric or Property
4 r

Scoping Topology
CollectionModelRoot Summary
Child Topology

Other Topology
Agent

AgentHealthState
AgentState
Aggregatedodelnstance
AggregatedodelRoot
AlarmChangeType
AlarmRuleBaszedyisw
AlarmSeverity

Insert Close

3 Choose atopology type and display its metrics and instances.

Select atopology type from one of the following panes Scoping Topology, Child
Topology, or Other Topology.
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The Metric/Property tab refreshes, showing the instances and metrics for the

selected topology type.
[ 'fﬁ, Registry Yariable ” 4% MetriciProperty ” "’:‘n Function l

Choose Metric or Property
CollectiontodelRact Surmrmary

4 »
Scoping Topology Instances
CollectiontodelRootSummary CollectiondodelRootSummary

Child Topology

Other Tupulugy modeldlarmFatal Count
Agent modeldlanmiiarning Court
AgentHeatthState modelChangeCourtDetta

aggregate AlarmState
modelalarmCriticalCourt

AgertState
AgoregateModelinstance
AgoregstetodeRoot
AlarmChangeType
AlarmRuleBazed iew
AlarmSewverity

Inzert Clase

4 Choose ametric or an instance.

The Metric/Property tab displays only two columns at atime, causing theinitial
list of topology types to shift to the left. Use the arrow buttons in the upper-1eft to
navigate through the window. A breadcrumb trail displays the metrics and
properties you have chosen

« To select ametric, in the Metrics pane, click the metric.

Note If you choose a metric, you cannot navigate further in this dialog box.
or
* To select an instance, in the I nstances pane, click the instance name.

The Metric/Property tab refreshes, showing the list of properties for the
selected instance.
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Expression Editor

[ #—, Registry Wariable ” =55 MetriciProperty ” % Function l

Choose Metric or Property
CollectionModelRoot Summary =CollectionModelRootSummary

4
sl

Instances
CollectioniodelRootSummary agoregatedlarms |

aggregateChangeCount

aggregateState

slarmiggregateCriticalC ount
aggregate.&lar.mstate alarmAgaregater stalCount
modeldlarmCritical Count slarmAgaregateT otalCourt
madeldlarmF atalCourt slarmAggressteriarningCoLnt
mocelAlarmidarningCount Slabricr Healcaurt
modelChange CourtDets alarmFataicourt

alarmTotalCount

alarmvarningCount

alarms

annotations

changeCount |w |

Inzert Close

In the Properties pane, select the property that you want to add to the condition
(rules) or expression (derived metrics).

a Choose a property from the list.
5 Click the Insert button.

The dialog box closes and the Condition (rules) or Expression (derived metrics)
box refreshes, showing the newly-selected instance or metric.

From here, you can proceed to “Validating conditions or expressions’ on page 490.

Inserting Groovy functions

The Function tab in the Condition Editor (rules) and Expression Editor (derived
metrics) dialog box includes controlsfor inserting Groovy functionsinto rule conditions
or derived metric expressions. It lists the functions that you can use in conditions and
expressions. The functionsthat you see on thistab are defined in the vFoglight database.
For afull list of functions and their descriptions, see “Using Functions with Conditions
and Expressions’ on page 491.
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To insert a Groovy function into a rule condition or derived metric expression:

Note  This procedure continues from “Editing conditions and expressions” on page 482.

1 Inthedisplay area, place the cursor in the Condition box (rules) or Expression
box (derived metrics) where you want to insert the function.

2 Inthe Condition Editor (rules) or Expression Editor (derived metrics) dialog
box, click the Function tab.

The Function tab opensin the dialog box.

Expression Editor
[ #i Redistry Wariable ” &% MetriciProperty ” ﬁ;; Function
Function Name: |-- Please Select Function - 'VJ

Usage Example:

Insert Close

3 Choose the Groovy function that you want to add to your condition or expression.

Click Function Name and select a function from the list.

The Function tab refreshes, allowing you to specify the arguments for the
selected function and shows usage examples.
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Expression Editor ]
[ ﬁi Registry Variable " g5 MetricProperty ” ﬁg Function

Function Name: |a\tg "'J

Arg 1 2 @

Usage Example:
avg#queueSize for & minutes#) [l

returns the average of queueSize metrics of the scoping object over
last & minutes

avg#queueSize fram J2EEExecuteQueue where name like
MexusH

tetirns the averane of latest nneneSize metrics of all

Insert Close

4 Specify the function arguments as required using one or more Ar g boxes.

The first argument represents the object on which the function will be performed,
such as ametric (specified using the format #met ri c#) or atopology object
within the rule or derived metric scope (specified as scope). See“Using
Functions with Conditions and Expressions’ on page 491 for more information.

Tip  Hover the cursor over the question mark icon (@) next to one of the argument fields to
make a tooltip appear. This tooltip states which type of parameter is expected for that
field.

5 Click theInsert button.

The dialog box closes and the Condition (rules) or Expression (derived metrics)
box refreshes, showing the newly-added function.

From here, you can proceed to “Validating conditions or expressions’ on page 490T
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Validating conditions or expressions

When you have finished editing the rule condition or derived metric expression, you can
validate its syntax.

To validate a condition or expression:

Note  This procedure continues from “Editing conditions and expressions” on page 482.

* Click the Validate button ([«]) above the Condition (rules) or Expression
(derived metrics) box.

If the syntax is correct, a success message appears above the Condition (rules) or
Expression (derived metrics) box.

Examples

» You are configuring the Critical severity level for an existing rule that scoped to
all requests with names that include the element jdbc (the rule scopeis
Request Type where nane |ike "% dbc% ). You want an alarm to be fired
for thislevel if the average execution time (over the last hour) for arequest in the
rule scope exceeds the limit set by the registry variable Execut eTi meCri ti cal .

You select the rule from the Manage Rules dashboard to open it for editing and
use the fields and controls on the Critical pane to create the condition for this
severity level.

After launching the Condition Editor dialog box, open the Function tab and
select avg from the Function Name box. You then specify the argument for the
selected function in the Argl field. For example, specify the execution time as an
argument for this function by typing #executi onTi me for 1 hour# inthe
Arglfield. Then click Insert to insert the function. The function and its
parameter appear in the Condition field.

To compl ete the condition, you need to insert the appropriate operator and the
registry variable. You place the cursor at the end of the condition and insert the
the greater than ‘>’ operator. In the Condition Editor dialog box, you switch to
the Registry Variable tab, select ExecuteTimeCritical from thelist, and click
Insert. The condition appears as follows:

avg(#executionTine for 1
hour #) >r egi stry(" Execut eTi meCritical")

* You are creating a number of rules, each of which is scoped to a different EJB
instance. You know that you need to configure the conditions for many of these
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rules to perform the same function (r at e) on the same metric
(#passi vat i onCount #). Instead of doing this manually for each rule, you
decide to create a derived metric that you can use in al of these rules’ conditions.

You use the fields and controls on the Create Derived Metric dashboard (Data >
Create Derived Metric) to create aderived metric expression that calculates the
passivation rate for EJBs.

After launching the Expression Editor dialog box, you open the Function tab
and select rate from the Function Name box. You then specify the argument for
thisfunctionin the Argl field. For example, specify the passivation count as an
argument for this function by typing #passi vat i onCount # in the Argl field.
Then click Insert to insert the function. The function and its parameter appear in
the Condition field.

rat e(#passi vati onCount #)

Using Functions with Conditions and Expressions

Derived metric expressions and rule conditions and expressions are matched against
monitoring data. vFoglight can perform functions on this data. Functions cause
calculations to be performed on the data specified in conditions and expressions,
alowing the datato be modified before it is matched.

Most of the default functions available with vFoglight cause calculations to be
performed on metrics. In addition, the functions al ar nCount , changeSunmary,
descendent s, fi ndCbservati onEntri es, get Cont ai nedObj ect s, and

get Qbser vat i onTr end cause valuesto be returned for topology objects (based on a
specified scope). In most cases, you specify scope asthe parameter for one of these
functions; using the scope variable causes the function to be performed on the topol ogy
objectsincluded in therule or derived metric scope. However, there may be situationsin
which you want to specify an alternate scope. See “ Advanced scripting example” on
page 495 for more information.

The following functions are supported by vFoglight for use with rule conditions and
expressions and derived metric expressions:

¢ al ar nCount : Returns the current number of alarms for each topology object
referenced by this function’s scope parameter.

« avg: Caculates an average (arithmetic mean) from metric values.

If you are calculating an average for multiple topology objects, vFoglight will
calculate an average from the metric values for each object, then calculate a
second average from the averages for the objects.
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changeSunmar y: Returnsthelist of topology property changes for each
topology object referenced by this function’s scope parameter over the specified
time period (supplied in milliseconds).

checkbservati onAl ar ms: Returnsalist of al log entry objectswith a
particular severity.

checkUser Per ni ssi on: Check the permissions assigned to a user.
conpar eSt ri ngs: Compares two text strings.

count : calculates the number of observations. An observation can be either a
metric or a property of atopology object.

creat eQoser vat i onAl ar ms: Returnsalist of all log entry objects with a
particular severity.

current User HasAdvancedQper at i onsRol e:

del t a: calculates the difference between the maximum value of the two most
recent samples of asingle metric. The delta function is used with metrics whose
unit of measurement is count.

del t a_r at e: calculatesthe rate per second of the delta.

descendent s: returns the set of topology objects that are directly or indirectly
contained by each topology object referenced by this function’s scope parameter.

f 4r egi st ry: Returnsthe value of agiven registry variable for the current
scoping object.

findObservationEntri es: Returnsalist of log entry objects with a specified
set of properties.

gener at eUUl D:
get Al ar nSeveri ti es: Retrievesalist of alarm severities for agiven object.

get Al | Moni t or edConponent s: Returns all monitored componentsin the
definition of the scoping object.

get Cont ai nedConponent sPropert yNane:

get Cont ai nedhbj ect s: returnsthe set of topol ogy objects of the specified type
that are directly contained by each topology object referenced by this function’s
scope parameter.

get | npact edSer vi ces: Returnsalist of impacted services.

get I nst al | edAgent Li st : Returnsalist of installed agents for the given
vFoglight Agent Manager ID.
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* get Moni t or edConponent Rul el nf oLi st : Returnsalist of rulesthat are
scoped to a monitored component.

e get Observati onTr end: Returns an observation trend.

» get Propertyoj ect : Returnsthe value of property for the topology object with
thegiven ID.

e get PropertyVal ueAt G venTi mesOf G venTopol ogyQhj ect s: Returnsthe
values of agiven property for alist of Topol ogyQhj ect s at agiven list of times.

» get PropertyVal uesOf Topol ogyQbj ect At G venTi nes: Returnsthe values
of agiven property for alist of Topol ogyQbj ect s at agiven time.

e get Rul eAl arnteveri ti esConfi gur ed: Returnsthe existing alarm severities
that are configured for arule.

» get Rul eBasedVi ew. Returns arule-based view.

* get Rul eBasedVi ewl nput : Returns arule-based view input.

e get Rul eBasedVi ewNane: Returns arule-based view name.

e get Rul eComment : Returns a rule comment.

e get Rul el nf oUsi ngl d: Returns arule comment given an ID.

e get SeverityConditions: Returnsalist of severity conditionsfor arule.

» get Topol ogyPropert yVal ue: Returns the value of atopology property for a
scoping object at a given date and time

* hel p: Returnsalist of supporting information such as scripts or methods as
specified by the parameter.

* hi st ogr an keeps a histogram to measure the distribution of metric values (for
example, for a set of topology objects or for asingle object over a specified
period of time).

* i sNot Nul | : Determines whether a given data object is set to null.

e last:Retunsa
com quest.nitro. service.scripting. GbservedDat aQueryResul t
object which contains the latest metrics for the scoping object if there are any
observations made during a given period.

* max: Calculates a maximum from metric values.

* netricDifference: Returns the difference percentile between two given
metric values.

* mi n: calculates aminimum from metric values.
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peri od: calculates the total length of aperiod of time from a series of metrics
and returns avalue in seconds.

posi tive_del t a: Returns the difference between the maximal values of the
most recent two metric values for a scoping object.

posi tive_del t a_r at e: Returns the difference between the maximal values of
the most recent two metric values for a scoping object divided by the time period
in seconds of the more recent metric value.

r at e: calculates the rate of a metric value per second.

ret urnl ncl udeOr Excl udeG venABool ean: Determines whether to include
or exclude the object given a boolean value.

ret urnObj ect sSat i sfyi ngNaneFi | t er : Returns agiven number of objects
whose name matches a string pattern specified by the parameter.

returnObj ect sSati sfyi ngTypeNaneFi | t er : Returns a given number of
objects whose name matches a string pattern specified by the parameter.

st ddev: Calculates the standard deviation from multiple metric values.
sumt Calculates the sum of metric values.
updat eHost Model : Updates the Host Model.

Examples

You are creating amultiple-severity rulethat appliesto requestsfor aspecific JSP.
You want this rule to generate a Warning alarm when there are more than ten
requests of this type per second.

In the Condition box on the Condition tab of the rule’s War ning pane, you
specify the following:

rat e(#count #) >10

You are creating asimple rule that appliesto JDBC requests. You want thisruleto
firean alarm if the metric #r equest ResponseTi ne# returns values greater than
750 milliseconds more than 10% of the time over the period of an hour.

In the Condition box for the rule’s Fire state, you specify a condition similar to
the following:

metric = #request ResponseTinme for 1 hour#
histo = histogram(netric, [10, 50, 250, 500, 750])
if (histo[5]/count(metric)>0.1)
{return true;}
el se
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{return false;}

Advanced scripting example

In most cases, you use the scope variable as a parameter for the functions

al ar nCount , descendent s, and get Cont ai nedCbj ect s. However, there may be a
situation in which you need to create a condition or expression that uses one of these
functions but want the function to be performed on an object outside of the rule or
derived metric scope.

For example, if you wanted to compare the alarm count for objects within the scope of a
rule with the alarm count for a specific server that is not within this scope, you could
specify a condition using the following syntax:

al ar mCount (scope) > al arnCount (#! Cat al yst Server where nanme =
"Server _| P: 1099" #. get Topol ogyQbj ects()[0])

Where Ser ver _I Pisthe |P address of the server. For example:

al ar mCount (scope) > al arnCount (#! Cat al yst Server where nanme =
"10. 4. 112. 155: 1099" #. get Topol ogyObj ects()[0])

Note Inthe example shown above, the exclamation point ‘!" implies that the argument passed to
the al ar mCount function is a topology object property and not a metric.

Using the Query Language FAQ

This section provides answers to the following FAQs:
» “How do | reference atopology object property in an expression?’ on page 495
» “How do | export metrics from the command line?’ on page 496

How do | reference a topology object property in an expression?

If the rule is scoped to the topology object that has that property, you can reference the
property using the scope variable. This variable contains a reference to the topology
object against which the expression runs.

For example, you are interested in the property f i | esyst eniName, you can use the
following in an expression to obtain the property value:

"File system" + scope.get("fil esystemNanme") + is now full"
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If you want to reference the topology object from within a string or embedded query,
you must prefix the scope variable with the dollar sign ‘$'. For example:

"File system $scope is now full"
or

#Fi | esyst em where nanme = $scope. get ("fil esystenNane")#

How do | export metrics from the command line?

Thef gl cnd tool includes acommand that allows you to export metric observationsto a
fileusing ametric query. Theet ri cexport command can be used to export metrics
toaCSV or XML file.

For example, the following command exports the values of the Pr ocess metric
collected in the past two hoursto aCSV file.

C.\ Vi zi oncor e\ vFogl i ght\ bi n>f gl cnd -usr foglight -pwd foglight
-cnd util:metricexport -output_format csv -netric_query
"Processes from W ndows_System System Table for 2
hours" -f ny_netric_query.csv

For compl ete details on how to configuref gl cnd, and about theuti | : netri cexport
command, see the Command-Line Reference Guide.
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Reference

While the new versions of vFoglight use the vFoglight Agent Manager to communicate
with vFoglight agents, previous versions used the vFoglight Client. The Administration
module and vFoglight command-line interface support both technologies, however,
some dashboards in the browser interface as well as vFoglight commands can provide
dightly different type of datain monitoring environments that still use the viFoglight
Client for agent communication. This appendix shows examples of dashboards and
command-line output in an environment that uses the vFoglight Client.

This appendix contains the following sections:

Starting the VFOGIGNT CHENE .....cvevvceeecrr e nnes 498
Viewing the Content of a vFoglight Client Support BundIe...........ccvvinnienncsncssecees 498
BIOWSET INTEITACE .....ovvveece e 501

CoMMANT-LINE INTEITACE ......euviveei ettt s bs e 503
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Starting the vFoglight Client

To start the viFoglight Client:

» To start the vFoglight Client, you run the spi d executable that is located in the
vFoglight Client installation directory. Alternatively, to start the Client on
Windows platforms, choose Start > Programs > Vizioncore > vFoglight SPID
5.2.4 > Sart SPID.

For more information, refer to the Installation and Setup Guide.

Note  For information on how to start the vFoglight Agent Manager, see “Getting Started with the
Administration Module” on page 32.

Viewing the Content of a vFoglight Client Support Bundle

When you create a client support bundle using the suppor t _bundl e command,
vFoglight savesthis datain a ZIP file in the <vfoglight_home>/support/<user_name>
directory on the computer hosting the vFoglight Client. For more information about this
command, see the Command-Line Reference Guide.

Client support bundles contain diagnostic data about a vFoglight Client.

To view the content of a client support bundle:

Note This procedure continues from “Managing Support Bundles” on page 75.

1 Locatethe client support bundle whose content you want to view.

Each client support bundle is contained in a ZIP filein the <vfoglight home>/
support/<user_name> directory on the computer hosting the vFoglight Client.

2 Extract the contents of the ZIP file containing the client support bundle to alocal
directory.

3 Observethefile structure.
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Each client support bundle consists of the following files and directories:

config/
spid/
<VERSION>/
<CACHE>/
SPI/
SPI/
<AGENT_NAME>/
SPL.xml
SPINetwork/
SPINetwork
<AGENT_NAME>/
Orb.xml
OrblnitRefs.xml
logs/
<CARTRIDGE>/
<VERSION>/

logs/

SPID configuration file

JacORB configuration

FMS server location details

All log filesfrom all deployed
agents (OSCartridge, SPID,
Oracle, SQL 2005, etc) arein
this folder.

Additional logs may be
present in other directories,
depending on the agent and/or
platform
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manifests/ OPTIONAL (may be present
for specific platforms)

<CARTRIDGE>_file_manifest.txt A file manifest for every
cartridge deployed to this
SPID installation

osfiles/ OPTIONAL (may be present
for specific platforms)

* Various OS configuration files
like " /etc/hosts’ , depending
on the OS platform.

Note For information about the content of vFoglight Agent Manager support bundles, see
“Viewing Audit Information” on page 82.
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Browser Interface

This section contains sample screen captures that appear in monitoring environments
that use the vFoglight Client for agent communication with the vFoglight Management
Server. It includes screen captures for the following dashboards:

» “Agent Properties dashboard” on page 501
« “Agent Status dashboard” on page 502
» “Agent Adapters dashboard” on page 502

Agent Properties dashboard

Agent Propertiet Fipr 13, 008 TE5E) P EDT

Agent Properties ™
ETR - o

1

Adapter pane Types pane Agent pane List pane

Note For a sample screen capture of this dashboard in a monitoring environment that uses the
vFoglight Agent Manager, see “Accessing the Agent Properties Dashboard” on page 168.
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Agent Status dashboard

The Agent Status dashboard shows an entry for the SPINetwork agent that comes with

the vFoglight Client.

Mgaea Fraver

Fap 30, D008 1037 O A CDT

Rafreah =

Agent Status L8] Shiwing 1 - 2 of 2 agents a3z of Sep 29, 2008 10:41:22

T | Versken | wulld |
[ f#swm ol w Preperthes Any Proportios ~ | Cloar Filtars
W A g sedsme ageat Hame Hameapsce  Type Werdsa  Tegu
] al 0 EorD1 2991 .prod. O TH TPNebeErk 5.2.4 A
g tord1 2951 .prod. Windows_Syster 5P Veindows _Systerr 5.2.4 4
Che | Ed Properies | Edit Tegs| | Ston Dimte £ on|
Crgahe Adend L imim o iE [immices i [ an Ehet Kwst

Agent Adapters dashboard

Agent Adapters May 12, 2008 110722 AM EDT
Agent Adapters @ Showing 1 -2 of 2 adapters as of May 12, 2008 10:32:38 Refresh &
Filter by name health | |
cartridge | | Yersion | | Clear Filters

i [ ] name health cartridge Wersion
=PI ] =PI 0114 SPl-Agentadapter 5.2.2
KML-HTTP @ HML-HTTP (o] 4 undefined undefined

= Select all Select Hone
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Command-Line Interface

This section contains fglcmd examples and their command-line output that appears
when the agent instances in your monitoring environment use the viFoglight Client for
communication with the vFoglight Management Server. It includes the following
sections:

» “Deploying agent packages’ on page 503
» “Creating agent instances’ on page 504

« “Retrieving agent logs’ on page 505

» “vFoglight Client IDS’ on page 506

» “Installer IDS’ on page 507

For more information about fglcmd and the command-line output that is generated in
environments that use the vFoglight Agent Manager for managing agent instances, see
the Command-Line Reference Guide.

Deploying agent packages

Important The procedure below assumes that the have access to and have configured the fglcmd
package on the computer you are using to deploy agent packages. For complete
instructions, see the Command-Line Reference Guide.

To deploy an agent package using the command line:

1 Open aCommand Prompt window and navigate to the directory on your
computer that contains the uncompressed fglcmd package. For example,
<vfoglight_home>/bin.

Note For complete information on how to get started with fglcmd, see the Command-Line
Reference Guide.

2 List the agent packages that are available to the vFoglight Client using the
following command syntax:

fglend -usr user_nane -pwd password -cnd agent:types
-clientnane SPI://nmyhost. mydomain. corp:0

An output similar to the following appears, listing all vFoglight Clients and the
agent types that are available to them.

Cient 1D nyhost.nydomai n#SPI ://
myhost . nydomai n. cor p: 0
Installer ID nyhost. nydomai n#SPI ://
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myhost . nydomai n: 0O#Spi I nstal | er/ admi n
Agent Package | D: OSCartridge- Wndows2003-5. 2. 4-
Agent Package
Agent Package Cartridge Nane: OSCartridge-
W ndows2003
Agent Package Cartridge Version: 5.2.4

3 Review the above output and record the ID of the agent package that you want to
deploy.
4 Deploy the agent package using the following command syntax:
fglcend -usr user_nane -pwd password -cnd
agent : depl oy - packagei d
cartridge_nane-cartridge_versi on- Agent Package
-host nyhost. nydonai n. corp
An output similar to the following appears:

Successfully installed package cartridge_nane-
cartridge_versi on- Agent Package on
myhost . nydomai n. cor p#SPI : / /
myhost . nydomai n. cor p: 0#Spi I nstal | er/ adm n

Creating agent instances

Important The procedure below assumes that the have access to and have configured the fglcmd
package on the computer you are using to create agent instances. For complete
instructions, see the Command-Line Reference Guide.

To create an agent instance using the command line:

1 Open a Command Prompt window and navigate to the directory on your
computer that contains the uncompressed fglcmd package. For example,
<vfoglight_home>/bin.

Note For complete information on how to get started with fglcmd, see the Command-Line
Reference Guide.

2 List the agent types that are available to the viFoglight Client using the following
command syntax:

fglcnd -usr usernane -pwd password -cnd agent: packages
-clientnane nyhost. mydomai n. corp

An output similar to the following appears, listing all agent typesthat are
available to the specified vFoglight Client.

Client 1D myhost. nydomai n. cor p#SPI : //
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myhost . nydomai n. corp: 0
Client Name: SPI://nmyhost. nydomain.corp: 0
Agent Types:

Net Moni t or

W ndows_System

WebMoni t or

AppMoni t or

LogFi | ter

SNVP

ApacheSvr

Ter m nal Server

3 Review the above output and record the type of the agent whose instance you
want to create.

4 Create an agent instance using the following command syntax:

fglend -usr usernane -pwd password -cnd
agent:create -nane instance_nane -type agent _type

If successful, this command does not generate any output.

Retrieving agent logs

Important The procedure below assumes that the have access to and have configured the fglcmd
package on the computer you are using to retrieve agent logs. For complete instructions,
see the Command-Line Reference Guide.

To retrieve an agent log using the command line;

1 Open aCommand Prompt window and navigate to the directory on your
computer that contains the uncompressed fglcmd package. For example,
<vfoglight_home>/bin.

Note For complete information on how to get started with fglcmd, see the Command-Line
Reference Guide.

2 List the agent log files using the following command syntax:

fglcnd -usr usernane -pwd password -cnd agent: | ogs
-host nyhost

An output similar to the following appears, listing al log files that exist on the
specified host.

Client 1D tor013008. prod. quest. corp#SPI://
t or 013008. prod. quest. corp: 0
Client Name: SPI://tor013008. prod. quest.corp: 0
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Host Nane: tor013008. prod. quest. corp

50 log files found.

OSCartridge\5. 2.0\l ogs\ Al X_Consol e_My_Al X _Consol e_Agent
_2008-01-21_095227_001.1 og

OSCartridge\5. 2.0\l ogs\ Al X MPStat_M/_Al X MPSt at _Agent _
2008-01-21_094945_001.1 og

OSCartridge\5.2.0\1ogs\ Al X System My_Al X _System Agent _
2008-01-21_095149_001. 1 og

OSCartridge\5. 2. 0\l ogs\ ApacheSvr_ApacheSvr _
2008-01-16_102536_001. 1 og

OSCartridge\5. 2. 0\l ogs\ ApacheSvr _My_ApacheSvr _Agent _
2008-01-16_114450_001.1 og

3 Review the above output and record the log file that you want to retrieve.
4 Transfer that log file into alocal directory using the following command syntax:

fglcnd -usr usernane -pwd password -cnd
agent:getlog -1og path_and_name_of _log_ file -f
pat h_and_name_of _destination_file

If successful, this command does not generate any output.

Note If you pull agent logs into the <vfoglight_home>/logs directory, they will be packaged
as part of the server support bundle. For more information about server support
bundles, see Chapter 2, “Managing Support Bundles” on page 75.

vFoglight Client IDs

Some commands (for example agent : cr eat e) require avFoglight Agent Manager 1D
as a parameter. vFoglight Agent Manager |Ds identify agent management processes on
remote machines. For agents managed by the vFoglight Agent Manager, vFoglight
Agent Manager IDsidentify instances of the vFoglight Agent Manager. Sinceit is
possible to have several process managers on a monitored host, viFoglight Agent
Manager |Ds are more complex than host names.

The vFoglight Agent Manager | Ds use the following syntax:

<host name>#SPI : / / Host Nane: 0/ M5
<host nanme>#SPI : / /| Host Name: 0

vFoglight Agent Manager |Ds for running agent managers can be obtained by executing
theagent : packages command:

C:\ Vi zi oncor e\ vFogl i ght\ bi n>f gl cnd -usr foglight -pwd foglight
-cnd agent:types -host MyHost

Client 1D MyHost #SPI:// MyHost: 0/ M5

Cient Nane: M
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Agent Types:

Cient ID: MyHost#SPl://MHost: 0
Client Name: SPI://MHost:0
Agent Types:

W ndows_System

WebMoni t or

AppMoni t or

LogFi | ter

Installer IDs

Installer IDs help deploy new agent packages to remote hosts. Installer IDs identify
agent managers that are capable of installing agent packages on aremote machine. It is
possible to have several such installers within one viFoglight Agent Manager, so
installer 1Ds are more complex than vFoglight Agent Manager IDs.

The vFoglight Agent Manager installer ID uses the following syntax:
Host Nanme#SPI : / / Host Name: 0#Spi I nstal | er/ adni n

In general, each remote installer is capable of handling an agent package of one type.
Thetype of agent package is specified in the respective cartridge manifest file, but is not
visible directly through the command line interface. However, agent package types
affect the results of the agent : packages command. Given avFoglight Agent
Manager ID as a parameter, the agent : packages command checks the installers that
are available on the vFoglight Agent Manager and returns IDs for all agent packages
that can be handled by at least one installer on the vFoglight Agent Manager.

C:\ Vi zi oncor e\ vFogl i ght\ bi n>f gl cnd -usr foglight -pwd foglight
-cnd agent: packages -clientid
tor012991. prod. quest . cor p#cf 238d96- 3a56- 45d6- a33e-
b88bb7d4f f 55

Client 1D tor012991. prod. quest. cor p#cf 238d96- 3a56- 45d6- a33e-
b88bb7d4f f 55

Installer ID: tor012991. prod. quest. cor p#cf 238d96- 3a56- 45d6- a33e-
b88bb7d4f f 55#Fgl AM t or 012991. pr od. quest . cor p/ cf 238d96- 3a56-
45d6- a33e- b88bb7d4f f 55/ i nstal | er
Agent Package | D: OSCartridge- WndowsXP-5. 2. 4-OSCartri dge-

Agent - W ndows XP- wi ndows-/5\. 1. */-ia32, x86_64

Agent Package Cartridge Nane: OSCartridge- W ndowsXP
Agent Package Cartridge Version: 5.2.4
Agent Package OS: wi ndows
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Agent Package OS Version: /5\.1.%*/
Agent Package OS Architecture: ia32,x86_64

C:\ Vi zi oncor e\ vFogl i ght\ bi n>f gl cnd -usr foglight -pwd foglight
-cnd agent: packages -clientid MyHost.#SPl://M/Host: 0
Installer ID MyHost#SPl:// MHost: 0#Spi |l nstal |l er/adm n
Agent Package I D: C:\<foglight_hone>\dist\tnp\cartridge. expl oded\
OSCartridge-usrnsupport ed- WndowsXP-5_1 HEAD 3/ 20/
090208_0630\ |
nstallers-5_1 HEAD 3/20/090208_0630\ OSCartri dge- Agent -
W ndows XP
.zip
Agent Package Cartridge Nane: OSCartridge-usrnsupported- W ndowsXP
Agent Package Cartridge Version: 5.2.4 HEAD 3/20/090208_0630
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